Solving the Enterprise Security Challenge

Derek F Holt
Worldwide Sales Executive
Jazz, Security, Software Delivery Platform

dfholt@us.ibm.com

software

© 2009 IBM Corporation




IBM Rational Software Conference 2009

Online Risks Continue to Increase

Ap Associated Press
Visa, Amex Cut Ties with CardSystems

July 19, 2005 -- Visa USA Inc. and American Express Co. are
cutting ties with the payment-processing company that left 40 million

credit and debit card accounts vulnerable to hackers in one of the
The Rezource for Security Executives

biggest breaches of consumer data
Jan 18, 2007
Massive Security Breach Reveals Credit Card Data

The TJX Companies, a large retailer that operates more than 2,000 retail stores under brands

such as Bob’s Stores, HomeGoods, Marshalls, T.J. Maxx and A.J. Wright, said on Wednesday
that it suffered a massive computer breach on a portion of its network that handles credit card,

debit card, check and merchandise transactions in the United States and abroad.

THE WALL STREET JOURNAL

e BJ's Settles Case with FTC over Customer Data
FTC alleges weak security at wholesale club led to fraudulent sales valued in the millions

JUNE 17, 2005 -- After credit card data for thousands of customers was used to make
fraudulent purchases in other stores, BJ's Wholesale Club Inc. has agreed

BusinessWeek

CNBC's Easy Money

BusinessWeek uncovers that the cable channel's own design flaw
may be behind the investigation into its million-dollar stock-
picking contest

Axcess News USDA admits data breach, thousands of social
security numbers revealed

Thursday, 17 April 2007

(AXcess News) Washington - The US Department of Agriculture (USDA) admitted that a security
breach allowed social security and other personal information of over 63,000 recipients of federal
farm loans be made available on a public website in violation of Federal privacy laws.
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Breach Attempts Increase in Times of
Economic Crisis

" In 2009, security products will remain stronger than other IT areas
because of compliance and business requirements. In fact, arecent IDC
economic meltdown study showed that security was the least likely area
to face cuts in response to the current economic crisis. Many
organizations will defer discretionary projects, freeze hiring, and actively
look for savings from virtualization, hosted services, and automated
security management."

Source: December 2008, IDC #215745

“...Just as street crime increases in times of financial stress, more
attackers are likely to perform an online version of shoplifting and bank
robbery ."

Source: October 2008, DarkReading
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2008 Web Threats Take Center Stage

= Web application vulnerabilities
» Web applications have become the Achilles heel of Corporate IT Security
Represent largest category in vuln disclosures (55% in 2008)

»
» This number does not include custom-developed Web applications!
» 74% of Web application vulnerabilities disclosed in 2008 have no patch to fix them

50% Cumulative Count of Web Application Vulnerabilities
1998 - 2008
40% 16,000
14,000
30% 12,000
10,000
20% 8,000
Cross-Site
Scripting 6,000
10% jecti
o B sQL Injection 500
B other
2,000
0% M File Include
2004 2005 2006 2007 2008 g

1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008

Figure 19: Web Application Vulnerabilities by Attack Technigue, 2004 — 2008
7 P Y 7 source; IBM X-Force®
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Reality: Most Attacks are Targeted at Web Apps
Spending

% of Dollars

Security

% of Attacks

ll
Network Server

0 of All Attacks on Information Security are
15% Directed to the Web Application Layer

2/3 of All Web Applications are Vulnerable “*Gartner
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Changing Security Landscape of Today

“Webification” has changed everything
= Infrastructure is more abstract and less defined
= Everything needs a web interface * *

= Agents and heavy clients are no longer acceptable
= Traditional defenses no longer apply

Many Web Security Drivers

= Increase in vulnerabilities / disclosures
»  Application security has become the top threat
= Regulatory Compliance
»  Requirements such as PCI, HIPAA, GLBA, SOX, etc

= User demand
. N . Desktop: Server:
»  For rich applications is pushing development to advanced code . . o
techniques — Web 2.0 introducing more risks to threats Browser Hypervisor and Virtualization
Web Applications

= Enterprise Modernization

» Driving traditional applications to online world (SOA), increasing
corporate risk

= Cost cutting in current economic climate
» Demands increased efficiencies
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Who Do We Need To Protect our Enterprise From?

= Organized Crime
» What: Data & Identity Theft, Extortion
»  Why: Profit

= Espionage (Nation State & Corporate)
» What: Data Theft & Intellectual Property
» Why: Power

= H4ckOrz / Script Kiddies
» What: Defacement & Denial of Service

» Why: Prestige
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Companles

Category

Discovery, notification,
and response

Lost employee
productivity

Opportunity cost

Regulatory fines

Restitution

Additional security and
audit requirements

Other liabilities

Total cost per record

Description

Outside legal counsel, mail
notification, calls, call center,
and discounted product offers

Employees diverted from other
tasks

Customer churn and difficulty
in getting new customers

FTC, PCI, SOX

Civil courts may ask to put this
money aside in case breaches
are discovered.

The security and audit
requirements levied as a result
of a breach

Credit card replacement costs.
Civil penalties if specific fraud
can be traced to the breach.

Cost perrecord

Company A:
Low-profile
breachina

Company B:
Low-profile
breachina

nonregulated regulated
industry industry

$50 $50

$20 $25

$20 $50

$0 $25

S0 $0

S0 $5

$0 S0

$90 $155

September 2008 “Confessions Of A QSA: The Inside Story Of PCI Compliance”

The Cost Of A Breach, Broken Out For Three Sample

Company C:
High-profile
breach
in a highly
regulated
industry

S50

$30

$100

S60

S30

S10

$25

$305
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Why Are Our Enterprises at Risk?

1. Developers are not trained in security
= Most computer science curricula have no security courses
= Focus is on developing features
= Security vulnerability = BUG

2. Under investment from security teams
= Lack of tools, policies, processes, people

3. Growth in complex, mission critical online applications

= Online banking, commerce,
=  Web 2.0, etc (AJAX, JSON, AMF, JavaScript, Adobe Flash, etc)
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Organizations must mitigate their online risk!

= Organizations need to mitigate the risk of a Web
Application Security breach!

» They need to find and remediate vulnerabilities in their Web Applications before they are
exploited by Hackers

» They need to do this in a cost effective manner
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Application Security Maturity Model

UNAWARE AWARENESS CORRECTIVE OPERATIONS
N PHASE PHASE EXCELLENCE PHASE
10 %
30 %
2
=
T
=
30 %
30 %0
>

Duration 2-3 Years Time

\ 4
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Addressing Web Application Security

Approaches fer addressing Welb Application Security

| = Enterprise-Wide
dl = Scalable Solution

{ Internal = Manual Efforts, Desktop Audit Tools
|

Tactical = Internal Security Experts

= Consultants
Outsourced .
| = Pen Testing

Do Nothing
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What Is the cost of a defect?
80% of development costs are spent

identifying and correcting defects!

s _:.41/

Once released
as a product

$16,000/defect

During the
QA/Testing

L - Cia During the build | phase
During the phase $450/defect

coding phase $100/defect
$25/defect

—
The increasing costs of fixing a defect....
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Enabling the Operationalization of Security Testing

Clients are addressing Web Application Security in three ways:

Outsource Security
Testing (SaaS)

= Qutsource web application security
infrastructure or testing

« Enables immediate identification of
sources of online risk without the
necessary time and investment for in-
house training and resources

« Fastest path to actionable information

V.

Customers receive actionable
reports
(AppScan OnDemand)

Control, Monitor, Collaborate and Report Web Application Security Testing
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Outsourced Testing: Case Study

4 _ )
An enterprise that has

= Many legacy and newly created web applications

= A small security team compared to the number of web applications
requiring security testing

= Developers that are not that aware of security

The challenge

Limited resources

Need for detailed and actionable test results

Need to test a large number of web applications
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Outsourced Testing: AppScan OnDemand

4 _ _ )
= Hosting outsourced to IBM/Rational

= Rational manages the setup, hardware, upgrades, maintenance,
backups, etc.

= Administration outsourced to IBM/Rational

= Rational creates scan configurations, job schedules, and
organizes/prioritizes results — i.e. maximizes the product capabilities on
your behalf

= Business/Security Analyst function outsourced to IBM/Rational
experts via Solution Management

= Client is trained on how to interpret and use the information resulting from
AppScan and Policy Tester scans

=  Client focuses only on issue remediation = customer success
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AppScan OnDemand

Analyze Report
(identify issues) (detailed & actionable)

Scan Web applications/sites

ﬂ ﬁi | Virtual-S0C Portal
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PCI DSS Reporting

The Payment Card Industry Data Security Standard (PCI) el w 5 | [# Bport~ bl Email » = &9

Last Updated: 14/04/2009 05:06:11

[ & RegurementA.1.2 This section applies to hosting providers only - Protect each entity's (that is a merchant, service provider, or other ... 2«
T & RegurementA.1.3 This section applies to hosting providers only - Protect each entity's (that is a merchant, service provider, or other ... 44
T & Regurement3 Protect stored cardholder data 55
T % Regurement3.1 Keep cardholder information storage to a minimum. Develop a data retention and disposal palicy. Limit your storag... 2
T ¥ Regurement4 Encrypt transmission of cardholder and sensitive information across public networks. 2
[ % Requrement4.1 Use strong cryptography and security protocols such as Secure Sockets Layer (S5L)/ transport layer security {TLS)... 2
I & Requrements Develop and maintain secure systems and applications. 73
T & Requrements.l Ensure that all system components and software have the latest vendor-supplied security patches installed. Install... 15
[ % Requrements.3 Develop software applications based on industry best practices and indude information security throughout the so... 5
T % Requrement&.3.5 Removal of test data and accounts before production systems become active. 5
[ % Requrements.3.6 Removal of custom application accounts, usernames, and passwords before applications become active or are rele... 5
[T & Regurements.5s Develop all web applications based on secure coding guidelines such as the Open Web Application Security Project ... 73
B[ & Regurements.5.1 Unvalidated input 39

r | H |Issue |nstum Element Issue Type Type

- & 3587 http: /fdemo. testfire.net/disdaimer.htm DOMYS51 Application

r & 3512 http://demo. testfire.net/comment. aspx attCrossSiteScripting Application

- & 3526 http: //demo. testfire.netfcomment.aspx  name attCrossSiteScoripting Application

[T (39 Items Total)
T & Regurements.5.2 Broken access control 4
T & Regurements.5.3 Broken authentication and session management 15
Legal Disclzimer =
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Findings Adwsory and Details

G—} - |g, https://msp63.watchfire net/aod/Reports/XReports aspx #rid=1182&fid=9334fid=117&viewid=41:

J Fle Edt View Favonies Tools Help

AppScan. Reporting Console

| ¥ 4 & BMS Rational® AppScan® Repotting Console - The P... | | J {5y Home  + [ Fesds () Hler2
1 Out
1 £10001E1H AppScan. Reporting Console
About Issue: 3512 29 m
Jobs & Reports > AoD > Altoro Mutual > Public Fadng Applications > Altoromutual.com = Altoro_Combined_Result
Folders & | The Payment Card Industry Data Security St . |5'3ﬁ15 | TSE“E| Test URL Element Issue Type |T\"PE |“‘39""t'—' | 7]
& Open 3512 http://demao. testfire. ... attCrosssiteScripting Application Require... | [
| Last Updated: 14/04/2009 05:06:11
510 AoD H " & RequrementA.1.2 Thi |
: Regui tA.1.3 This il
-] Altoro Mutual Fl @ Beasceen "I Hon Advi Fix Recommendation Request/Response Correlated Iss 4] (3]
I @ Requirement3 Pro L = = |
[T % Regurement3.1 kel | Techmicad rption
[T % Requirement4 Enc| | The Crpfss-Site Scripting attack is a privacy violation, that allows an attacker to acquire a legitimate J
; N W Requrement4.1 Lse user# credentials and to impersonate that user when interacting with a specific website.
@ Templates - /
B Users T @ Requrements Der e gttack hinges on the fact that the web site contains a script that returns a user's input (usually a
[ @ Requrements.1 Ene parameter value) in an HTML page, without first sanitizing the input. This allows an input consisting of
- | JavaScript code to be executed by the browser when the script returns this input in the response
I ¥  Requirement6.3 page. As a result, it is possible to form links to the site where one of the parameters consists of
T W Requrements.3.5 malicious JavaScript code. This code will be executed (by a user's browser) in the site context,
[ W Requrement6.3.5 granltlng it access to cookies that the user has for the site, and other windows in the site through the
user's browser.
[T @ Requirement6.5 The attack proceeds as follows: The attacker lures the legitimate user to click on a link that was
B €@ Requrements.5.1 produlcsl.*d by the attacker. Whenl the user clicks on thle link, this generates a request to tlhe web-site
containing a parameter value with malicious JavaScript code. If the web-site embeds this parameter
Recently Viewed o = | value into the response HTML page (this is the essence of the site issue), the malicious code will run
= B " http:jdemo. testfi in the user's browser.
... The Payment Card Industry Data
[®] security Standard (PCI) r http:jdema.testfii| | Possible actions that can be performed by the script are:
(Altoro_Combined_Results) B https//demo. testfi » Send user's cookies (for the legitimate site) to the attacker.
LTé] Report Padk Slummar\(
(Altoro_Combined_Resuits) [T (39 Items Total) + Send information that is accessible through the DOM (URLs, Form fields, etc.), to the attacker.
[&] Remediation Tasks :
(Atorn (Combined. Reiiz) I @ Requrement6.5.2 Bo| | The result is that the security and privacy of the victim user is compromised on the vulnerable site. -
Security Issues ; _l—l
(=] (Altoro_Combined_Results) I @ Requrement6.5.3 Brol 5 L
by AltoroMutual_Dashboard { | Lenal Disclaimer B T
e = | A [Fw - |
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Remediation Tasks — Action Plan

Remediation Tasks e » & | [#eport~ bd Email » & &

Last Updated: 14/04/2009 05:06: 11

Summary Group Show Search Layout

17 remediation tasks will solve 73 distinct issues across 13 URLs

Allitems | Group: Remediation Task)?

Items 1-17 of 17 Go to page: |_10F1
Action: |E><|:Ic-|'t to Excel j I:l I:l I:l I:l

| '~ | Remediation Task | Quanhtv|
[T & Filter out hazardous characters from user input 38
[ & Analyze dient side code and sanitize its input sources 1
[ & Change the login credentials to a stronger combination 1
[T % Always use the HTTP POST method when sending sensitive information 2
[T %  Modify the server configuration to deny directory listing, and install the latest security patches available 1
[T %  Remove any unneeded files from the virtual directory. 1
[ <§> Verify that parameter values are in their expected ranges and types. Do not output debugging error messages and exceptions 15
[T <&  Modify the property of each ASP.NET page to sign the VIEWSTATE parameter 3
[T <% Disable Debuaging on Microsoft ASP.NET 2
[T <% Donotaccept externally created session identifiers 1
[T <% Download the relevant security patch for your web server or web application, 1
[T <&  Enforce account lockout after several failed login attempts 1
7 G Modify your Web.Config file to encrypt the VIEWSTATE parameter 3
T (i Remove sensitive information from HTML comments 3
™ [ Issue a "404 - Not Found” response status code for a forbidden resource, or remove it completely 2
T (@ Remove email addresses from the website 2
[ (& Remove testscripts from the server 1
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Enabling the Operationalization of Security Testing

Clients are addressing Web Application Security in three ways:

Outsource Security
Testing (SaaS)

= Qutsource web application security
infrastructure or testing

« Enables immediate identification of
sources of online risk without the
necessary time and investment for in-
house training and resources

« Fastest path to actionable information

V.

Customers receive actionable
reports
(AppScan OnDemand)

Security Team uses
AppScan Standard Edition &
AppScan Reporting Console

Control, Monitor, Collaborate and Report Web Application Security Testing
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Enabling Security Team: Case Study

-

An enterprise that has

. Many web applications

= A policy requiring applications pass a security audit before going to production
. A security team in place to audit the applications

= A process for fixing security issues
»  Security issues found are sent back to developers
»  Developers communicate with the security team and implement the fix.
»  More rounds of auditing until the application passes the security audit

The challenge

»  Security team’s capacity is insufficient for the number of applications and security

issues

» Developers need more detailed information and reproduction scenarios for the security

issues detected
\ » How to securely get the results to the Developers and manage them
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AppScan Standard Edition

@] SiEx]

URL and Servers € Complete Scan Configuration Wizard

Login Management 'ou have successfully completed the Scan Configuration ‘Wizard,
Test Policy

Complete
Haow do pau want ko start?

(%) Start a full automatic zcan
) Start with automatic Explore only
) Start with Manual Explore

0 | will start the scan |ater

Start Scan Expert when Scan Configuration Wizard is complete

General Tasks

X Full Scan Configuration

@) Help ¢Back | [ Finsh |
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AppScan Standard Edition

’ 7.8 430 app only.scan - IBM Rational AppScan - |ﬁ| |1|
File  Edt Wiew Scan Tools Help | e

[ & K & | O seen - 0 pause B Manual Explore | & Scan Configuration 5, Scan Expert + [Z]5canlog 2 | [iil Report & Update  § Login Expert S Scan for Malware

Security Issues  Remediakion Tasks  Application Data

Anranged By Severity | Dezcending |

Url Based -

(33 My Application [47)

-9 http: Afdema.testfire.net! [47)
A3

comment.aspx [4]
default.azpx [1]
dizclaimer. htm
feedback.aspx (1]
zearch.azpx [1]
subscribe. swl
survey_questions. aspx
23 bark (37)

: /

account.aspx (3]
apply.aspx [3]
customize.aspx [B]
lagin.azpx [1]
lagaout. azps

main. azps
querypath.azpy [4]
tranzaction.azpx [10]

=]

ﬂ 47 Security |ssues (250 variants] for "My Application'

@ Blind SOL Injection [1]
@ Cross-Site Scripting (7]
@ Dratabase Ermor Pattern Found (5]
B IG5 SOL Injection [5)
= @ http: //dema. testfire.nets (1]
@ amlserdd
= @ http: //dema. testfire. net/banktransaction.aspx (2]
O after
@ before
= @ http: //dema. testfire. net/bank Atransfer. aspx (2]
O credittcoount
@ debiticcount
@ S0L Injection File \rite [requires user verification) [1]
@ ‘Wwindows File Parameter Alteration [1]
@ #Path Injection (1]
ﬁ Cross-Site Request Forgery [B]
ﬁ HTTP Response Spliting (1]
ﬁ Unenciypted Login Request (1]
e A e N WP

4 Previous Mext | | Severity = @ High | State + Open

| v

w Dashboard 144 »ri =

Visited URLz 36/36 |D Completed Tests 418374183

& lszue Information s Advisary | @ Fix Becommendation | #* Request/Responze

SQL Injection

= Severity: @High

= Type: Application-level test

# WASC Threat Classification: Command Execution: SQL Injection

#» CVE Reference(s): MNAA

# Security Risk: It is possible to view, modify or delete database entries and tables

~ Possible Causes
Sanitation of hazardous characters was not performed correctly on user input

¥ Technical Description
Weh applications often use databases atthe backend to interact with the enterprise
data warehouse. The de-facto standard language for querying databases is SOL (each
major database vendor has its own dialect). Web applications often take user input
(taken out of the HTTP request) and incorporate itin an SAL query, which is then sent SQL Injection
to the backend database. The query results are then processed by the application and
sometimes displayed to the user.

18M Soétware Group

This mode of operation can be exploited by an attacker if the application is not careful
enough with its treatment of user (attacker) input. Ifthis is the case, an attacker can
inject malicious data, which when incorporated into an SCGL query, changes the

L |

| [ 47 Security |ssuss | 02 W8 &
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AppScan Standard Edition

File  Edit “iew Scan  Tools  Help

_; 3 ! I % @Scan - [T Pause @ManualExplore |25can Configuration gScanExpert x

can Log p |E|3 Report a Lpdate E&Scan for Malware

8O «

Url Based ~
[

(3} My Application [34)

aﬁi hitp://dema. testfire.net/ [54)
..... A/ H

2] comment.aspx [3)

] default.aspx (1]

2] disclaimerhtm [2)

----- ] feedback.aspx [1)

Arranged By: Severity Descending

ﬁ] 84 Security |ssues (704 wariants) for ‘My Application'

® @ http:// demo.testfie.net! (1]

® @ http://dema.testfire.net/bank Aogin.asps (3]

® @ http:// demo.testfire. net/bank Aransaction. aspx (2]

= @ http: /A demo.testfire.net/bank transfer. aspx (2]
@ cedittcoount
@ debittcoount

® @ http:// demo.testfie.net/bank ws.asma [2)

® @ http://dema.testfire.net/subscribe. aspx (1)

@ windows File Pararneter Alteration (1]

----- 2] high_ield_investments.htm
] search.aspx (1]

2] serveremar.aspx

] subscribe.aspx [6)

----- 2] subscribe. swi

----- 2] survey_questions.aspy
-0 admin (1)

F- altarn

&0 bank (64)

i

£

£-107) images [1]
2 pr

w Dashboard =+ rs =

Total number of issues: 84

4 Previous Next |}  Severity ~ W@ High  State -

I_ﬂ Issue Infarmation | @4 Advisor}l| @ Fix Recommendation | 4% Request/Response

Open

SQL Injection

# Fix Recommendation

* General

There are several issues whose remediation lies in sanitizing user input.

By verifying that user input dees not contain hazardous characters, it is possible to prevent malicious users from causing your application to execute
unintended operations, such as launch arbitrary SQL queries, embed Javascript code to be executed on the client side, run various operating system
commands etc.

Itis advised to filter out all the following characters:
[111 (pipe sign)
[2] & (ampersand sign)
[31; (semicolon sign)
[4] § (dollar sign)
[5] % (percent sign}
[6] @ (at sign}
[71" (single apostrophe)
[8] " (quotation mark)
[8]V (backslash-escaped apostrophe)
[101V" (backslash-escaped quotation mark)
[11] == (triangular parenthesis)
[12]1 () (parenthesis)
[13] + (plus sign)
[14] CR (Carriage return, ASCII 0x0d)
[15] LF (Line feed, ASCII 0x0a)
[16], (comma sign}

[171%fharkslagh) v

{4 84Secuitylssues @ 44 WE D15 (114
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AppScan Standard Edition

File  Edit ‘Wew Scan  Tools

Help

_L_J = @ | 5can = 0 Pause @Manual Explore LS Sean Configuration g Scan Expert

Scan Log 4_.) | Lj:lii Report 6jpdate j? Scan For Malware

720 &

Url Based -

g K |

(&) My Application [34)

B"g http: //demo.testfire.net! [34]
..... m /(4]

|8 comment.aspx (3]
default. azpx 1)
dizclaimer.htm [2]
feedback.aspx [1]
high_vield_investments. htm
search.azpx (1)
SEMVETEIOn 35K
subscribe.aspr (6]
subscribe. swf

----- [#] survey_questions. aspx
#-3) admin [1]

(107 altara

£ bank (54)

£ imagez (1]

22 pr

e e T e e

Security Report Industry Standard

_R_e_gulla_tozg_ycq;mmiang Delta Analysis

M =]

Template Based

w Dashboard 194 »e

Total number of issues: 84

Yisited URLs 1104110

Feport Type | Layout |

(5) Begulatory Compliance Fieport Template

[US] DCID 643 Availability High

[U5] DCID 643 Availability bedium

[US] DCID 643 Confidentiality Reqs Pratection Level 1
[US] DCID B/3 Confidentiality Regs Protection Level 2
[US] DCID 643 Confidentiality Regs Protection Level 3
[US] DCID 643 Confidentizlity Reqs Protection Level 4
[US] DCID B43 Confidentiality Reqs Protection Lewel 5
[US] DCID B/3 Integrity Basic

[US]DCID &3 Inkegrity High

[US] DCID B43 Integrity b edium

[US] DCID 643 Securing Advanced Technology 1S
[US] Electronic Funds and Transfer Act [(EFTA)

[US] Federal Infarmation Security Mamt. Act [FISkA]
[US] Financial Services [GLBA)

[US] Healthzare Services [HIPAA)

[US]MERC Cyber Security Standards

[US] Privacy &ct of 1974

[US] Safe Harbor

[US] Sarbanes-Oxley Act [SOX)

[US] The Securities Act

[US] Title 21 Code of Federal Regulations

[US] Farnily E ducation Rights and Privacy Act [FERFPA)
[US] DISA Application S ecunty and D evelopment Guide V.2
[US] Dol Instruction 8500.2 - 14, Implementation

) User Defined

| [ Browsze. . ]

Preview ] ’ Save Heport... ] ’

Llose

]

[ssue Information

[>]

RTINS T § P & Dot TToTT, T 1T T

[»e

¥

2 Variant Details | =) Screenshot |

1D: 16733

Description: Append the following
string to the oniginal parameter value:
having 1=1-

Difference:

The following changes were applied to
the ariginal request:

+ Set parameter ‘'creditAccount's
value to "1001160141%27
+having+1%3D1--

Reaszoning:

The responze containg SGL Server
erors. This suggests that the
hazardous characters inserted by the
test penetrated the application and
reached the SGL querny itzelf [ie. that
the application iz vulnerable to SGOL
Injection].

EEnter additional comments for this
| wariant.

|| Completed Tests 18359/18353

[ B45ecuiylssues @ 44 WE D16 (D19
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The Power of AppScan Reporting Console

AppScan Reporting
Console

VISIBILITY CONTROL
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AppScan Reporting Console — Dashboards and Metrics

Jim (Analyst) | Help | Support | About | Log Out
LELOETN AppScan. Enterprise Edition
Training Jobs & Reports | Administration
Jobs & Reports » Acme Hackme = Analysts
Folders @ | Analysts - Graphical e oM 2@
I o IEdit I e - Last Updated: 9/11/2007 12:56:50 PM
=+_] Acme Hackme - Details Graphical
BD Analysts =
Report Pack: |A\I Report Packs 7] | Apply I
Issue Severity History Issue Management History
E—:IC& Developers
{11 Admin All Report Packs All Report Packs
-7 Andrew 5000 I High 8000 B Fixed
= Medium =1 In Progress
[ Chris A dLow 7000 B Reopened
4000 = ] W Open
> 2] Jennifer 6000 [ Active
- @ Templates
3000 VA\ 5000
4000
Current
2000 | 3000 Active:
SV
2000
1000 S Vi 7
i | ' ‘ 1000
0 0
Jan24  Feb17  Mar14  Apr07  May D2 Jan24  Feb17  Mar14  Apr07  May 02
Issue Severity by Report Pack WASC Threat Classification
Total All Report Packs
] 2000 4000 6000 8000 10000 12000
o _'—'I ‘ [ information [ Low EMedium Wl High |
i 3
Recently Viewed 0 Support
[Fer) Analysts ~ On-Demand Services o
L@ Applications Store
] : )
Q s [0 Authentication 1 command Execution
12| Report Pack Summary (Investment Ban Main Website [ Authorization I Information Disclosure
@ Sarbanes-Oxley Act (SOX) (Investment B Client-side Attacks [ Logical Attacks
@ Activity Log (Test Admin) Intranet
i )
Report Pack Summary {Test Admin) Movies
@ Personal Banking hd : r ! X =
| | 50 =l C
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Visibility

(. )

Visibility of security issues
= Sharing data to all stakeholders
= Security people collaborating with developers to fix security issues

= Control of Who Can Access/Manage Results
= Provides central control and oversight

= How it works:

» Customer hosts AppScan Reporting Console

» Developers provide application information to the security team
» Security team tests the applications, compiles reports
)

Security team communicates security issues to development, by sending
link to report within AppScan Reporting Console or by pushing defects
into the defect tracking system

\_ » Once the issues are fixed, the tests are re-done and issues are manage9
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Enabling the Operationalization of Security Testing

Clients are addressing Web Application Security in three ways:

g Enable Security
Specialists
= Requires web application security
subject matter expertise

= Single-step security testing (no
additional oversight required as
expertise is built-in)

= Eliminates training requirements for
non-security experts

V.

Security Team uses
AppScan Standard Edition
& AppScan Reporting Console

Control, Monitor, Collaborate and Report Web Application Security Testing
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Security in Development: Case Study

4 )

An enterprise that has

. Development teams who are aware of the security challenge and would like to fix security issues at
an early in the development lifecycle for lower cost

. Developers that:
» Incorporate security testing as part of the development work.
»  Test their changes to the application before delivering these changes to the source stream
»  Log defects or fix them immediately
. A security team that:
»  Oversees the applications’ issues
»  Audit the applications before going to production

The challenge
. Enabling developers who are not security experts to perform security testing
. Enable security team to maintain control and oversight of the security testing
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Security In Development: Scalability and Control

4 )
= Scalability
» Scale up to large security scans
» Scale out to different user communities
= QuickScan Ul enables non-security expert to do security scanning

= Control

= Provides central control and oversight
= Security team uses advanced view to see what scans have been done and results

= Security team collaborates with developers to increase scope of testing




IBM Rational Software Conference 2009

The Power of AppScan Enterprise

AppScan Enterprise
Console

VISIBILITY SCALABILITY CONTROL

TimeWarner =
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Dev Team 1

Scan

L
=)

scan -2 Dataand Dev Team 2
Data and Z"’:-I Reports
QA Team ~,-Reports .
l:':n- u:::ﬂ\_ a;,‘h
<% (soce® ¥ Scan
T Data and
Reports
Scan
Scan . Data and
Data and Do Scan ﬁ?; 'l{ Reports
Reports, ! ;‘:—: Data and ~0 Lo Eé "
l i 0 19 i Reports o
10 1"
Build Team

Managers

Security Team
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Security In Development: Workflow

4. Developer Checks in Code

2. Developer compiles code locally
to unit test changes using
AppScan QuickScan
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IBM Rational Web-Based Training
Key to adoption across the organization is education

I D IBM Lotus Learning Management _ﬂ

e R | y A ; A VCiEerS | > -
urE il ) B aa il i A r 2
. Course Outline Hacking 101 Cloze and Save Progress ‘ Print
u Informative = -E Essentials of Web Application Security mmﬁ . . . (C) 2008 [BM Corparation
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-[r @ Welcame
-[r @ Course modules and estirmated cor
- -
Self paced I £ additionsl Resources snd Links
- Engaging (narrated by T sl Understanding the problem
experts) T & wasc Threat classes

= Accessible L) owsse 1o 10 ’7 Info Security Landscape —}
I B attacks snd solutio
= Localizable Secure Coding Prindples
" Compatib|e with other i ation Semurite Testin Desktop | Transport | Network | | Web Applications |

Learning Management
Systems

bddi=

= Easily embedded into
Rational AppScan Enterprise
and Policy Tester products

| | 2l

Course Tools

O Progress Report
@ Calendar ‘

[ . Vaam \. .
Audio ON/OFF /

Progress Reports
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IBM Rational AppScan — Security in the SDLC

QA SECURITY

CODE BUILD

AppScan Enterprise / Reporting Console

o e @ @-“

I
&Y rée

AppScan AppScan Ent. . AppScan AppScan
Dengoper T i e AppScan Build Ed (QA cllents) Enterprise user Standard Ed
(scanning agent) AppScan Tester Ed (web client) (desktop)

(desktop) (web client)
Ounce Labs Products *NEW!!!

Asgriigar:t?clm I gﬁf@gﬁé Ratio: ﬁR?tionaﬂ Rational Quality
Developer Analyzer ClearCase I BuildForge Manager I’/\:ﬂ
< Rational ClearQuest / Defect Management ;?;

IBM Rational Web Based Training for AppScan

Build security testing into Automate Security / Security / compliance testing Security & Compliance
the IDE Compliance testing in the incorporated into testing & Testing, oversight,
control, policy, audits

Build Process remediation workflows
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The Maturing Security Industry — Evolving Analysis Techniques

Dynamic Analysis <> Blackbox

- Sending tests to a functioning
application

Total Potential
Security Issues

You've been waiting
for a break like this

“Runtime | Dynamic

Static Code Analysis <> Whitebox _ Analysis | Analysis

- Looking at the code for issues (code-
level scanning)

] weicome Poge | () mecssCassesTests | ] nnCssBaseOasses | ImCssBorderasses | & nxCssFontCiasses
¢
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Rational AppScan Development and Ounce Labs
An end to end security solution

= AppScan continues to be recognized as the leader
in Dynamic Analysis Security Testing (DAST)

= With the addition of Ounce Labs (a recognized
leader in Static Analysis Security Testing), IBM Total Potential
now has an unprecedented end to end security Security Issues

portfolio. \

| Business Outcome l nalysis W-GEWVSEE SucUVERS
» Enable more people to contribute to security testing
coverage with solutions for specific use cases

> Use case offerings facilitate the adoption of security
with minimal disruption to existing objectives
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