| BM Podcast

MATHENY: Wel conme to this | BM Podcast, What, Wiy and How
of Application Security. |'m Angelique Matheny with | BM

In today's podcast, Jack Danahy wi Il explain why application
security is a critical priority for 2010 and beyond. Jack
will highlight the drivers in the marketpl ace, define what
application security enconpasses, and explain the business

i npact of devel oping an application security strategy.

He will also provide sonme insight into howto get started on
i npl enenting an application security process and give
exanpl es of best practices of a solid application security

appr oach.

And as | just nentioned, joining us is Jack Danahy, Security
Executive with IBM Rational Software and formally the
founder of Qunce Labs, an |IBM Conpany. Hi, Jack, welcone to
t he podcast. Thanks for joining us.

DANAHY: Real | y happy to be here.

MATHENY: Let's start with this. Wy is application

security such a hot issue noving into 2010 and beyond?

DANAHY: Wll, | think we're in the mddle of a
crescendo of application devel opnent and application

deploynment. W find that the new framework, SOA oriented
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architectures, the extension of things |like the electrical
grid to include nore applications intelligence, are al
exanpl es of how applications thensel ves are becom ng so nuch
nor e pervasive, such an essential part of the way in which
organi zati ons are growi ng and changing, the way they're
dealing with their custonmers, their partners and their own

busi nesses internally.

And so it's natural that the security ramfications of
deploying all these applications are becomng, as well, a
very, very inportant source of concern for people. And so
as organi zations begin to | ook at these applications and

t hey begin to think about the ways in which they're exposing
thensel ves in a positive way, they've also taken tine to

| ook at the ways in which they could potentially be

j eopardi zing their existing business and jeopardizing the

success of their ongoing, forward | ooking busi ness goal .

And so applications is that place where they' re focusing a
ot of their effort. They've typically done a very good job
over the last 10 or 15 years in understanding the

est abl i shed security technol ogies for things |ike networking
and operations, and managi ng things |i ke access control or

aut henti cati on.

But now, as these applications roll out, they're really

changing the gane. |In many ways, these applications can
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live in a couple of worlds. Sonetines they can have
portions of their behavior inside a firewall and sonetines a
portion of it will be external to the firewall, perhaps the

Web facing front end to a | egacy back end application.

And so the problens are not just the threat surface that
gets exposed with this new application, but it's also this
conposite: this conposite of behaviors of what goes on
outside the firewall at the front end of the application and
all of the possible unintended consequences of that new

exposure to the internal application.

And so all of these things are conspiring. The influx of
new applications, the increased i nportance of those
applications for core business goals, and then the
difficulty in terms of understanding the way in which al
t hese conponents will play together, these things are al

driving application sort of promnence in the current year.

MATHENY: Jack, application security is very broad. Can
you define what technologies are included in this space?
DANAHY: You know, it's interesting when you think about
application security, because it's really two very different

sorts of technol ogies.

There are enablers of security with an application, and then

there are those applications thensel ves and those
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technol ogies which will try to protect an existing piece of

software or application.

So if | think about the enablers, these are things which

have been around for sonme tinme. Application security is

often times enhanced by things |Iike cryptography and good
identification managenent. And, nonitoring systens --

agai n, technol ogi es that have been around for a while.

Protecting the applications, though, is a space that's
relatively new. There has been in existence a bit of
testing for security for a nunber of years. You know, going
back to the beginnings of the Internet age where people
woul d test Wb sites and would test the infrastructure
itself to make sure it was up to current versions of
software. This type of security has existed for a while,

and it has nore recently been applied to the application.

Good testing technol ogi es have existed for sone tine. Wen
one | ooks at technol ogy such as penetration testing which is
an application, particularly a Wb application focused
approach to the security. Wat's going on as an exerci se of
t hat application, a | ook at the application fromthe outside

the way in which an attacker mght viewit?

And so in this way one can exercise the various inputs and

out puts of an application and understand whet her or not
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there is an exposure in that threat surface that could cause

the application to have sone probl ens.

Newer technology that is arriving are testing the
application in different ways, applying application security
earlier in the developnent lifecycle. So while a
penetration test is an excellent way to find prior to

depl oynent whether an application in its fully functioning

sense will be secure enough...

There are also ways in which to apply analytic techniques to
| ook at the application while it's under construction or as
its being acquired prior to its deploynent by | ooking at the
conponent building blocks of it, by trying to understand the
way in which the application itself wll actually behave

over time by looking at the ways in which it has been built.

So application security covers this w de range of topics,
rangi ng fromthose technol ogies that one uses to integrate
within the application to make it behave securely. Those

t echnol ogi es which can be used at build tinme to scan source
code, to scan binary objects, toreally ook at the way in

whi ch the application is devel oped.

And then al so, application security refers to those
t echnol ogi es which are used against an application as it's

deployed or as it's about to be deployed to see howit's
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going to function in real tine.

MATHENY: So what are the benefits to an organi zation of

rolling out an application security strategy or policy?

DANAHY: You know, a | ot of organizations have taken the
tack over the course of tinme that security strategy was |'m
going to go test and see if I'"minsecure -- that |'m

basically going to look at the world in which I operate and

|"mgoing to try to figure out how insecure it is.

That's very nmuch a reactive approach. |It's good if you' ve
got nothing else. And it's particularly good if you're just
getting involved in terns of Internet work. But for nost
organi zations, particularly organizations of any size, those

days are far behind us.

A real security strategy is trying to think about, how do |
avoid running into those problens at the end at all? How do
| find a way in which to save the tine and noney and
enbarrassnment of having application security breaches at the
end of the cycle by figuring out how !l elimnate them
further forward in either the devel opnent or the acquisition

of the software?

So when | think about organizational benefit, you know, it

can be captured in a couple of different ways. Nunber one,
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there is this lack of disruption that happens with a good

strat egy.

When a security event happens to an application, you can
think about it as sort of being on a ship and sonebody
suddenly sees sonmething right in front of the boat and say,
oh, stop. R ght, so you' ve got a business, it cruising

al ong, applications are servicing custoners or partners and
everything is great until something bad happens with

security.

Then really everyone has to eval uate and everybody has to
stop. You know security vulnerabilities are not I|ike
functional flaws. They're exposing information or they're
exposure services or they're exposing custoners to real

damage and danger

And so what ends up happening is there is an enornous

di sruption of the way in which that organi zati on woul d
typically be doing its business, and particularly in the way
in which that organi zation woul d be dealing with these

appl i cations.

So, disruption is one thing which one can really m nimze by
doing a style of strategic application security. And one
| ess catastrophic way in which it elimnates sone of this

di sruption is by the way in which it enhances testing of the
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t echnol ogy.

So if I plan ahead of tinme to check ny conponents, to check
my application as | build it for security problens, then I'm
much less likely to run into serious issues at the end of a
product devel opnent |ifecycle, as an exanple, which could
cause nme to slip ny schedule or to be forced by schedul e
pressures to deploy a piece of software that | know is not
secure enough. So really, one key goal is this sort of

el imnation of disruption.

And di sruption doesn't just cost tine. R ght? So a second
benefit of having a real strategic approach is one of cost.
The idea that at the end of a lifecycle, I"'mgoing to
suddenly have to redo everything and retest everything, that
i s an unbudget ed expense. No one expects to screw things up
as they cone into the end of product delivery. One expects

that the product is going to be delivered.

And so there's an enornous anount of cost that can be saved
by elimnating that end run at the end of the lifecycle
where everybody has to get all hands on deck and they're

forced to redo a pile of work that has already been done.

Secondly, noney can be saved through better relationships in
the strategic application security perspective by outsource

providers, by articulating strategically to the outsourcer
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the type of security that's |ooked for and the types of

testing one expects to have done.

You can have a nuch greater sense of confidence that when
the application arrives froma vendor, it's going to be
constructed to the security standards of the organization
that's asked to have it built. So the second value of this

application strategy i s one of cost savings.

The third, and I don't think you can really oversell this,
is the fact that it's a very good awareness generator. Any
time | begin a strategic program it typically doesn't end
up happening in a roomwi th three people sort of with an

i dea of their own.

A strategic programforces buy in and conmuni cati on anong
vari ous organi zational groups. The managenent team has to
buy in to the fact that people will be working on it. The
devel opnment team has to buy in to the fact that this is an
inportant criteria, that's as inportant perhaps as
functionality. Business unit nmenbers understand that this
may have an inpact on schedule and on cost, and wll have to

measure the benefits of it.

And t hrough the course of this conversati on between everyone
fromfinancial officers, the business unit nanagers, the

devel opment managers, the devel opers, that conmunication
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will force a discussion in a comon | anguage about what the
application should do and what the priorities are for the

organi zation in that application's ultimte function.

And so the third benefit -- that benefit of awareness that
this kind of a strategic programcan bring -- is really
enornmously inportant, particularly in these dynamc tines
when its very likely that the sanme organi zation may well be
devel opi ng anot her and anot her and anot her application over
time, all of which will benefit fromthis raising of the
basel i ne of know edge of what secure behavior and secure

applications really nean.

MATHENY: Jack, we'll end with this question today.

Wher e shoul d organi zati ons begi n?

DANAHY: When |' m asked by various groups | see about
where to do | start, it's a very common question, its been a
common question since anyone's bothered to take a | ook under
the covers for the very first tine in security, because

invariably there's a lot of things that you find.

You know, | try to ask people to take a step back and figure
out why they're doing what they're doing. You know, why do
t hey care about application security? Wy do they care

about security in general?
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There is a piece of all of us which cares about it because
it's the right thing to do. W are worried about our
organi zation, we're worried about our enployees, we're
worried about our custonmers, we're worried about our data

and our busi ness.

And so it's natural to worry, but in the abstract about
security. But that abstraction it's not really sonething
that's actionable. And so if you start acting out of
enotion on security, you're going to tend to try and do

t hings which will give you a very short-termview of

i mproving your security and you won't be doing all that

strategic work we tal ked about in the earlier question.

So | ask people to take a step back and think about why: why
are you worried about this and why are you creating an
application security progranf? For sonme people, it's going
to be very straightforward. 1It's going to be conpliance as
an exanple. They're being asked to conply to either the
internal or industry standard, one which calls for themto

denonstrate why they're secure.

And so in this case, the application security planning and
the security strategy is geared to generating automatically
or at |ow cost those artifacts that will help them
denonstrate that conpliance while al so enhancing the

security position.
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A second peopl e why people can get involved tends to be that
t hey' ve had sonme sort of horrible event. They've |ost sone
custoner data, they've had an insider breach, integrity has
been | ost sonmewhere in a financial system And so for these

peopl e, they have a different set of priorities.

Nunber one, they are naturally acting with a very hi gh sense
of urgency. They either have to understand what's happened

to make sure it doesn't happen again or perhaps they want to
find out what happened so they can figure out who to capture

or punish for the behavior that's gone on.

And so their decisions are going to be different. Their
deci sions are going to be based on understandi ng the root
cause of the behavior and understandi ng ways in which

per haps the next tinme they can gather nore information nore

natural ly through the course of the application' s operation.

The third reason why organi zati ons may get involved is
because they sort of see the train comng. And | think
we're seeing nore and nore of this inside the marketplace --
t hat organi zati ons see that applications are the nassive
driving force, and they also see that in a variety of

i ndustries, everything fromindustry bodies to |egislative
have recogni zed that software is going to be a big and

critical conponent at the center of things which are
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i nportant.

I f you | ooked at regulations in banking or in energy, you
will find that there's reference to ensuring that conponents
are secure. And so organizations which are | ooking ahead
will recognize that in the comng three, five to 10 years

security is going to be a table stake.

And you're going to have to have a good security programin
pl ace or otherw se you're going to be running around |ike
crazy, disrupting the rest of your business to nake up | ost

ground that you could be proactively planning for right now

And so the first step for so many of these organi zations is
to | ook inside thensel ves and understand why they're getting
involved in security, and particularly in application

security.

And based upon what they're |ooking to get out of it, ensure
that the progress they nake along that path is appropriate
to goal they intend to hit and not just take short-term stop
gap neasures that may sol ve synptomatic application security
i ssues, but not really achieve for themthe overall benefit
that they're looking for. |It's a conplicated problem but
the way in which to start is to |look at why you're trying to

solve it.
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MATHENY: Jack, thank you so nuch for sharing your tine
today to explain the what, why and how of application

security. We really appreciate it.

DANAHY: It's been ny pl easure.
MATHENY: That was Jack Danahy, Security Executive with
I|BM Rational. |If you're interested in nore podcasts |ike

this one, check out the Rational Talks To You page at

www. | bm coni r ati onal / podcast s.

To | earn nore about how to automate application security,
downl oad a trial copy of AppScan from devel operWrks. W'l
include the link on this page to help you get started today.
This has been an | BM Podcast. |'m Angel i que Mat heny.
Thanks for listening. Keep tuning in as Rational Talks To

You.

| BM Podcast
[ END OF SEGVENT]
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