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A new security reality is here
Cloud, mobile, social

Yesterday’s

Sophisticated attackers

break through conventional security practices

are unsustainable

61." D70 183,
of organizations say of security of enterprises

data theft and cybercrime executives have cloud and have difficulty finding the
are their greatest threats mobile security concerns security skills they need

2012 IBM Global Reputational Risk & IT Study 2013 IBM CISO Survey 2012 ESG Research

and big data drive

safeguards every day unprecedented change
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$ M % security tools from
3.9 614
Average cost of a Mobile malware growth 4 5 g

data breach in just one year 888888

2014 Cost of Data Breach, Ponemon Institute 2012 - 2013 Juniper Mobile Threat Report IBM client example
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We are in an era of continuous breaches

Relentless Use

Operational Near Daily Leaks
Sophistication of Sensitive Data of Multiple Methods
IBM X-Force™ declared 40% increase 500,000,000+ records

were leaked, while the future

Year of the in reported data
shows no sign of change

Security Breach breaches and incidents
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Source: IBM X-Force® Threat Intelligence Quarterly — 1Q 2014
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Security is a board room discussion, and security leaders
are more accountable than ever before

Loss of market Audit failure Loss of data Violation of Loss of

share and _ o confidentiality, employee privacy customer trust
reputation Fines and criminal integrity and/or
charges availability Loss of brand

Legal exposure reputation

Financial loss

Your Board and CEO demand a strategy
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A new approach to
security is needed
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Strategic imperative #1
Use analytics and insights for smarter defense

Use intelligence and Build an intelligence Prepare your
anomaly detection vault around your response for
across every domain crown jewels the inevitable
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Strategic imperative #2
Use cloud and mobile to improve security
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Strategic Imperative #3
Get help to develop an integrated approach

Develop a
risk-aware systematic
security strategy approach

Com in
the Brer of
SMART.

Harness the
knowledge
of professionals
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IBM is positioned
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Security challenges are a complex, four-dimensional puzzle...

ATTACKERS OUTSOURCERS SUPPLIERS

=

SYSTEMS WEB MOBILE
APPLICATIONS APPLICATIONS APPLICATIONS
2 v

CONSULTANTS PARTNES

Applications

=T
DEE T .
DATACENTERS PCs LAPTOPS MOBILE CLOUD NON-TRADITIONAL

il ...a holistic approach is needed
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IBM Security strategy
Delivering intelligence, integration and expertise across a comprehensive framework
The IBM Security Framework

Strategy, Risk and Compliance
CISO’s changing role Security mega trends
=W\ Security Intelligence
' and Analytics
Advanced threats
Advanced Fraud
= Protection
O Cloud
O Mobile
0 Compliance
Q Advanced Security |
and Threat Research '
| @ . Skills shortage

Managed, Cloud,
and Professional Services
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IBM Security capabilities to help reach security maturity
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Prevent transactions
from malware infected
endpoints

Login challenge questions
Device ID rules

Identity governance
Fine-grained entitlements
Privileged user management

% @ B I

User provisioning
Access management
Directory management ‘

ety g
% @ XL

Predictive analytics

Flow analysis
Big data workbench
Threat modeling

SIEM

Vulnerability
management

Log management

Crown Jewel protection
Data governance

Data masking
DB activity monitoring
Data loss prevention

Encryption / key
management

LA

Protocol analysis
Anomaly detection
Virtualization security
App state awareness

oy
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Endpoint / network
security management
Perimeter security
Host security
Anti-virus

Hybrid scanning
and correlation

Mobile app scanning

Gt iyl

Web application
protection

Source code scanning
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Application scanning
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Clients benefit from integrated best-of-breed capabilities

Compeate in
the Brer of

SMART.

Cloud-enatvec’

identity management
e ntify @
. Advanced fraud govemance HIGHT B

I B M eCU rlty protection 2014

security Inteligence. Secure mchile CForos

L Bl L]
Think Integrated. Endpoint management managamen 2013
and secunty Security PATrusteer
information and Inielligence 2012 e
Database monftorng analytics MaaS360"
and protection Management — 2011 ¢ Ferer-une
Application oy
Enterpr."se ey f'.l.i_]r" 2010 IE'I-" Sﬂl:l.[rlty 'l-.;i;..r
_ @ Lab is created i
Application security sf;:ﬂi; 2009 S
Risk managemeant 2008 L:) Efﬁ.ﬂ_}f
Data managemeant m
MNetwork infrusion 2007 T
prevention Guardiunm
S04 management 2000 e
and secunty (D OUNCE LABS
identity manasgemesnt 2005 'ﬂ ENCENTU ATE
Diractons integrakion 2002 INTERNET o terny
SECURITY .
Access man agement 1993 SYSTEMS' @ \WTCHﬁRE:
Mainframe i{) DataAPower consul 0
and servar 1076 =h 1M campnn
it
security i @) —
A METAMERGE i
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IBM Security
Integrated capabilities delivered across a comprehensive security framework
The IBM Security Framework

Strategy, Risk and Compliance

L

Network and

Protect [ Endpoint Protection

|
ty
rch

Monitor and e IBM X-Force

] ] Detect, analyze QRadar
(2 Security Intelligence
and Analytics
Reduce fraud ¢ Trusteer
Advanced Fraud
Protection ) ‘
Manade U Identity and Access
9 Management

Guardium

Managed, Cloud,
and Professional Services
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IBM Security offers a comprehensive product portfolio

Security Intelligence and Analytics
QRadar QRadar QRadar Incident

QRadar QRadar
SIEM Risk Manager Vulnerability Manager Forensics

Log Manager
Advanced Fraud Protection
Trusteer Pinpoint Trusteer Mobile

Trusteer Pinpoint

Trusteer
Rapport Malware Detection ATO Detection Risk Engine
Cm%ﬂﬂ:&z:?:ﬁnﬂty Guardium Database AppScan Metwork Intrusion Trusteer Apex
Activity Monitoring Source Prevention (GX)
Identity Manager FiberLink MaaS360
i iberLink Maa
Access Manager Enchy:?i?riluwa‘lpert Enterpﬁzg??tgndard Nzﬁgﬁ&;&zﬂﬁzn
Family (XGS) _
Privileaed Identi Endpoint Manager
" f.;gﬁ ag;n 1ty Guardium / DataPowerWeb SiteProtector
Optim Data Masking Security Gateway Threat Management .
Federated Identity Host Protection
Management
Key Lifecycle Secunty Policy QRadar Network
Anomaly Detection zaecure

Directory Integrator / Manager Manager

Drrectory Server
IBM X-Force Research
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IBM Security latest industry rankinas

Security Analyst Report Rankings

Market Segment / Report Gartner Magqic Forrester IBE Market
Quadrant Wave Share! Scape

In?gﬁ;;ir?::e Secunty Information and Event Management (SIEM) LEEEE‘EF Lezg%er
Anti-Fraud Web Fraud Detection (Trusteer ranking) LEE%?SE"
Federated |dentity Management and Single Sign-On
Identity and Access Governance Strong ECG?Sntender
Identity and Governance Administration pislonary S
Role Management and Access Recertification Gn%ﬁqder
Web Access Management (WAM) EGTELnﬁwaf?e?gme
Mobile Access Management Leader, 2014 Customer Value, Frost& Sullivan
Identity Provisioning Management Leader, 20141 sadership Compass, KuppingerCale
Database Auditing and Real-Time Protection L%gg_,er
Data Masking L%g ?Ser'
Applications Application Security Testing (dynamic and static) Lezgg:lfr L%ggser
B Network Intrusion Prevention Systems (NIPS) Chazlgefgger
L Point Protection Platforms (EPP) Visionary | Strong Performer
Managed Security Services {(MSS) Le_?%?fr Lezggizer Lezg%er
Information Security Consulting Services Le;%er
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At IBM, the world is our security lab

@ Fredericton, CA

@ Ottawa, CA Belfast, N IR @ ( @ Wroclaw, PL
Waltham, US
Almaden, US g s - Deift, NL @
Boulder, US @ IAS Americas P 'H?l'atsnn. us Brussels, BE™ @ ® ® |AS Europe . Tokyo, JP
Sosta Mesa, US a Raleigh, US 2ulkn. cH

Austin, US Atlanta, US

Haifa, IL s Herzliya, IL @ Taipei, TW
i ¢ . @ New Delhi, IN
Heradia, CR Riyadh SA © Plie-mid
Bangalere, IN '
@ Singapere, 56
Nairobi, KE @

@ Hortolandia, BR

Brisbane, AL

IAS Asia Pacific g@® @ Gold Coast, AL

Perth, AU @
® Security Operations Centers
@ Security Research Genters
@ Security Solution Development Centers

® Institute for Advanced Security Branches

IBM researchers, developers,
6 0 0 0 + and subject matter experts
J

focused on security

T
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IBM X-Force® Research and Development
Expert analysis and data sharing on the global threat landscape

IP
\ Reputation

Zero-day " URL / Web
Research Filtering

: Malware |5 3 _ _ Application |
\ Analysis - L o . \  Control /

Vulnerability
L Protection "'

The IBM X-Force Mission

= Monitor and evaluate the rapidly changing threat landscape

= Research new attack techniques and develop protection for tomorrow’s security challenges
= Educate our customers and the general public

= |ntegrate and distribute Threat Protection and Intelligence to make IBM solutions smarter
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Integrated intelligence, protection, and research

@ Security Intelligence
' and Analytics

@ Advanced Fraud
= Protection

Integrated Research
Stay ahead of the changing
threat landscape

f.-.:}, Applicatiorl

Advanced Security
and Threat Research

Integrated Intelligence Integrated Protection

Consolidate and correlate Link security
information from hundreds and vulnerability
of sources to detect threats information

missed by point solutions across domains

]
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IBM Security: Delivering intelligence, integration and expertise
across a comprehensive framework

Strategy, Risk and Compliance

@A\ Security Intelligence

and Analytics
Advanced Fraud )
7 Protection Intelligence
Integration
O Advanced Security Expe rt I Seé
and Threat Research
L Managed, Cloud,

N and Professional Services
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Solvin_tq complex
security problems
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Security Intelligence and Analytics
Visibility into security posture and clarity around incident investigation

© Extensive Data Sources CLIENT SUCCESS
(o)

0 gt = WP
= — "

A Canadian financial services firm

o W

analyzes

Integrated
Dashboard

<< Embedded Intelligence > 3 O
.
Compliance Reporting 1

Prioritized

Real-time Analytics
& Anomaly Detection
Incidents
| Incident Evidence » QRadar Log Manager  « QRadar Vulnerability
w & Forensics « QRadar SIEM Manager
+ QRadar Risk Manager * QRadar Incident Forensics

IBM Security Solutions
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Advanced Fraud Protection
Helping protect against financial fraud and advanced security threats

Trustaer CLIENT SUCCESS

an IBM Company L A

«  Cybercrime

— . . .
= Intelligence reduced financial malware

Real-time threat data fraud incidents from
from millions of endpoints

A large North American bank

Customer Protection
Bk 3°
= | o
Account Takeover Malware Mobile
Detection Detection Risk Engine

( Clientless Fraud Prevention ,
O [oll9)
%‘ Du'ID ' IBM Security Solutions

Employee Protection Customer Protection

* Trusteer Apex * Trusteer Pinpoint

Endpoint Security * Trusteer Rapport . Trus_teer Mobile Risk
") « Trusteer Mobile Engine
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|dentity and Access Management
Capabilities to help organizations secure the enterprise identity as a new perimeter

Safeguard mobile, cloud f Prevent advanced
and social access i insider threats

Deliver actionable TS Simplify cloud integrations
identity intelligence ‘“~ and identity silos

CLIENT SUCCESS

A large Asian paint company
governed user access and IBM Security Solutions

» Access Manager for Web * Identity Manager
» Access Manager for Mobile  « Privileged Identity Manager
zle 8,500 » Federated Identity Manager < zSecure Suite
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Data Security
Discover and harden your most valuable assets while enabling access

CLIENT SUCCESS

A global financial services company
secured
2,000 critical databases

21M

Protect data at rest,
in motion, and in use

Identify and Record
Classify Data Events

Assess
Vulnerabilities

Protect ' IBM Security Solutions
Senslilve Data Frivileged Users » Guardium Database  Guardium / Optim

Activity Monitoring Data Masking

» Guardium Encryption * Key Lifecycle
Expert Manager
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Application intelligence, policy and governance
Comprehensive, integrated, flexible solutions to help protect applications

CLIENT SUCCESS

@ Application Security Management

A computer services company

with a small security team manages
2,500 applications

- Test - Protect
Applications Deployed Applications

o
33%
Identify and mitigate risk

Dynamic Interactive
Analysis Static Analysis

Mobile
Analysis

Prioritization - AppScan Source « DataPower Web
At Compliance Standard « Security Policy Manager

» AppScan Enterprise / Security Gateway
Lol Reporting
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Infrastructure
In-depth security across network, servers, virtual servers, mainframes,
endpoints, and mobile devices
An international commodities exchange

?3@3.‘ e maintains system uptimes of over
& offfo 5. 99.9%
with

. 0

CLIENT SUCCESS

:’/

—)
Management Detection IBM Security Solutions
Network

: * Next Generation * Trusteer Apex
Protect :
rotecton Network Protection (XGS)  « Fiberlink MaaS360

Host Endpoint - Network. Intrusion - Endpoint Manager
. . Prevention (GX) -
Protection Protection _ * Host Protection
« SiteProtector Threat Mgmt

» zSecure

» QRadar Network Anomaly
Detection
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IBM Intelligent Threat Protection

A dynamic, integrated system to disrupt the lifecycle of advanced attacks
and prevent loss

Smarter Prevention Security Intelligence Continuous Response
Trusteer Apex Endpoint Trusteer IBM Security QRadar IBM Security QRadar

Malware Protection Security Intelligence Radar Incident Forensics Radar
« Prevent malware installation - Discover and prioritize vulnerabilities + Retrace full attack activity

+ Disrupt malware communications + Correlate enterprise-wide threats + Search for breach indicators

+ Limit the theft of user credentials + Detect suspicious behavior + Respond and harden defenses

IBM Emergency o "l
Response Services .

+ Get help to contain threats

+ Leverage experts to analyze data

+ Assess impact and plan strategically

IBM Security Network m
Protection XGS
» Prevent remote network exploits

+ Disrupt malware communications
« Limit the use of risky web applications

Global Threat Intelligence

Prevent Respond
m IBM X-Force ey

Ready for IBM Secu rity Thirzat Intedigence Nabwork

Intelligence Ecosystem f 1 Threat Intelligence
DYNAMIC PROTECTION AnD ANALYTICS PLATFORM

+ Share security context NETWORK | ENDPOINT PHYSICAL | VIRTUAL | CLOUD . Leverage'threat intelligence
across multiple products | from multiple expert sources

‘\‘ _ 92+ vendors, 400+ products . . . . .
SECURITY PARTNER ECOSYSTEM

Open Integrations
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Integrated security for public and private clouds
Protecting the cloud data center, and next-gen business and application platforms

laaS PaaS SaaS

Manage Identities Monitor and Audit Scan and Protect Establish
and Protect Applications the Network Intelligence
User Access and Data from Threats Across the Cloud

IBM Security Solutions
+ Federated Identity Manager « InfoSphere Guardium * Network Protection (XGS) + QRadar SIEM

* Directory Integrator « AppScan « Intrusion Prevention « QRadar Log Manager
* Access Manager - Key Life Cycle System (GX) « QRadar QFlow

Virtual Appliance Manager

» Privileged Identity Manager




Transformation For Growth o o]

2014 Consultants & SMART.
System Integrators Interchange

IBM Security enterprise mobile protection

Personal and
Consumer

Enterprise Applications
and Cloud Services

Enterprise

Securlty Intelligence

Transaction Security

Appiicatfon Security
Content Security

Jevice Security Identity, Fraud,
and Data Protection

Device Security Content Security Application Security Transaction Security

Solutions to easily manage — Solutions to help secure Solutions to develop Solutions to help protect
from the cloud — a diverse file and document sharing applications with security mobile transactions with

set of mobile devices across devices and by design and protect customers, business
(corporate owned to BYOD) = SharePoint enterprise data in both the partners, and temporary
applications you build and workers that are not part
the applications you buy of your enterprise mobile
management framework

Sy
MaaSBGb IBM Mobile Security Solutions Trusteer IBM Mobile Security Services
@y |IBM Security 4 IBM Security ;
@Wurkllght - AppScan Access Manager -ﬂl- *4 Rk

rified architecture for integrating mobile security information and event management . *| IBM QRadar Security
Intelligence Platfor
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Client success across advanced threats, cloud, and mobile

Advanced Threats Cloud Mobile

IS oS | TO 4

A financial services firm A global electronics firm A large U.S. children’s
monitors threats to moves its datacenter to the hospital protects

600M 200653 10 loug based 3,000

applications for ) )
customer accounts PP mobile devices

with real-time alerts 1 O , 000 ensuring HIPAA compliance

and proactive Installed and integrated
intelligence with employees with existing servers in just

in North America while

Ze ro providing visibility to 90

- security events .
false positives minutes
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IBM Security: Helping clients optimize IT security

Strategy, Risk and Compliance

@ Security Intelligence
and Analytics

Integrated Portfolio

Advanced Fraud
= Protection

Managed and Professional Services
Extensive Partner Ecosystem

Q Advanced Security IBM Research

and Threat Research

i Managed, Cloud,
~ AT and Professional Services
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Disclaimer

Please Note:

IBM’s statements regarding its plans, directions, and intent are subject to

change
or withdrawal without notice at IBM’s sole discretion.

Information regarding potential future products is intended to outline our
general product direction and it should not be relied on in making a
purchasing decision.

The information mentioned regarding potential future products is not a
commitment, promise, or legal obligation to deliver any material, code or
functionality. Information about potential future products may not be
incorporated into any contract. The development, release, and timing of any
future features or functionality described

for our products remains at our sole discretion.

vy
Ty _1-_.."1- -




Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response
to improper access from within and outside your enterprise. Improper access can result in information being altered, destroyed or misappropriated
or can result in damage to or misuse of your systems, including to attack others. No IT system or product should be considered completely secure
and no single product or security measure can be completely effective in preventing improper access. IBM systems and products are designed to
be part of a comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems,
products or services to be most effective. IBM DOES NOT WARRANT THAT SYSTEMS AND PRODUCTS ARE IMMUNE FROM THE
MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.

© Copyright IBM Corporation 2014. All rights reserved. The information contained in these materials is provided for informational purposes
only, and is provided AS IS without warranty of any kind, express or implied. IBM shall not be responsible for any damages arising out of the use
of, or otherwise related to, these materials. Nothing contained in these materials is intended to, nor shall have the effect of, creating any
warranties or representations from IBM or its suppliers or licensors, or altering the terms and conditions of the applicable license agreement
governing the use of IBM software. References in these materials to IBM products, programs, or services do not imply that they will be available in
all countries in which IBM operates. Product release dates and/or capabilities referenced in these materials may change at any time at IBM’s sole
discretion based on market opportunities or other factors, and are not intended to be a commitment to future product or feature availability in‘any
way. IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines Corporation, in the United
States, other countries or both. Other company, product, or service names may be trademarks or service marks of others.




