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8 Steps to Database Security

1. Discovery

2. Vulnerability & Configuration Assessment

3. Hardening

4. Change Auditing

5. Database Activity Monitoring (DAM)

6. Auditing

7. Authentication, Access Control & Entitlement Management

8. Encryption



1. Discovery

• You can’t secure what you don’t know. 

• You need to have a good mapping of your 

sensitive assets – both of your database 

instances and your sensitive data inside the 

databases.

• You should automate the discovery process 

since the location of sensitive data is constantly 

changing due to new or modified applications, 

mergers and acquisitions, etc.



InfoSphere Guardium Database Discovery

• You don’t need an agent on the database server to 

discover new databases on the network

Guardium 10.10.9.*



Database Discovered Report

• This is a sample report that shows the results of the DB Discovery process



Discovering Sensitive Data

• There are many options to discover sensitive data.  

• These searches include:

- Permission 

- Table, view, synonym 

- Data (regular expression)



InfoSphere Discovery

• Minimize risk of breaches by 

implementing consistent 

security controls 

• Automate manual activities 

to minimize cost and time 

while maximizing quality

• Business insight into data 

relationships reduces project 

risk  

• Identify hidden sensitive data 

requiring protection 

• Define business objects for 

securing sensitive data

• Discover data transformation 

rules and heterogeneous 

relationships to secure data

Requirements

Benefits

Accelerate project deployment by automating discovery of 

your distributed data landscape



2. Vulnerability and Configuration Assessment

• You need to assess the configuration of your databases to 

ensure they don’t have security holes. 

• Verifying the way the database is installed on the operation 

system. 

• Verifying configuration options within the database itself. 

• Plus, you need to verify that you’re not running database 

versions with known vulnerabilities.

• Traditional network vulnerability scanners weren’t designed for 

this because they don’t have embedded knowledge about 

database structures and expected behavior, nor can they issue 

SQL queries (via credentialed access to the database) in order to 

reveal database configuration information.



InfoSphere Guardium DB Vulnerability Assessment 

• Complete suite of VA tests 

for all nine supported 

platforms

• Integrated CIS, STIG and CVE 

identifiers to simplify 

management and research



DB2 Security Assessment



IBM Informix® Security Assessment



Oracle Security Assessment

Industry Best Practices of CVE, 
STIG and CIS references



Sybase Security Assessment



Microsoft SQL Server™ Security Assessment



3. Hardening

• The result of a vulnerability assessment is often a set of specific recommendations. 

This is the first step in hardening the database. Other elements of hardening involve 

removing all functions and options that you do not use.



4. Change Auditing

• Once you’ve created a hardened configuration, you must 

continually track it to ensure that you don’t digress from 

your “gold” (secure) configuration. 

• You can do this with change auditing tools that compare 

snapshots of the configurations (at both the operating 

system level and at the database level) and immediately 

alert you whenever a change is made that could affect the 

security of the database.



InfoSphere Guardium Compliance Workflow Automation



InfoSphere Guardium Compliance Workflow Automation



5. Database Activity Monitoring (DAM)

• Real-time monitoring of database activity is key to limiting your exposure by immediately 

detecting intrusions and misuse.

• For example, DAM can alert on unusual access patterns indicating a SQL injection attack, 

unauthorized changes to financial data, elevation of account privileges, and configuration 

changes executed via SQL commands.

• Monitoring privileged users is also a requirement for data 

governance regulations such as SOX and data privacy 

regulations such as PCI DSS. 

• Finally, some DAM technologies offer application-layer 

monitoring, allowing you to detect fraud conducted via 

multi-tier applications such as PeopleSoft, SAP and 

Oracle e-Business Suite, rather than via direct connections 

to the database.



InfoSphere Guardium Report Builder – Visibility 



Report Builder – Visibility 



InfoSphere Guardium Policy – Detection – Real time alert



Application-layer monitoring



6. Auditing

• Secure, non-repudiable audit trails must be generated and maintained for any database 

activities that impact security posture, data integrity or viewing sensitive data. 

• In addition to being a key compliance requirement, having granular audit trails is also important 

for forensic investigations.

• A new class of DAM solutions are now available that provide 

granular, DBMS-independent auditing with minimal impact on 

performance, while reducing operational costs via automation, 

centralized cross-DBMS policies and audit repositories, filtering 

and compression.



Non-Invasive, Real-Time Database Security & Monitoring

• Continuously monitors all database activities 

(including local access by superusers)

• Heterogeneous, cross-DBMS solution

• Does not rely on native DBMS logs

• Minimal performance impact 

• No DBMS or application changes

• Supports Separation of Duties

• Activity logs can’t be erased by attackers 

or DBAs

• Automated compliance reporting, sign-offs  & 

escalations (SOX, PCI, NIST, etc.)

• Granular, real-time policies & auditing

– Who, what, when, where, how



Scalable Multi-Tier Architecture

Integration with LDAP, 
IAM, SIEM, IBM TSM, 

BMC Remedy, …

Oracle on 

Linux for 

System z



7. Authentication, Access Control & Entitlement Management

• Not all data and not all users are created equally. 

• You must authenticate users, ensure full accountability per user, and 

manage privileges to limit access to data. 

• You should enforce these privileges – even for the most privileged 

database users. 

• You also need to periodically review entitlement reports 

(also called User Right Attestation reports) as

part of a formal audit process.



InfoSphere Guardium Data-Level Access Control (S-GATE)

S-GATES-GATE

Hold SQL

Connection terminated

Policy Violation:

Drop Connection

Privileged 

Users

Issue SQL

Check Policy

On Appliance

Oracle, 

DB2, 

MySQL, 

Sybase,  

etc.

SQLApplication Servers

Outsourced DBA

Session Terminated

� Cross-DBMS policies

� Block privileged user actions

� No database changes

� No application changes

� Without risk of inline appliances 

that can interfere with 

application traffic



Mask Sensitive Information From Unauthorized Users

• Mask data on the fly for production database servers

Masked values 

to database 

client

Actual Values in the 

database server



InfoSphere Guardium Data Redaction

• Protect unstructured data in 

textual, graphical and form 

based documents

• Control data views with user 

role policies 

• Automate batch workflow 

process with optional 

human review

Requirements

Benefits

• Prevent unintentional data 

disclosure

• Comply with regulatory and 

corporate compliance 

standards

• Increase efficiency and 

reduce risk via automation

AfterBefore

Protect sensitive unstructured data in documents and forms



InfoSphere Guardium Data Redaction

� Now integrated with ECM FileNet!

• Out of the box support for P8 (v 4.5.1) ensures protection of sensitive unstructured 

documents part of enterprise repository

InfoSphere 

Guardium Data 

Redaction

File System
File System



InfoSphere Guardium Entitlement Report



8. Encryption

• Use encryption to render sensitive data 

unreadable, so that an attacker cannot gain 

unauthorized access to data from outside the 

database. 

• This includes both encryption of data-in-transit, so 

that an attacker cannot eavesdrop at the 

networking layer and gain access to the data when 

it is sent to the database client, as well as 

encryption of data-at-rest, so that an attacker 

cannot extract the data even with access to the 

media files.



IBM InfoSphere Guardium Encryption Expert

• Encrypt data without making 

any application changes 

• Protect data in both online and 

offline environments (ie

backup, database extracts, 

portable devices)

• Establish separation of duties

Requirements

Benefits

• Protect enterprise data with 

no-down time to implement 

and no missed SLAs 

• Ensure environment is audit 

ready

• Satisfy industry and 

government regulations and

Ensure compliance and protect enterprise data with encryption



Thank You


