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Introduction

CARLa is the main reporting engine that is used within IBM Security zSecure. This white
paper shows you how to customize reports within IBM Security zSecure to ease auditing
and administration for central security personnel.

For more information about this subject, see the Redbook z/OS Mainframe Security Audit
Management using IBM Tivoli zSecure, Appendix B.

Additional information is available in chapters 12 and 13 of /BM Security zSecure Admin
and Audit for RACF'. 1f you do not have access to the IBM network to obtain a copy of this
book, send an email to tivzos@us.ibm.com.

The best method to learn CARLa is to take the class, IBM Tivoli zSecure CARLa Auditing

and Reporting Language (TK231). This white paper is intended as a stop-gap measure to
help professionals who have not had the opportunity to take the class yet.

Acknowledgements

I would like to acknowledge the Help to Tom Zeehandelaar and Mark Hahn in writing this
white paper. Any remaining errors are my own.
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1 Running CARLa Reports

Follow these steps to run a CARLa report:

1.
2.

5.
6.

Start the IBM Security zSecure user interface.

Type CO to run CARLa commands.
Type C to type a command and run it immediately.

Type a CARLa report in the multiline text area. An example of a report is in the
next section.

Enter the command GO.

After you see the report output, click F3 twice to return to the report area.

N
@ Tip: You can see a demonstration of these steps in an IBM Education Assistant module that is
available at the following website:

http://publib.boulder.ibm.com/infocenter/ieduasst/tivvlr0/
index.jsp?topic=/com.ibm.iea.zsec/zsec/1l.11/audit/
run carla report/run carla report viewlet swf.html

IBM Security zSecure Suite: Getting started with CARLa ©Copyright IBM Corp. 2011
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2 Reporting on groups

This section shows a simple report with all the entities of a particular type, in this case,
groups.

21 Report

To report on groups, run this CARLa report:

newlist type=RACF
select class=group segment=base
sortlist key connects

2.2 Explanation

To interpret the lines in the report, look at each line.

newlist type=RACF
This line tells the CARLa interpreter to start a new report. This line also indicates that the
report is based on RACF information.

select class=group segment=base

This line selects a group report. By default, a CARLa RACF report contains one line for
each segment of each profile of the selected type. Here, segment=base specifies that only
base segments are selected. Groups are displayed once even if they have multiple segments.
By default reports show all the entities of a particular type.

sortlist key connects
The list includes the following fields and their order:
¢ key: The name of each profile.

» connects: The users connected to each group. This field includes the user ID, the
user authorization level to the group, any special authorizations, and additional
fields.

©Copyright IBM Corp. 2011 IBM Security zSecure Suite: Getting started with CARLa
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2.3 Result

The resulting report contains groups and the users within them, similar to Figure 1.

BROWSE - ORI.CZR1FD8.REPORT
COMMAND

LINE 0000 0.1 s CPU, RC=0

SCROLL ===

KKK KKK KKK KKK KKCKORKORK R KKK Top OFf Data %3 sor o o Ok KKK KKK KKK K KKK KK X KK X

PROFILE

Profile

ADB210
ADBG1O
ADCD
ADMIN

ADSM
AJV
AJV118

User/Grp Auth

FIN1
FIN2
ADM2
ADM1

LISTING

USE
USE
USE
USE

Figure 1:

R S0A AG Uacc

NONE
NONE
NONE
RERD

20 May 2011 15:17

Resumedt

Groups and connected users report

IBM Security zSecure Suite: Getting started with CARLa

©Copyright IBM Corp. 2011



IBM Tivoli White Paper
Formatting and selecting specific profiles

3 Formatting and selecting specific
profiles

In this section, you learn how to format reports. You also learn how to select specific
profiles instead of producing a full report on all the entities of a particular type.

3.1 Report

This CARLa report shows you how to select specific profiles and how to format the output.

newlist type=RACF tt=’'top title’,
title='Second line title, which can be longer’
select class=group segment=base mask=om*

sortlist creadate key(8,’GroupID’)

%g).(— Note: Most of this report is identical to the previous one. The parts in bold are new.

3.2 Explanation

This is the explanation of the CARLa code:
newlist type=RACF tt=’'top title’,
title='Second line title, which can be longer’
The comma specifies that the next value is still part of the newlist line.
select class=group segment=base mask=om*
This line selects a group report. The mask keyword limits the groups to those groups whose
names start with QM.
sortlist creadate key(8,’GroupID’)
The list is sorted by group creation date, followed by the key. The key is displayed in eight

characters (space padded if there are fewer than eight characters), and the column is titled
GrouplD.

©Copyright IBM Corp. 2011 IBM Security zSecure Suite: Getting started with CARLa
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3.3 Result

The resulting report is similar to Figure 2, if your system has any groups that start with OM.

KKK K K K KK KK K K K K K K K K K K KK K K K K K K K K K K K Top OFf Data kK% XK Kk KK KK KK KK KK KK KK KK KK KK KX KX K
top title 20 May 2011 16:03
Second line title, which can be longer

CreateDate GrouplD
8 Jun 1995 OMVSGRP
22 Apr 2008 OMVS

22 Apr 2008 OMVSCONN

KK K KK K KKK KK KK KK KR KR KOEK R KX XXX k% Bottom of Data ok kK K 8Kk KK KK KK KK KKK K KX XK XX X

Figure 2: Second group report

IBM Security zSecure Suite: Getting started with CARLa ©Copyright IBM Corp. 2011
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4 Reporting fields from multiple
profile segments

In this section, you learn to combine fields from multiple segments of the same profile.

41 Report

This CARLa report shows how to combine fields from multiple segments of the same
profile:

newlist type=RACF
select class=user segment=omvs uid>0
gsortlist uid(5) key(8) :tcommand

4.2 Explanation

This is the explanation of the CARLa code:

newlist type=RACF
select class=user segment=omvs uid>0

This report displays user information. The segment=omvs specifies to the CARLa
interpreter to search for information in the OMVS segment of the user profile. This segment
contains information related to the UNIX subsystem. The uid>0 restricts the report to users
with a UNIX UID of more than zero (those users who do not have root permissions).

sortlist uid(5) key(8) :tcommand
This line specifies the information included in the report: the UNIX user ID, the z/OS user

ID, and :tcommand. The colon (:) specifies that the field searched is in a different segment.
The tcommand field is the default TSO command, part of the TSO segment.

©Copyright IBM Corp. 2011 IBM Security zSecure Suite: Getting started with CARLa
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4.3 Result

If you have users with OMVS accounts, your result is similar to Figure 3. As you can see,
the command field is not an OMVS command, but a TSO command.

KKK K KKK KKK K KKK K KOC KRGO K. Top OF Data %5008 0K K KKK K KKK KK KK XK KKK KKK K KK

PROFILE

Uid Profile
CRMBHJ1
UNIXMAP1
CRMBMR3
SMFTS19
2 SMFTS20
50 RCCSLIN
101 USER1
102 USER2
103 USER3
104 USER4
105 USERS
110 CRMBERT

NNPE -

LISTING 28 Apr 2011 16:53

Command
INITHFB CLPFX (CRMBHJ1)

INITHFB CLPFX (CRMBERT) clib(ispf.ispclib)
ispf

INITHFB CLPFX (CRMBERT) plib(ispf.ispclib)

Figure 3: User report that uses multiple segments

IBM Security zSecure Suite: Getting started with CARLa ©Copyright IBM Corp. 2011
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5 Reporting fields from multiple
profiles

In this section, you learn to combine fields from different profiles.

5.1 Report

This CARLa code shows how to combine fields from different profiles.

newlist type=RACF
select class=dataset segment=base
sortlist key(20,’DS profile’) creadate(10,’DS date’),
owner owner:creadate (10, ’Owner date’)

5.2 Explanation

This is the explanation of the CARLa code:
newlist type=RACF
select class=dataset segment=base
This report displays information from data set profiles.

sortlist key(20,'DS profile’) creadate(10,’'DS date’),

The profile name in this report is 20 characters long. Longer profile names are truncated.
owner owner:creadate(1l0,’Owner date’)

The owner is the user or group that owns the data set profile. This value is part of the data

set profile. The value, owner:creadate, is the creation date of that owner profile.You can

use the same syntax (owner:<field>) to specify other fields. For example, owner:uid gives
the OMVS user ID of the owner, in case it is a user with an OMVS segment.

©Copyright IBM Corp. 2011 IBM Security zSecure Suite: Getting started with CARLa
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5.3

Result

In this report, you see the data set profiles in the RACF database, their creation dates, the
names of their owners, and the creation dates of the owner profiles. An example is shown

in Figure 4.

KKK KK KR KKK KKK KKK Top OFf Data K0k k0 KK KOR0K KKK KK KKK KKK KK KKK KK KK X

28 Apr 2011 17:15

PROFILE

DS profile
ADB210. *, xx
ADBB10. * . xx
ADCD. *. xx
ADM1 ., *x
ADSM. * . xx
AJV. x, xx
AJV118. *, xx
ANF . x . xx
ANF . SANFLOAD
AOP. x . xx
AOX. x. xx

Figure 4:

LISTIMNG

DS date

21Jan2005
21Jan2005
21Jan2005
21Jan2005
21Jan2005
21Jan2005
21Jan2005
21Jan2005
21Jan2005
21Jan2005
21Jan2005

Owner
ADBZ210
ADBG10O
ADCD
ADM1
5YS1
AJV
AJV118
SYSAUTH
SYSAUTH
SYSAUTH
AOX

Owner date
19Jul12p02
26May2000
19Jul12002
07Sep2001
07Jul2003
07Sep2001
07Sep2001
24Jul2001
24Jul12001
24Jul12001
01Dec2004

Report that uses information from multiple profiles

IBM Security zSecure Suite: Getting started with CARLa
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6 Creating reports that use ISPF

In this section, you learn to create reports that use ISPF. These reports show a summary,
and users can expand lines to see additional details.

6.1 Report

This CARLa reports shows how to create a report that uses ISPF.

newlist type=RACF
select class=dataset segment=base
display key(20,'DS profile’) creadate(10,’'DS date’),
owner (detail) owner:creadate (10, 'Owner
date’ ,detail)

6.2 Explanation

This is the explanation of the CARLa code:

newlist type=RACF
select class=dataset segment=base
display key (20, 'DS profile’) creadate(1l0,’DS date’),

The display command creates an ISPF report.
owner (detail) owner:creadate (10, ’'Owner

date’ ,detail)

The detail display modifier in a display command specifies fields that belong in the detail
screen when the user selects a specific entry.

©Copyright IBM Corp. 2011 IBM Security zSecure Suite: Getting started with CARLa
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6.3 Result

The initial result contains only the data set profile name and the creation date, as shown in

Figure 5.
IBM Security zSecure RACF display 0 s elapsed, 8.1 s CPU
Command === Scroll===> PAGE
28 Apr 2011 17:37
DS profile DS date
__ ADB210. x, xx 21Jan2005
__ ADBB1O. x, xx 21Jan2005
__ ADCD. x, xx 21Jan2005
__ ADML., xx 21Jan2005
S_ ADSM. * . xx 21Jan2005
__ AJV.x, xx 21Jan2005
__ AJV118.x, xx 21Jan2005

Figure 5: ISPF report

To view the details for a particular data set profile (in this case, the owner and the owner
creation date), type S beside that profile. This action gives a details report, similar to Figure

6.
IBM Security zSecure RACF display Line 1 of 1
Command ===> _ Scroll===> PAGE
28 Apr 2011 17:37
DS profile DS date
ADSM. x, xx 21Jan2005
Owner Owner date
_ S¥s1 07Julzees

SR K K K K K KKK K K K KKK KKK KKK XK KXk kkx Bottom of Data %X K K kK KKK KK K K K KK K K K K K K K K KK X X K X X

Figure 6: ISPF report detail

IBM Security zSecure Suite: Getting started with CARLa ©Copyright IBM Corp. 2011
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7 Learning from system reports

One method to learn programming languages is to look at existing programs. The zSecure
user interface contains several CARLa programs. In this section, you learn how to view the
CARLa code for existing reports.

First, create a report. If the report is in print format, press F3 to view the results panel. If it
is in ISPF format, press F3 and type the command results to view the results panel. Then,
select to view the COMMANDS file. It contains the CARLa code that produced the report,
as shown in Figure 7.

0pEEeL1 n

opeeo2
0peEe3
opeee4
oojo]elolS)
ooeees
olejolelog
olejolelok:]
0peeES
opeeloe
0pee11
goeelz
opee13
opee14
opee15
opeels
0pEE1T

n=baser0 segment=base required allowrestrict,

11=79 tt="RACF class ",

st="All profiles”

def singledsn("Only one data set per volume", flag,p) boolean,
where (singleds)

s c=general and s=base
sortlist class(tt, page)
stamp (tt),

- complex” (tt, page) complex(tt,page),

searchkey (nd) key(31,wrap) proftype(1) | warningl(1,hb),
uacc owner auditlvl gauditlvl(allowrestrict]),defdate(7, "Created”),
notifyl(7) auditpriority,

s *"(ne) | idstar,
;" Level: "(notempty)] noBlevel (hor, B8],

s Volser: "[notempty) volser (63, hor,uw),

P Data: "(notempty) instdata(63,urap),

Figure 7: CARLa for a system report about general resource profiles

%z,k_ Note: Keywords can be shortened in CARLa. For example, line 7 is equivalent to this line:

select class=general and segment=base

©Copyright IBM Corp. 2011
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8

Automating administration

In addition to producing reports, CARLa can produce commands to automate various
administrative tasks. This section shows how to automatically disable unused accounts.

8.1 Selecting the current state as input

With zSecure, you can produce reports on the current state or on historical data. To produce

commands that relate to the current state, follow these steps:

1. Type the command =SE.1 to specify the source of information for zSecure.

2. Type S beside the active backup RACF database. Type U beside any other input

files that are currently selected.

zSecure Admin+Audit for RACF - Setup - Row 1 from 15

Command ===>

Scroll ===> CSR

(Un)select (U/S) set of input files or work with a set (B, E, R, I, D or F)

zSecure 1.9 Basic Classes

Description
zSecure 1.9 Audit Class
Active backup RACF data base and live SMF data sets

Complex

EDO2 selected
EDO2 selected
EDDOZ2

@ Tip: You can use the primary RACF database. However, in many installations the backup

database is preferable.

IBM Security zSecure Suite: Getting started with CARLa
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8.2 Identifying inactive accounts

8.2.1 Report

To identify inactive accounts, run this CARLa report:

newlist type=RACF nopage
select class=user last connect_ date<TODAY-90
not (revoked) ,
segment=Dbase
list key

8.2.2 Explanation

This is the explanation of the CARLa code:

* nopage: This keyword instructs CARLa not to produce page titles, column titles,
page numbers, and other formatting characters.

* last_connect_date<TODAY-90: This expression restricts the user list to those
users who have not connected in the last 90 days.

* not(revoked): This expression restricts the list to users who are not currently
revoked.

* segment=base: This value is for looking only at the base segments of user
profiles. Otherwise, the report includes inactive users multiple times, one for
every segment in the profile.

e list: This command produces an unsorted list, in contrast to sortlist. Not sorting
saves the processing cost of sorting the list. The list command also suppresses the
column titles and page numbers, leaving only the report title, which is suppressed
here by nopage.

e oo 00
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8.3 Creating the RACF commands

8.3.1 Report

The RACF command to revoke a user is:

altuser <user ID> revoke

This report generates these commands:

newlist type=RACF nopage file=ckrcmd
select class=user last connect date<TODAY-90
not (revoked) ,
segment=base
list “altuser” key(0) “revoke”

8.3.2 Explanation

This is the explanation of the CARLa code:

* file=ckremd: Sends the output to CKRCMD, the default command file created by
CARLa.

* “altuser” and “revoke”: These strings are displayed in the output unchanged.

*  key(0): This keyword specifies the profile key, the user ID, without any padding
with spaces. Padding improves readability for human tasks, but it is not useful for
RACF commands.

IBM Security zSecure Suite: Getting started with CARLa ©Copyright IBM Corp. 2011
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8.4 Running the RACF commands

Generate and run the RACF commands using these steps:

1. Runthe CARLa report. The result is a list of commands.

EDIT ORI.C2R1FD8.CKRCMD Columns DBOO1 OOOT2
Command ===> _ Scroll === pEO1
Press PF3, enter R at the cursor location, press ENTER to run these commands
-Warning- The UNDO command is not available until you change
your edit profile using the command RECOVERY ON.

0oRoe1 /% CKRCMD file CKR1CMD complex EDO2 generated 20 May 2011 16:45
[o]o]aje]o)d altuser ARAA revoke

[o]o]aje]oke] altuser APPC revoke

[c]o]o]o]of] altuser AUTO1 revoke

[o]o]aje]olo altuser AUTO2 revoke

[o]o]aje]ol altuser CICSA revoke

[c]o]olc]lokg altuser CNG240X revoke

[o]o]aje]ok:] altuser CHNG250X revoke

[o]o]aje]ols] altuser CHMCSSIR revoke

2. Press F3. The commands are in CKRCMD. Type R beside CKRCMD to run the

commands.
Menu Options Info Commands Setup
zSecure Admin+Audit for RACF - Results
Command ===>

The following selections are supported:

B Browse file S Default action (for each file)
E Edit file R Run commands

P Print file J Submit Job to execute commands
V View file M E-mail report

W Write file into seq. or partitioned data set

Enter a selection in front of a highlighted line belou:
SYSPRINT messages
REPORT printable reports
_ CKRTSPRT ocutput from the last TSO command (s)
_CKRCMD queued TSO commands
CKR2PASS queued commands for zSecure Admin+Audit for RACF
COMMANDS =zSecure Admin+Audit for RACF input commands from last query
SPFLIST printable output from PRT primary command
OPTIONS set print options

©Copyright IBM Corp. 2011 IBM Security zSecure Suite: Getting started with CARLa
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3. The commands run as if you typed them manually from the TSO command line.

The output is captured in a data set.

BROWSE ORI.C2R1FD8.CKRTSPRT
Command ===

Line 0000 Command failed

Scroll ===> PAGE

KK KKK KKK KK KK KKK KK KKK KRRk Xk xkxxkx Top Of Data ok K KKK XK K K K K K K XK K K K XK XK K KK XK K XK K K K X X

Input data set ORI.C2R1FD8.CKRCMD

Multiple TSO command output file - scroll max down for overview

/% CKRCMD file CKR1CMD complex EDOZ2 generated 20 May 2011 16:45 x/

============ 20Mayll 16:48:34.74168 start record 2

altuser AAAA revoke

C4R502E Revoke of user not allowed, command terminated
CKX962F Command failed, return code 8 (decimal)

============ 20Mayll 16:48:34.78397 start record 3

altuser APPC revoke

C4R502E Revoke of user not allowed, command terminated
CKX962F Command failed, return code 8 (decimal)

IBM Security zSecure Suite: Getting started with CARLa
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