| IBM Software Group

IBM® WebSphere ® Extended Deployment V6.1

WebSphere Virtual Enterprise

Formerly Operations Optimization

(€ business on demand.

© 2007 IBM Corporation
Updated June 18, 2008

This presentation will cover configuring health policies in WebSphere Extended
Deployment V6.1

This module was originally recorded for WebSphere Extended Deployment Operations
Optimization, which is now called WebSphere Virtual Enterprise. Though the module uses
the previous names, the technical material covered is still accurate.
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Agenda

= Configuring health policies

= Configuring the health controller

WebSphere Virtual Enterprise: Creating health policies © 2007 IBM Corporation

The presentation will walk through the process of creating a health policy, and discuss
configuration options for the health controller.
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Creating a health policy

| View: ‘A[[ tasks Health Policies
= Welcome Health Policies 7=
H Guided Activities

Health Policies

H Servers A health policy defines runtime behaviors to monitor and take corrective actions

H Applications when these behaviors are determined to be present.

H Resources Preferences

Runtime Operations M @

 Security =il
Efpeianor)policies Select | Name ¢ Reaction mode ¢ | Description &
* Service policies O Default Excessive Memory Usage | Supenise
* Service policy topology
= Health Policies
] Custom‘{ition " Default Excessive Request Timeout | Supervise

Autonomic Managers

@ Environment El Default_Excessive Response Time | Supenise
System administration

Users and Groups Fl Default_Memory_Leak Supenvise
B Monitoring and Tuning

E Troubleshooting il Default_Storm_Drain Supervise
Service integration

e Total 5

WebSphere Virtual Enterprise: Creating health policies © 2007 IBM Corporation

Health policies can be created and modified in the Administrative Console under the
‘operational policies’ menu item. You can modify the default policies or create your own
policies.

Use the ‘New’ button to configure a new health policy.
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Creating a health policy: Step 1

Create a new health policy WE

Create a new health policy. Define the general properties, including the health
condition, and the servers, clusters, and dynamic clusters to be monitored.

health policy
general
properties

Step 2: Define
health policy
health condition
properties

Step 3: Specify
members to be
monitored

Step 4: Confirm
health policy
creation

Next Cancel

—* Step 1: Define Define health policy general properties

+ Mame
|Te5t_Cond|t|on |

Description
Sample memory leak detection health policy

iAge-based condition g

Age-based condition

Excessive request timeout condition
Excessive response time condition

Memory condition: excessive memory usage

Storm drain condition
Workload condition

WebSphere Virtual Enterprise: Creating health policies

© 2007 IBM Corporation

When creating a new health policy, you first specify a name and choose the type of
condition for which you want to monitor. In this example, a memory leak condition will be
configured. The available condition types are discussed in the presentation titled ‘Health

Monitoring Overview'.
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Step 1: Define
health policy
general
properties

Step 2: Define
health policy
health
condition
properties

Step 3: Specify
members to be
monitored

Step 4: Confirm
health policy
creation

Creating a health policy: Step 2

Create a new health policy ?

Create a new health policy. Define the general properties, including the health condition, and the
servers, clusters, and dynamic clusters to be monitored.

Define health policy health condition properties.

Health condition properties

Detection level:

O Fast (more false alarms)

® standard (some false alarms)
O slow (fewer false alarms)

Health management monitor reaction

Reaction mode

Take the following actions when the health condition breaches

‘ Add step | | Delete step ‘ ‘ Move up ‘ ‘ Move down

=)

Target

Select Step | Action
server

Target node

O 1 Take VM heap Erals R Node hosting sick
dumps server

Node hosting sick

O 2 Restart server Sick server
server

Previous Next Cancel

WebSphere Virtual Enterprise: Creating health policies

© 2007 IBM Corporation

This step shows the options that are available when configuring a memory leak condition.
To more accurately detect a true leak, the system must wait for a longer memory growth
pattern to develop. The three available detection levels give you the choice of balancing
accuracy against detection speed. The action list specifies the actions that the health
controller will take when the health policy is breached. The health controller will perform
the actions sequentially in the order they appear in the list. The default reaction for a
memory leak condition is to trigger a Java™ heap dump, then restart the server.

The condition-specific options and default action list vary for the different standard
conditions. All health policy types allow you to select between Automatic and Supervised

Reaction mode, add additional actions, and reorder the action list.

To add an additional action to the action list, select “Add step.”
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Add custom action: Step 2a

Health Policy Action Plan Step Definition -

Creation of a action plan step definition for use in the health policy

Step 1: Select
step type

Select step type

Step 2: Select Select step type

% predefined health policy action

Step 3: Confirm Predefined action:

step " Custom health

ake threa

- Take WM heap dumps
SlLah et Place server in maintenance mode

Place server in maintenance mode and break affinity
Place server out of maintenance mode

umps

Next Cancel

WebSphere Virtual Enterprise: Creating health policies
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You can specify one of the predefined health policy actions, or you can choose from the
list of custom actions that have been defined. Predefined actions are always performed

on the sick server.
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Creation of a action plan step definition for use in the health policy

Add custom action: Step 2a

=» Step 1: Select Select step type

Select step type
© predefined health policy action

Predefined action: | Restart server

& Custom health policy action

Custom action:

n
SampleCustomlavalAction

Next Cancel

Health Policy Action Plan Step Definition -

Creation of a action plan step definition for use in the health policy

Step 1: Select
step type

Step 2: Select

target

Step 3: Confirm
step

Previous | Next | Cancel |

Select target
Target node
hostCNode01 =l
Target server

cialAdvice_DC_hostCNode01 =

WebSphere Virtual Enterprise: Creating health policies
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If you have defined custom health policy actions, you can select one from the custom
action list. For custom health policy actions you must also specify which specific server is

the target of the action.
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Take the following actions when the health condition breaches

Creating a health policy: Step 2

‘ Add step | ‘ Delete step | | Move up | | Move down
Select Step | Action Target server | Target node

¥ 1 Place server in maintenance mode and break affinity Sick server Node hosting sick server
[ 2 DumpApplicationState hostaCellManager01

O 3 Take JWM heap dumps Sick server Node hosting sick server
(] 4 Restart server Sick server Node hosting sick server
F 5 Place server out of maintenance mode Sick server MNode hosting sick server

order specified.

WebSphere Virtual Enterprise: Creating health policies

XD61_Creating_Health_Policies.ppt

© 2007 IBM Corporation

You can create complex action plans with numerous steps which occur sequentially in the
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Creating a health policy: Step 3

Create a new health policy =

Create @ new heslth policy. Define the general properties, including the heslth condition, and the Application Servers, Clusters, and Dynsmic
Clusters to be menitored.

Step 1: Define =0TV b to be
health palicy
|
Memberships
Member type Dynamic Clusters |
condition
properties Available for Membership Members of Test_Condition:
Step 3: Specify StockTrade_DC ~ FinancialAdvice_DC (Dynamic Clusters] |
members to AccountManagement_DC [l [l
be monitored
Contemih=gith L ==IRemove |
policy creation a b
Previous Next Cancel

WebSphere Virtual Enterprise: Creating health policies © 2007 IBM Corporation

After defining the condition and the reaction list, choose the members of your cell that
should be monitored for this condition. The pop-up menu labeled ‘Member type’ populates
the ‘Available for Membership’ list with all resources of the chosen type. Use the ‘Add’ and
‘Remove’ buttons to choose which members should be monitored.

XD61_Creating_Health_Policies.ppt Page 9 of 14



‘ IBM Software Group

Creating a health policy: Step 4

Create a new health policy =

Create a new health policy. Define the general properties, including the hesalth condition, and the &Application
Servers, Clusters, and Dynamic Clusters to be monitored.

siieoi - sl Confirm health policy creation
policy general

FEEEiT=S The following is & summary of your selections. Click Finish to complete the

health policy creation. If there are settings you want to change, click Previous

Step 2: Define health to review the health policy settings.

policy health
condition properties The following actions will be performed:

A new heath policy, "Test_Condition”, vill be created with a reaction mode of
"Automatic".

The hezalth policy will have an memeory condition: memeory leak health
condition of "Standard detection, standard probability of false alarms"
detection level.

The health policy will have the following Dynamic Clusters 25 members:
"FinancialAdvice_DC".

Step 3: Specify
members to be
monitorad

Step 4: Confirm
health policy
creation

Previous Finish Cancel

WebSphere Virtual Enterprise: Creating health policies © 2007 IBM Corporation

Step four displays the options you have chosen for this health policy. Click finish to create
the policy. Remember that you must save your changes before this policy will take effect.
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Configuring the health controller

Operational Policies - Autonomic Managers - Health Controller

| View: | All tasks Global Health Controller Parameters

Sxiciec Aeiibes Global Health Controller Parameters

Welcome (Global Health Controller Parameters

General Properties

B Servers These parameters are used to configure the global Health Controller parameters. These
@ Applications parameters are used by the Health Controller in cooperation with the defined Health
Policies.
& Resources
= = Configuration ‘ Runtime
Runtime Operations
@ Security

B Operational policies
i Enable health monitering
= Service policies

= Service policy topology Control cycle length
= Health Policies [s | Minutes
= Custom Action

Maximum consecutive restarts
B Autonomic Managers B

= Application Placement Conty
« Autonomic Request Flow Mal

Restart timeout

- fiealth E%@Ueé 2 | Minutes
Environment Minimum restart interval _
ini o Minutes |
System administration | | [Minutes ¥

B Users and Groups
Mo“.hmg Er"dT = Prohibited restart times

® Troubleshooting _Add | _Remove |

Eerw e [ [ san End | Sun| Mon| Tue| Wed| Thul Fril sat
oot [O] oo wx| wx: wm[ o]l o[o[o[a]o]o]

[apply | [ oK | [ Reset | [ cancel |

WebSphere Virtual Enterprise: Creating health policies

© 2007 IBM Corporation

The health controller itself also has configurable properties, including how often it should
run, and how many times in a row a server can be restarted. You can also define
‘prohibited restart times’, during which the health controller will not restart servers, even if
they are in violation of a health policy. This can be useful for restricting restarts to non-

peak times.
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Summary

= A health policy define a group of servers, a health
condition, and a reaction

» The reaction will be triggered if a server reaches the
defined condition

= Health policies are easily configured using a
wizard in the administrative console

WebSphere Virtual Enterprise: Creating health policies © 2007 IBM Corporation

A health policy makes administering a group of servers easier by defining a health
condition for which a group of servers should be monitored. A health policy can notify the
operator or take automatic corrective action when the condition is detected. Health policies
can be easily created using a wizard in the Administrative Console.
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Feedback

Your feedback is valuable

You can help improve the quality of IBM Education Assistant content to
better meet your needs by providing feedback.

= Did you find this module useful?
= Did it help you solve a problem or answer a question?
= Do you have suggestions for improvements?

Click to send e-mail feedback:

mailto:iea@us.ibm.com?subject= Feedback about XD61 Creating Health Policies.ppt

WebSphere Virtual Enterprise: Creating health policies © 2007 IBM Corporation

You can help improve the quality of IBM Education Assistant content by providing
feedback.
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Trademarks, copyrights, and disclaimers

gh% following terms are trademarks or registered trademarks of International Business Machines Corporation in the United States, other countries, or
oth:

IBM WebSphere

Product data has been reviewed for accuracy as of the date of initial publication. Product data is subject to change without notice. This document
could include technical inaccuracies or typographical errors. 1BM may make improvements or changes in the products or %rograms described herein at
any time without notice. Any statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent
goals and objectives only. References in this document to IBM products, programs, or services does not imply that IBM intends to make such products,
programs or services available in all countries in which IBM operates or does business. Any reference to an IBM Program Product in this document is
not intended to state or imply that only that program product may be used. Any functionally equivalent program, that does not infringe IBM's intellectual
property rights, may be used instead.

Information is provided “AS IS" without warranty of any kind. THE INFORMATION PROVIDED IN THIS DOCUMENT IS DISTRIBUTED "AS IS"
WITHOUT ANY WARRANTY, EITHER EXPRESS OR IMPLIED. IBM EXPRESSLY DISCLAIMS ANY WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE OR NONINFRINGEMENT. IBM shall have no responsibility to update this information. IBM products are
warranted, if at all, according to the terms and conditions of the agreements (for example, IBM Customer Agreement, Statement of Limited Warranty,
International Program License Agreement, etc.) under which they are provided. Information concerning non-IBM products was obtained from the
suppliers of those products, their published announcements or other publicly available sources. IBM has not tested those products in connection with
this publication and cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM products.

IBM makes no representations or warranties, express or implied, regarding non-IBM products and services.

The provision of the information contained herein is not intended to, and does not, grant any right or license under any IBM patents or copyrights.
Inquiries regarding patent or copyright licenses should be made, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
US.A.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. All customer examples
described are presented as illustrations of how those customers have used IBM products and the results they may have achieved. The actual
throughput or performance that an%/ user will experience will vary depending upon considerations such as the amount of multiprogramming in the user's
job stream, the 1/0 configuration, the storage configuration, and the workload processed. Therefore, no assurance can be given that an individual user
will achieve throughput or performance improvements equivalent to the ratios stated here.

© Copyright International Business Machines Corporation 2007. All rights reserved.

Note to U.S. Government Users - Documentation related to restricted rights-Use, duplication or disclosure is subject to restrictions set forth in GSA
ADP Schedule Contract and IBM Corp.
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