WebSphere Partner Gateway V6.2.0:

Configuring to use the SFTP protocol
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The SFTP protocol is one of the new features released with WebSphere Partner Gateway
6.2.0. This presentation provides details on how to configure WebShpere Partner Gateway
to use the SFTP protocol.
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This is the agenda, which helps summarizing the presentation contents as follows:
Slide 3 starts with some general information about SFTP

Slides 4-9 show how this protocol has been implemented in WebSphere Partner Gateway

Slides 10-29 describe three sample scenarios of SFTP transaction flows using:
1 - private key authentication
2 - user/password authentication
3 - server authentication

Configuration details for both the SSH server and the WebSphere Partner Gateway
SFTP Receivers/Destinations are provided as well.

Slide 30 is about the logging and tracing for an SFTP flow

Slides 31-34 Provides troubleshooting tips and techniques
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= SFTP stands for Secure File Transfer Protocol
= Allows File transfer, similar to FTP, over a Secure Shell (SSH), transport channel
= Provides message integrity, confidentiality and authentication

= |t is different than FTP because:
— FTP is not an encrypted protocol, whereas SFTP allows data, login information and
commands exchanged between Client and Server, to be encrypted
— FTP does not provide client/server authentication whereas SFTP does

= |t is different than FTPS because:
— SFTP is not a “real” FTP but rather a file transfer over a secure shell connection (SSH)
whereas FTPS uses the real FTP protocol adding SSL for encryption just like HTTPS

3 Configuring to use the SFTP protocol © 2010 IBM Corporation

Here is a little background about SFTP itself.
The acronym stands for Secure File Transfer Protocol.

It allows file transfer, similar to FTP, but over a secure shell transport channel called SSH,
which allows for the confidentiality, authentication and integrity of the message.

Although the name contains the "FTP" word, SFTP is not really FTP. For one, FTP is not
an encrypted protocol or allows for client/server authentication, things that SFTP does. In
fact, the login information, data and the commands exchanged between server and client
are encrypted. Client authentication and server verification are also SFTP features that
cannot be performed using regular FTP.

FTPS is also different than SFTP. because it uses the real FTP protocol with the addition
of SSL for encryption, very much like HTTPS. SFTP does not use the "real" FTP protocol,
it uses an SSH channel.
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= Connect to SSH servers to send (Destinations), or retrieve (Receivers), documents
= Provides message integrity, confidentiality and client/server authentication

= SFTP Destinations uses connection pooling
— Connections reuse = better performance

4 Configuring to use the SFTP protocol © 2010 IBM Corporation

This slide enters the subject of how the SFTP protocol has been implemented in
WebSphere Partner Gateway .

There are two ways you can use SFTP in WebSphere Partner Gateway
Inbound, to retrieve files from the server, using a SFTP Receiver

Outbound, to send files to the server using a SFTP Destination (which makes use
of “connection pooling”, to enhance performance).
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= Connects to a configurable user folder in the target SFTP server to retrieve documents.
= Available authentication options:

= Client authentication
— Basic (user/password)
— Private key file and pass phrase

= Server verification
— Host key file

5 Configuring to use the SFTP protocol © 2010 IBM Corporation

Here are the specifics about how the SFTP Receiver works.

You can choose to authenticate the client either using "user and password" or "Private key
and pass phrase".

Optionally you can enable server verification which requires the setup of the so called
"host key" file, which stores the server key.

Once the connection is established, the WebSphere Partner Gateway Receiver 100ks in
the SSH server user folder, as specified in the configuration, to pick up documents and
submit them in the transaction flow.
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= 1 - WebSphere Partner Gateway Receiver connects to the SSH server

= 2 - Client authentication (basic or private key)

= 3 - Optionally, server verification takes place

= 4 - WebSphere Partner Gateway receiver polls server remote event folder
= 5 - File retrieved and placed in local event folder

= 6 - File placed in archive folder to be processed

6 Configuring to use the SFTP protocol © 2010 IBM Corporation

This slide lays down the logical steps of the WebSphere Partner Gateway Receiver
actions:

First it connects to the SSH server
Next the Client authentication happens and, optionally, server verification

Then it Polls the configured folder in the server machine (also called "Remote Event"
folder)

And If present, the files are retrieved and placed in the "Local Event" folder, in the
WebSphere Partner Gateway Receiver machine

From there the files are then placed in the "Archive" folder to be processed
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= Connects to a configurable user folder in the target SFTP server to deliver documents.
= Available authentication options:

= Client authentication
— Basic (user/password)
— Private key file and pass phrase

= Server verification (APAR JR31639)
— Host key file

7 Configuring to use the SFTP protocol © 2010 IBM Corporation

More or less the same items mentioned for the Receiver are also valid for the WebSphere
Partner Gateway Destination.

Notice that you need to install APAR JR31639 to enable the "server verification" option for
the destination as well. That APAR also enables the "autoqueue" functionality for the
SFTP destination. Neither of these options were available in the GA version.

Client authentication offers the same "user/password" or "private key and pass phrase”
options as the Receivers, and when the authentication process is completed, the
Destination drops the output document in the chosen folder of the server.
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1 - WebSphere Partner Gateway destination connects to the SSH server
2 - Client authentication (basic or private key)

3 - Optionally, server verification takes place

4 - File is dropped into the server user folder

5 - WebSphere Partner Gateway destination disconnects from the server

8 Configuring to use the SFTP protocol © 2010 IBM Corporation

This slide reports the logical steps of the WebSphere Partner Gateway Destination
actions, when sending documents to the server:

It first connects to the SSH server
Then client authentication occurs and, optionally, server verification
Then the outbound files are dropped in the configured user folder of the server machine.

And finally the Destination disconnects from the server.
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SFTP Poll Intervall = Time in milli-seconds after which the

receiver polls the local event directory WPGSFTP WPG SFTP
Poll Frequency = Number of poll cycles after which the Receiver Destination

receiver polls the remote event folder

Poll Interval Poll Cycle
Poll Quantity = Number of d ts the recei lf ¢ Qf T
processes in each poll cycle Event Folder | | Archive Folder atoway Folder
Retry Interval = Adapter wait time between attempts to Poll Quantity

establish a new connection after an error
during inbound operations

SSH Server M

i

Retry Limit = Number of times the adapter tries to ie: FreeSSHd
reestablish an inbound connection after an s
error SFTP Root Folder
<maxR public key>
EIS Engoding = Encoding value of the FTP server <maxD public key>

Users Folders

Poll Cycle = Local event folder poll and file processing

5

The Receiver polls the "remote event folder” each - Usert
[{poll intervali1000) * Poll Frequency] seconds. Polling m
Example using default values: [(2000{1000)*5] = 10 sec
9 Configuring to use the SFTP protocol © 2010 I1BM Corporation

This is a picture showing the flow and the relevant attributes you can configure.

Looking at the flow first, in yellow are reported the WebSphere Partner Gateway Receiver and Destination
elements. In green is the server.

The FreeSSHd server has been used for the tests reported in this presentation.

The server picture shows the WebSphere Partner Gateway user folders "maxR" and" maxD", where "R" and
"D" indicates Receiver and Destination.

The user's public keys are also placed in the server which will be used to authenticate the client.
The picture shows what happens during the flow:

The WebSphere Partner Gateway Receiver connects to the server, goes through client
authentication and then polls the configured folder "maxR".

If there are files to process, then these are retrieved and transmitted through the SFTP channel to
the WebSphere Partner Gateway Receiver and placed in the "Event" folder.

From the “Event” folder the files are then moved to the "Archive" folder, to follow the normal
processing.

Now that you have visualized the flow, the attributes on the left side of the slide, might make more sense.
Take a quick look:

Poll Interval: Is the time after which the receiver polls the "local event folder"

Poll Frequency: Is the number of "poll cycles" after which the receiver polls the "remote event folder*
Poll Quantity: Defines the number of files the receiver retrieves from the remote event folder, each cycle
Retry Interval/Retry Limit: Define the wait between connection attempts and the total number of attempts
Poll Cycle: Is the local event folder poll and file processing
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= Lab 1 - Configuring SFTP transaction flow using private key authentication
= Lab 2 - Configuring SFTP transaction flow using user/password authentication

= Lab 3 - Variation using server authentication and custom XML protocol

10 Configuring to use the SFTP protocol © 2010 IBM Corporation

After the lecture talk, take a look at some practical applications of the concepts you went
through the previous slides.

The three lab scenarios that are presented in the next charts are comprehensive of all
items discussed so far.

The first two labs show a flow where the WebSphere Partner Gateway SFTP Receiver
picks a file from a folder in the FreeSSHd server and uses a None,EDI-X12,ISA
connection to pass it to a SFTP Destination which drops the file in a different folder of the
same server.

The only difference between Labl and Lab2 is that you use "private key and passphrase”
authentication in the first and "user/password" authentication in the second.

The third lab, uses a similar flow (with perhaps the option of a custom XML connection
instead of EDI), but also enables the "server authentication" feature.
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= 1 - Configure SFTP Receiver
— SSH server IP/port #
— Remote event folder
— Client authentication type
— Optional server verification
— Create the TP connection

= 2 - Configure SFTP Destination
— SSH server IP/port #

= 3 - Setup the SSH server
— Set users home path
— Set key path
— Create users and user folders
— Install certificates

= 4 - Private key authentication
— Create key pair with PuttyGen
— Install private key in WPG

— Remote output folder

— Client authentication type
— Optional server verification
— Create the TP connection

= 5 - SSH servers host key file
— Update the WebSphere Partner
Gateway host key file

11 Configuring to use the SFTP protocol © 2010 IBM Corporation

In this slide the configuration milestones needed to accomplish the labs mentioned earlier.
There are five main tasks to tackle, and each of them have sub-tasks, that are :
1 - Configure the SFTP Receiver, which includes these configuration sub-tasks:
la - SSH server IP/port # 1d - Optional server verification
1b - Remote event folder le - Create the connection with the trading partner
1c - Client authentication type
2 - Configure the SFTP Destination, which includes the same sub-steps as the Receiver configuration
2a - SSH server IP/port # 2d - Optional server verification
2b - Remote output folder 2e - Create the connection with the trading partner
2c - Client authentication type
3 - Setup the SSH server, which includes the following configuration sub-tasks:
3a - Set users home path 3c - Create users and user folders
3b - Set key path 3d - Install certificates

4 - Create and install the private and public key, when using this kind of client authentication, which includes
the following configuration sub-tasks: :

4a - Create key pair with PuttyGen 4b - Install private key in WebSphere Partner Gateway

5 - Retrieve the server host key and update the host key file in WebSphere Partner Gateway, which includes
the following configuration sub-task:

5a - Update the WebSphere Partner Gateway host key file
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Receiver Details Profile - Partner - Destination Details

Destination Name

isabled Status @ Enabled O Disabled
Online/Offline  ® online O offline
Description
Transport
Re
=+ Destination Configuration
SFTP Host IP / Host Name:
SFTP Host IP / Host Name: & Eort ne d

Port Number: |22 - Output Directory:

Remete Event Directory: Auto Queue: ® no

- Authentication Type: O User d P
Authentication Type: @ User Name / Password O Privats Key L = O e .
S— User Name:
[P . A Private Key File:
Pass Phrase:
SFTP Poll Interval: (2000 Retry Count [3
Poll Frequency: |5 Retry Interval [300 *  seconds
Poll Quantity: |50 Number of Threads |3 v *
Retry Interval: [10 & EIS Encoding:
Retry Limit: [3 " Enable Server Verification: © Enabled O Disabled
EIS Encoding: Handlers
Enable Server verification: O Enabled @ Disabled
Configuration Point Handlers: [Select One |+
Handlers
Gonfiguration Point Handlers: [Select One -
12 Configuring to use the SFTP protocol © 2010 I1BM Corporation

Here are the two WebSphere Partner Gateway items to configure to be able to run SFTP
transactions: The receiver and destination.

In yellow the fields are highlighted where you need to enter the configuration information.
For example:

SSH server IP or host name
The port number

For the Receiver: The folder where the files to retrieve are. Which is indicated as "Remote
Event Directory*

For the Destination: The folder where the files need to be delivered

The client authentication type: "private key" or "user/password"”, with the associated
information concerning the user ID and password or, the private key location and pass-
phrase if you choose to use the "private key" form of authentication.

Server Verification: This is an option that can be turned off (which is the default), or on, in
which case we'd need to configure a host key, file whose format and composition is shown
in a few slides.
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= Download freesshd.exe from

= Run the “exe” to install it in your machine

= In the “SFTP” tab, set the “home” path, ie: <path>/FreeSSHd/users

= In the “Authentication” tab, set the “public Key” path, ie: <path>/FreeSSHd

13 Configuring to use the SFTP protocol © 2010 I1BM Corporation

Another item in the configuration milestones is the SSH server configuration.

The first thing you need to do is to download the software package from the URL reported
in the chart.

Then you have to install it, which is very simple, just run the exe and take all the defaults.
Next, you need to do a minimum configuration, strictly necessary to run your test:

Configure the "home" path in the "SFTP" tab and the "public key" path in the
"Authentication” tab.

These steps are necessary so that the server knows where the home folders for the
users are and where to go find the public keys.
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= Create Receiver/Destination users as follows:
— For “user/pwd” authentication choose: “password stored as SHA1 hash”
— For “Private key” authentication choose: “Public key (SSH Only)”
— Check the “SFTP” box
— Create the user home folders under /FreeSSHd/users (folder name = user name)

14 Configuring to use the SFTP protocol © 2010 IBM Corporation

Continuing with the server configuration, you have to first create a user for the receiver
and one for the destination.

Then Select what kind of authentication you want in place: "user/password" or "public

key".
Then Check the "SFTP" box for the protocol being used

And then Create the user home folders which has to be named the same as the user
name.
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= Copy the client public key in the location specified in the “Authentication” tab
— Note: The Public key file name must be the same as the user name

= Note: See next two charts for instruction on how to create key pairs

15 Configuring to use the SFTP protocol © 2010 IBM Corporation

The last thing you need to do on the server side, is to copy the client public key on the
server folder specified in the "Authentication™ tab.

The file containing the key must also be named the same as the user name.
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= Download the puttygen.exe from
= Run the “exe” and click the “Generate” button

= Copy/paste the “public key” text into a notepad file having the same file name as the user
name (no extension). Do not save it using the “Save public key” button

= Save the “private key” from the "Conversion > Export OpenSSH Key" pull-down

16 Configuring to use the SFTP protocol © 2010 I1BM Corporation

To create the key pair you need to download "PuttyGen" from the putty.org site.

Running the executable file will prompt you a GUI panel and you can generate the keys
clicking on the "Generate" button.

You are prompted to move your mouse around to generate the randomness that will be
used to create the keys.

When this process is over you can copy the keys in your hard-drive.

There are some important tips on how to save the keys in the next slide.
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17

1 - Save the "public key": Copy
this text into a file named
as the user name

& PuTTY Key Generator

File Key B SN Help

ey Impart key |
Public TS
{ssh-rsa Expn ey

2 - Fill-in the passphrase
for the private key

| BPORE= rsa-key-20090116
Ky Fingerprint:
Key commen t rsarkey-20090116

Keypassphisse:  |esssssss

3 - Save the "private key": Click
"Export OpenSSH key" from
the "Conversion" pull-down

o Lonfirm passphrase:  |esssssss

Aetions
Generate a public/private key pait

Load an sxisting private key fils

Bized keys file:
i
IMOhR GOl 25117 Ste/F adz0 BGFiZ GIEDZR shi

1 N ar e e
P gt MG RPLE (D5 ssEwvH oDsgZ by I0 01 Ukl CHYE 2R eemS Gl hngPdR el
| ZF153MFT B0 lq7 BB A5 Aepbd [ 20 e BZBIMBAH S 745225 sBK Cohaifl/w

sxherea 1024 (272:d Y66 420 ac:d0: 52 95:71: o fbi 99:62i e 3 cd

S ave the generated key

Parameters

Type of key to generate
3'55H-1 [RSA) (3 55H-2 ASA

Mumber of bits ina generated kew:

Save public key | [ Save private key |
() 55H-2 D5A
1024
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This is what the key generator panel looks like after the keys are created.

To save the public key, copy the text under the "Public key" heading (which is marked

yellow in the slide), into a file which has to be named as the user name.

It's very important not to use the "Save public key" button in the panel because it will save
the key in a different format than the needed OpenSSH format.

Next, you need to save the "private key", and again you do not want to use the "Save
private key" button. What you need to do is to select the "Export OpenSSH key" off the
"Conversions" pull-down, as shown in the chart.
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» Include the host key of each SSH server in the WebSphere Partner Gateway host key file
using this format:
— Hostname/IPAddr <server host key>

= The Receiver/Destination configuration must reference the host key file location in the
“Server Verification” field

= When creating the keypair in PuttyGen, save the private key with no passphrase

18 Configuring to use the SFTP protocol © 2010 IBM Corporation

This is the last of the five milestone configuration items and it's dedicated to the handling
of the server host key.

Now, each server has its own key which you need to copy in a file using a very simple
format:

*<host name> <space> <server host key>

Then, you have to reference this file, using path and file name, in the Receiver or
Destination configuration, when you enable "Server Verification™.

One particular to remember is that when creating the FreeSSHd server key pair using
PuttyGen, the private key must be saved without pass-phrase.

This concludes the configuration milestones. In the next 11 charts you will see the three
labs mentioned earlier, in slide 10
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Receiver Details Profile : Partner : Destination Details : maxD

Restart respective Server to which newly created
. JNDI resource bound. if not done earlier.

@ Destination Name maxD

Receiver Name maxR
Status Enabled
Description Online/Offline Online
Transport SFTP

Status Enabled

Description

Receiver Configuration Transport SFTP

Operation Mode: Production B . .
Destination Configuration

lbrm-cem ] [ SFTP Host IP / Host Name: maxxp.ral=igh-ibm ::m]

ort Number:

SFTP Host IP / Host Name:
Remote Event Directory:

Port Number: 22
Qutput Directory: /maxD

Auto Queue: No
Authentication Type: Private Key
User Name: maxD

‘Authentication Type:
User Id:

Private Key File: maxR.ppk

Pass Phrase:

Private Key File: C:\BMYWFG\maxD.ppk

SFTP Poll Interval:
Poll Frequency:
Poll Quantity:

Pass Phrase:

Retry Interval: 10 Retry Count 3
Retry Limit: 3 Retry Interval 300 seconds

EIS Encoding: Number of Threads 3

(_Enable Server Verification: Disabled

EIS Encoding:
(_Enable Server Verification: Disabled )

Handlers Handlers
Configuration Point Handlers: | Select One =3 Configuration Point Handlers: | Select One =
19 Configuring to use the SFTP protocol © 2010 I1BM Corporation

The first lab is about configuring a transaction where a SFTP Receiver picks up a file from
a folder in the FreeSSHd server, processes it and then handles it to the SFTP Destination
to be dropped in another folder on the same server.

In this lab this setup is performed:

"private key" authentication for both Receiver and Destination.

The usernames are "maxR" for the Receiver and "maxD" for the Destination.
The location of the private key files is reported in the “Private Key File” field.
The "passphrase” value cannot be read, so make sure you remember it.
The "server verification" option is not being used in this lab

One more thing to notice is the message prompted in the Destination panel when you
save the configuration. It warns you to restart the DocMgr cluster to activate the
configuration change. Of course, if you are in simple or simple distributed mode then you
need to restart serverl or the bcgserver cluster.
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Lab 1: Connection configuration

Manage Connections

Source Target
Pas
Enabled | H H |Deact|‘;
v (e

[ Attributes ] [Actions ][ Destinations H Certificates ] [ Attributes ] Package: None (]

Protocol: ED
Document T

{2 Edit Partner Connection - Windows Internet Explorer EHE”X\

~Connection Management Destinations ¥

Operation Mode Return Destinations

Destinations =
Production

| CumMngi\eSystemDev| | maxD
| CumMngi\eSystemDEV| | maxD

Test

=rnet

Configuring to use the SFTP protocol
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This slide shows the None,EDI-X12,ISA connection and the "maxD" SFTP Destination
being used for this test
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Lab 1: FreeSSHd configuration

¥ maxR properties

[ Shell

LleSpcsites 1 Shel User can use:
SFTP SFTR
[ Tunneling [ Tunmeling
& freeSSHd settings
Folders Mame Size
o & Freessma lusers Logging | Online users Autornatic updates |
B = |=]osakey.cfa 1KB Authentication | Encrpption | Tunnelng | SFTP |
509 KB | =
orme path: A ToolshFreeS5HdWusers hu |
S | SFTPh h: [C:\TookFreeSSHdN N') |
| e |
&40 KB

= ———
) oPC % FreessHDS: . ZKE i freeSsHd settings EEEE

) openssL = maxp 1KE < —

= PuttyClient @maxﬂ Al Logging || Online users Autarnatic updates

) PuttyGen |#]RSaKey.cFg 1KE [T Autheritication | Encoption || Tunosleg | SFTF
) REHUE 5] unins000, dat SKB [ 1
D scrncay o jiSnins 0000 SE0ER Public key folder: AT osls\FreeSsHd | [ E= !

21 Configuring to use the SFTP protocol
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Here are the screen captures of the FreeSSHd configuration:

The users "maxR" and "maxD" are created and configured to use "public key"
authorization and the SFTP protocol.

Two folders, named the same as the users, are created in the SFTP home path

The two public keys are placed in the "Public key folder" path
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Lab 1: Run the test

Fle Edt VWew Favorites Took  Help

~ [l
@Eack ) i ) search U} Folders

85 C:\Tools\FreeSSHdlusersimaxk [E B | & c:vioolsiFreessHawsersimaxd

fAddress !D C:iToolsFreessHd\users|maxR

Fle Edit View Favorites Tools  Help

@ Back ~ )

? ,-VI‘Search il Folders '

Address 13 C:\TooksiFreeSsHdusersimaxn

- E

Folders X Name Siee Folders X Hame Size
B 5 Fresssrd A B 2k8 3 B Freessid A 123142257 H00I0DCE1TERRD,.. 2B
= ) users 2 ) users
|;:| maxD (=]
12 maxR ) max
® ) java_1.5.0 v B 3 java_15.0 v
< | sl 1 [ | @ ® >

'lf

B Target: Partner Out: 1/16/09

Partners Time Stamps
Document ID: 000000001
Doc Time Stamp: 961007-2013
[  source: ComMgr In: 1/16/09 9:43:52 PM

Protocol/Document Type:

(1.497 kb) 1 )
Mane (N/A)
E E (ALL) Production
(1.497 kb)

Operation Mode  Synchronous  Status

22 Configuring to use the SFTP protocol
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At this point, you are ready to run the test.

Place the EDI file in the "maxR" folder for the WebSphere Partner Gateway Receiver to

pick up, and after being processed, the output file is dropped in the "maxD" folder as
defined in the SFTP Destination configuration.
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Lab 2: Receiver and destination configuration

Receiver Details Profile : Partner : Destination Details - maxDU

Restart respective Server to which newly created
JHDI resource bound, if not done earlier.

& &
Receiver Name maxRU
Status Enabled
Description
Transport SFTP Online/Offline Online

Destination Name maxDU

Status Enabled

Description
Receiver Configuration

Transport SFTFP

Operation Mode: Production
SFTP Host IP / Host Name: maxxp.ralsigh.ibm.com Destination Configuration
Port Number: 22
Remote Event Directory: /maxRU

Port Number: 22
Output Directory: /maxCU

[ SFTP Host IP / Host Name: maxxp.raleigh.ibm.com J

[ Authentication Type: User Hame / Password }

User Id: maxRU
Password: ®=*====

Auto Queue: No

Authentication Type: User Name !/ Password

SFTP Poll Interval User Name: maxiiyU

Poll Frequency:
Poll Quantity:

Passwords: =i

Retry Count
Retry Interval: 10 i

3
Retry Limit: 3 Retry Interval 300 seconds
3

Number of Threads
EIS Encoding:

((Enable Server Verification: Disabled ) EIS Enceding:
Enable Server Verification: Disabled

Bl Handlers

Confi ti Point Handl : | Select O ~
ey andlers sieet Une Configuration Point Handlers: | Select One |+

23 Configuring to use the SFTP protocol © 2010 I1BM Corporation

The second lab is similar to the first: The configuration flow is the same, but a new
Receiver and a new Destination have been created to use "user/password" authentication
(whereas "private key" authentication had been used in Labl).

All the rest stays the same.
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Lab 2: Connection configuration

Manage Connections

Protocol: EDIX1Z (ALL)
Document Type: 154 (ALL)

«Connection Management Destinations

Operation Mode Return Destinations Destinations

Source Target
| ComMgr M| Search | Partnzr Y
| |
Package: None (NIA) | { Aftributes ] I.Mtinns H Destinations H Certificates ] [ Attributes ] Package: Hone (A}

Protocol:

Froduction ComMgrFileSystemD: ¥ | maxDU
Tt ComMgrFileSystemDe v | maxDU b
Dang 2tmet
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The connection also stays the same but the destination ID has to be changed to use
"maxDU" which is the destination configured for "user/password" authentication.
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Lab 2: FreeSSHd configuration

Authorization: | Passward stored as SHA1 hash

General | General
o ~ |
2l e
Login: [maxfU ‘

Logine [maxDU

assword stored as SHAT hash

User can use, [ Shell

User oan use I shel
SFTP SETE
[ Tunneling 1 Tunneling
B C:\Tools\FreeSSHd\users EEX
Falders X Mame
5 Freesshd A| DmaxD
D B e CmazR
£ maxd ([CimaxRU
& maxou — [ZimaxDu
(D maxR
[0 maxRU ~
< <
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Now, this is the new FreeSSHd configuration that has to match the requirement to
authenticate the client, using "user and password".

So, two new users "maxRU" and "maxDU" have been created, and this time you have to
select the authorization to be "Password stored as SHA1 hash".

Then you have to enter the actual password and select to use the "SFTP" protocol

One last thing that needs to be done, is the creation of the two new users home folders as
shown in the third screen capture.
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Lab 2: Run the test

File Edi Wew Favortes Tools Help

;,l

e File

Edt View Favorites Tooks Help
@ Back = () I? p ) saarch ll Folders ' @ Bk~ () ‘j P  Seatch h Folders '
Adbess (3 C\Tools|FreeSsHdiusersimaxdl v B Adltiess |3 CToolsiFressSHdlusarsimaxd v Be
Folders X Mame Size Foldzrs X Name Size
3 ) Freessd ~ EEE 2KB E &) Fresssid w = 170mses31m100250F 14, 248
2 3 users B 5 users
15 maDy 12 maxD
) maxDl 1 mazou
C| maxk 1) maxp
'—”M » 1) maxkU v
< | ¥ K b B S | B & | >
Partners Time Stamps

Document ID: 00000

Doc Time Stamp: 961007

ProtocolDocument Type

[0 Source: commgr In: 1/27/09 7:50:53 PM B
p (1.457 kb) %
[0  Target:Partner Out: 1/27/09 7:50:57 PM . Production
(1,497 kb)

Operation Mode  Synchronous Status

Configuring to use the SFTP protocol

© 2010 I1BM Corporation

And finally, you can run the test just the same as you ran the one in the first example:

Drop the EDI file in the "maxRU" folder, which is picked up by the Receiver “maxRU”,
processed and then delivered by the destination in the "maxDU" folder.
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Lab 3: Add SSH server public key in hostkey

EEX

Fielkey S Canseras Shieh Usets | Hostrsstictions | Logging | Oninsusers | Autematic updatss
Key Serverstatus | Telnet | SSH | Authentication | Encyption | Tunneling | SFTP |
Public key for pasting into DpenSSH authorized_keys fie N

Listen addess: [9.27.155.127 v £
P |22 |
May number of [ 1
connections: |20 |
Key fing | Iell timeout: 120 |secands
Key commeni t |imponted-opensshrkey | Banner messa this is Massimo S5H server: =]
Keypassphiane. | | Command shelt [COMINDOWS spstema2icid.ere -]
Confiim passphisse: | | 5t SSH server on freeSSHd startup
Use new console engine
Actions
e R atiar ket RSAkey |CATook\FresSSHA\RSA_PrivateK ey FromPul [ ]
|CBCZESTCT 401 AAABACATFC2FABEFB47 1024 bits
Load an existing private key fils f
Save the genetated key [ Save public kep | [ Save pivate kep | D5k ke [CATook\FresBaHA\DSAKey o | (o)
Ay 23651426 15F 0950617 356E BIFAFTETED 1024 bits
Type of key to generate:
(I55H-1 [RSAL (&) 58HZR3A () 55H-2DSA
Huriber of bits in a generated key, 1024

= % My Computer P s.2052.d1
B < 1 PRECOAD (CH | ) s.3082.dl
2D aex ~ B

ks <

B max2000a_hostkey.1xt - Notepad
File Edit Format ‘iew Help
maxxp.raleigh.ibm.com ssh-rsa AAAAB3NzaC1lycZEAAAABIQAAAIEAVj4LZZMmDotviDjUoxSm

<

>
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You are now to Lab 3, which adds "Server Verification" to the scenario.

In order to continue this test, you need to create a key pair for the server. This can be
done with PuttyGen, the same way as you saw earlier when creating the key pair for the
client. There is one difference though: the private key needs to be saved without the

passphrase.

After saving the "private key" on disk, you can upload it in FreeSSHd as shown in this

slide top-right screen capture.

The highlighted "public key" text however needs to be saved in the WebSphere Partner
Gateway "host key", using the format shown in the slide bottom-right, that is: host name or
IP Address, space and then the public key text.
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28

Receiver Details

]
Receiver Name
Status
Description
Transport

Receiver Configuration
Operation Mode:
SFTP Host IP / Host Name:
ort Number:
Remote Event Directory:

Authentication Type:

raxRL
Enabled

SFTP

Production
rnaxxp.ralsigh.ibrm.com
22

AmaxR

User Name / Password

User Id: ma

SFTP Poll Interval:
Poll Frequency:
Poll Quantity:

Retry Interval:
Retry Limit:

EIS Encoding:

zooo
5
s0

10
ES

Enable Server ¥erification: Enabled
Host Key File: C:vmaxxp_hostkey UP.txt

Handlers

Receiver Details

&
Receiver Name
Status
Description
Transport

Receiver Configuration

Operation Mode:

SFTP Host IP / Host Name:
Port Number:
Remote Event Directory:

Authentication Type:

rraxR
Enabled

SFTP

Production

mazxxp.raleigh.ibm.com

2z
fmnaxk

Private Key

User Id:

Private Key File:
Pass Phrase:

SFTP Poll Interval:
Poll Frequency:
Poll Quantity:

Retry Interval:
Retry Limit:

EIS Encoding:
Enable Server Yerification:
Host Key File:

rmaxk.

CIBMYWRG maxR. pek

********

Enabled

Ciwmaxxp_hostkey UP.txt

Handlers

Configuration Point Handlers: | Select One ~

Configuration Point Handlers: | Select One

-
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The Receiver configuration will have the "Server Verification" option enabled and, as

consequence of that, you will have to enter the location of the host key file.

You can use the "Server Verification” option with either type of "Client Authentication™:
"user/password" as shown in the picture on the left or "Private Key", as shown in the
picture on the right.

Of course the same concepts apply if you want to use "Server Verification" for the

Destination.
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Lab 3: Using custom XML protocol

Aftributes | Actions | Destinations | Certificates |  Attributes

Partners Time Stamps ProtocolDocument Type Operation Mode Synchronous Status
Document ID: -
Doc Time Stamp: -
B Hane (H/A)
T Source: ComMar Im: 2/2/09 3:26:12 FM Max_XMLProtocol (1.0)
yel (0,138 kb) maw DacFlow: Max_DocFlaw(1.0] g
B Hone (H7A)
[ Target: Partner Out: 2/2/09 3:28:15 PM Mazx_XMLProtocol (1.0} Production

(0.138 kb) Max DocFlow: Max DocFlowil.ol

“J Raw Document ¥iewer - Microsoft Internet Explorer =] E3

Raw Document Yiewer Copy Help =
Document ID: -
Doc Time Stamp: -
Partners Business IDs Document Type
Source: ComMgr 123456789 Max_#MLProtacal (1.0) Max_DocFlow: Max_DocFlow [1.0]
Target: Fartner 967654321 Max_#MLProtacal (1.0) Max_DocFlow: Max_DocFlow (1,00

UTF& 7

Transport Header
Referenceld : 123358849259309250F14fcfloo844cfd85b60915418469011f2884 7010970

Initial Document
=7l version="1,0" encoding="UTF-87=
< IDOCTYPE Max_#MLTest=
<Max_¥MLTest=
<From=123456789</From=
=To=987654321=</To= i
</Max_RXMLTest>

Closs Window id|
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One more twist has been added in this lab, that is, we’re using a custom XML instead of
the EDI connection used in the previous labs.

The rest is just about the same: you drop the file in the server "maxRU" folder, the
Receiver picks it up, and after processing it, is dropped by the Destination in the "maxD"
folder.
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Logging and tracing

= Add this string to switch the adapter
logging to “debug” level:
— com.ibm.j2ca.*=all

= Affected application servers:
—serverl (simple mode)
— bcgserver (simple distributed)
— BCGReceiver, BCGDocmgr (full
distributed mode)

[ Application servers

Application servers > bcgserver > Change Log Detai Levels

Use Tog evels o contal vhich events are processed by Java logging. Click Companents to specy a log defa
individual compannts, or lick Groups to speciy = log detlevel for = predsfined group of compansts.

ck =
am to select s log dtsil level Log cetilevels ar= cumulaiv; s level near the top of the it

component or group
includes all the subsequent levels.

Configuration | Runtime

General Praperties

il level for
ks

Change Log Detail Levels
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Components

Groups

F=infa com.ibm.beg.*=finest: com.ibm,j2ca.*=all J

Al * [All Components]
A AdtionLists
BB eTATE
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What about logging and tracing to debug SFTP problems?

You have a specific string:

"com.ibm.j2ca.*=all"

that needs to be used to switch the adapter logging to "debug" level.

This string can be added to the other logging levels already present. Just make sure to

separate them using a colon character

Of course depending on what mode is being used, the change applies to different
application servers as indicated in the lower part of this slide under the “Affected

application servers” heading.
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= WebSphere Partner Gateway console viewers

= WebSphere Partner Gateway component logs:
— SystemOut.log
— SystemErr.log
—bcg_server.log

= SSH server log

31 Configuring to use the SFTP protocol © 2010 IBM Corporation

What if something wrong happens? What troubleshooting tools can you use?

The debugging techniques still uses the same WebSphere Partner Gateway tools you are
familiar with:

The console viewers and the component logs.
To these tools, you need to add:
The SSH server log, which can be very useful to understand some specific scenario.

Take a look at how these tools can be used.
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Event Viewer

BCG210005 Sent to

BCG250011 First Delivery Attempt Failed

%% % %% %%

BCG210204 Channel lookup success

Document Details

Event Filter: O pebug
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The "Event Viewer" and the "Document Details Viewer" are a good start to understand

what went wrong.

In this particular case for example, you can see that the document was successfully
retrieved by the Receiver, then was successfully processed and passed to the "Outbound
Processor" to be delivered to the destination recipient. At this stage, the BCG250001

event error tells you that this last operation failed.

To find out more details on the specific reason for this failure, you need to debug the logs
which will allow a more detailed analysis on the root cause of this error.

WPG62_SFTPconfig.ppt

Page 32 of 36



Troubleshooting: WebSphere Partner Gateway logs

Unsuccessful connection due to server verification failure (wrong server key)

I bcg server.log - Notepad | =1[E3]

File Edit Format Wiew Help

component=wPGCommaon thread=[WorkManager BCGDocMgrworkManager : 0] ~
++DB_DEBUG:: {call MAXT.BP_STATE_HDRU_AH1{INTEGER,1,12,1,45,Beg)}
[1/19/09 16:46:49:656 UTC] 00000045 F UG = source=com.ibm.jZca.FTPRAResoUrceAdapter
class=com .ibm. i2ca ftp.FTPClientISch method=login

An error occurred while performing suthentication of the SFTP server, hestname:
maxxp-raleighibm.com, port number: 22 and error message: reject HostkKey: msxxp.raleigh.ibm.com Explanstion=an
error occurred while perfarming server authentication. Either host key of the server is not present in the Host key file or
ths host key of the server has chanaed, the server is not a trusted server,  UserAction—Ensure that the host key of the
server is present in the Host key file
[1/15/09 16:45:49:705 UTC] 00000045 1 UOW=null source—com.ibm .ws.fde IncidentStrearImpl.ServiceLagger
class=com.ibm.ws.ffdc. IncidentStreamImpl method=initialize org=null prod=null component=null thread=[Gw_z1_z]

Unsuccessful connection due to client authentication failure (wrong pwd)
P bcg server.log - Notepad | =1[E3]

File Edit Format View Help

©00101: FFDC closed incident stream file -~
VBN GAEZINS DI Beahub-distritwasiD' e rafiles\bcoprafiles 20Megs\ffdineaserver_00000026_09.01.25 19.31.04 0%

T1/25/09 13111041671 UTC] 00000026 E LUOW= sourcsmcam ibm j2ca FTPR AR e source Adapter
Sliss=com.ibr Jzcs ftp util FTRFileverifier method— cnnne:mndmgm

Faltli q ile connecting to server. User names — maxRl, Password — ###%%, 5nd
e remu e planation—A connactan cauld nat D s e s P17 aurver. Unormtione Enere that the

nd ars correct, and try sgain
Tor2erns 25 5 0a 705 UTC] 08000028 2 Libwe Saurcsmcarm ibm j2ca FTPR AR e source Adapter

B SystemErr.log - Notepad || =13

File Edit Format View Help

[1/29/09 19:31:05:125 UTC] 00000026 SystemErr -~
o dore. e A1 TR 5dP 6 aTh Warlcar run T e sdnas| java: 1473)
[1/29/09 19:31/05:125 UTC] 00000026 R Caused by: javax.resource spiInvalidPropertyException: En
Gakie v alidating ActiyetionShes proper i e EEE mesP o tmard Eventinectery (not 2ble to Conhert, Iagm and imtisie the
FTP server connection, rectify the srror properties, Check EISEncading also for validity).
ertlame = maxRU

Password — "

EventDirectary — /maxRU

st corn.ibm jZca.ftp.util . FTPFileWerifier. verify ActivationSpecP arameters(FTPFileyerifior. java: 346) ~
P SystemOut.log - Notepad ==13)
Fie Edit Format Yiew Help
[1/29/09 19:31:04:625 UTC] 00000026 ServiceLogger [ com.ibm.ws ffdc.IncidentStreamImpl resetlncidentStream -~

FFDCO0101: FFDC closed indident stream file
S NBIMN P GG 2SN Cahub-distrib\w ashD\P rafiles\bcaprofiles 20N eas\ffdeibogs erver_00000025_09.01.22_19.31.04_0.¢
F1/26/05 10131 04:674 UTC] 00000026 FTPRARescures E corm ibm j2ca ftp. util FTPFlsUerifier connectandLogin
while connecting to the FTP server. User nsme = maxRU, Password = o and FTP
FERTY Strin ecticn could not be mads to the FTP server. UserAction—Ensure that the Ussrnarms
and Password are correct, and try aga
[irza/05 15:31:04: 718 UTC] D0GD026 FTPRARSsoUrce T com.ibm . jzca ftp.util FTPFils verifier ~
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Without entering in the all the troubleshooting details, here are two error situations that
can occur when the client authentication fails.

The first one refers to an error scenario caused by using a mismatched key pair, which is
tracked in the log by the red mark, where the specific entry points to a problem with the
keys being used.

The second example shows the logs highlights for an unsuccessful connection due to a
failure to authenticate the password for the user. In fact, the bcg_server, SystemError and
SystemOut logs point to an error situation caused by incorrect credentials presented to the
server.
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Successful connection using public key authentication

B freesshd.log - Notepad [ [=1e]

File Edit Format View Help

01-19-2009 11:45:35 HOST max2000a raleigh.ibm.cam maxk is listing /maxR/ (CivToalsWFreeSSHdwsersimaxky)

01-13-2009 11:45:35 HOST max2000a raleigh.ibm.com maxR is downloading /maxR/123456752t0267654321 edi

(C:\Tools\FresSSHdWsersymaxRy 123456 769t0967654321 . adi)

01-19-2005 11,4535 HOST max 2000 raleiah.ibm com maxi iz listing /max/ (CoToo sfreeSSHdusersimaxrs
I 1

01-19-2009 11:45:35 HOST max2000a raleigh.ibm.com maxR is deleting /maxR/123456785t086765432
(C\Tools\FresSsSHdwsers NmaxRY123456785t0987654321 . adi)
01-19-2009 11:45:37 HOST max2000a raleigh.ibm.com SSH connection atte

01-13-2009 11/45:37 HOST max2000a raleigh.ibm com SSHMaxD etossrally iegged on using public key.
01-19-7009 11:45:37 SFTP service granted to user max

01 192000 11:45138 HOST max 20008 raleiah ibrm.com maxD is listing # (C MTocls\reeSSHdwsers)

01-19-2009 11:45:38 HOST max2000a.raleigh.ibm.com maxD is listing fmaxD/ {C A ToalsWFreeSSHdUsers rnax D)
D1 152005 11145:58 HOST max2000a raloioh b corm maxb 1o uploadin

/MaxD/12323835166870010DCEL 7E63004912000000000000000;
(CiNTools\FresSSHdWsers\maxDN12323835166570010DCEL7E6S0049120000000000000001)

01-19-2009 11:45:45 HOST max2000a raleigh.ibm.com maxk is listing /maxk/ (C:\Tools\FreeSSHdwsersimaxiy)

Successful connection using useripassword authentication

B\ freesshd.log - Notepad [E[=1]E)

File Edit Format Wiew Help
01-27-2009 14:51:22 HOST max2000a.raleigh.ibrn.com maxRU is listing /maxRu/ (S \ToolsWFreeSSHdwsersymaxR U
01-27-2005 14:51:2Z HOST maxz000a.raleigh.ibrm.com maxRU is downloading /maxRU/1Z3456789t0967 654321 .edi
(CH\Tools\Free SSHOWSersymaxR N 234567 80t005 7654321 0[] | mr——
01-27-2009 14:51:22 HOST m=2x2000a ralsigh.ibm.com maxRU i listing /maxRUys (= ATools\resSSHAWsera\maxRUN
01-27-2005 14:51:22 HOST max2000a.raleigh.ibm.com maxRU Do /maxRU/L23456785t0087 654321 e
(C:\Tools\FreeSSHdwusers: RNz SA5e 7009 S5 AT e}
01-27-2009 14:51i2¢ HOST mex2000a raleigh.ibm.com SSH connection atte
01-27-2009 14:51i26 HOST max2000a.raleigh.ibm.com SSH MaxDU e ooesetiily logged an using password,

e

S/ (CiiTocls\FraessHdwse s
U/ (S:iTools\FreeSSHdwWsers e xDUR)

i
e DU 12350558 517 109 2D LA TeT L Ce6a4 o 4B 5bE0 s T 387011
(=1 T an A Er o ST T s ot DL 58 S5 B 530 75 DS S 6T A Ao S6a4 cFIEba NG 74057 01 11906310 709 773 )]
01-27-2008 14:51:32 HOST maxz000a.raleioh.ibm.com maxRU is listing /maxkUF (C O\ ToolsiFreessHdwsersumaxR UL

Unsuccessful connection by WPG Destination user due to failed authentication

B freesshd.log - Notepad [ =1e|

File Edit Format Wiew Help

01-15-2009 11:49:00 HOST max2000a.raleigh.ibm.com SSH maxk suscess fully ogg=d on using public ke ~
D1-19-2009 11:49:00 SFTP service granted to user maxR
ng / (CiTools\resSSHAwserey
ng Jmaxk/ (C\Tools\FraeSSHElus srsymaxhy)
nloading /maxR/123456759t0957654321 =di
01.15.2005 1149100 HOST man200D e re|ciah dbrm corm maxk g /maxR/ [Ci\Teols\FreeSSHOUsers \rnaxRy)
D1 192003 11;49:00 HOST Maxe00Daralaiah 0m com Motk is deletng mete 125456 7 aoresarest e adi
(EToglsvreessHdwsersymazii123456755t0957554321 edi)
: b m SSH connection attempt.
rn SSH connection attempt. A A
m SSH connection attempt. Falled connection attempt
01l15.2003 11,49:08 HOST maxe000a raleigh.ibm.cam SSH connection atemp
D1-13-Z008 11:48:15 HOST maxz000a.raleigh.ibm.com maxR is listing /maxfy/ (c \Tools\FreeSSHo s ershmaxry) 3
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This is the last slide where some screen captures of the FreeSSHd server logs, can be very helpful to
understand some error situations.

The pictures here show three different situations:
A successful connection using "public key" authentication:

you can see in there when the file is picked-up by the WebSphere Partner Gateway receiver (the line
where the "downloading" word is underlined in red).

The file is then removed after being picked-up (see the line where the "deleting" word is marked in red).
Next, the Destination user "maxD" successfully connects using "public key" authorization.

And then the last line marked indicates when the file is dropped in the "maxD" user folder by the
WebSphere Partner Gateway Destination.

The second example shows a successful connection using "user/pasword" authentication:
This is shown in the marked line saying "maxDU successfully logged on using password".
The rest is pretty much the same sequence as you saw earlier.

The third picture shows an unsuccessful connection by the "maxD" WebSphere Partner Gateway Destination
user which fails authentication:

The first red mark shows a successful connection by the "maxR" WebSphere Partner Gateway Receiver
user using "public key" authentication.

The retrieval and deletion of the file from your folder

And then follows the unsuccessful connection attempt by the WebSphere Partner Gateway Destination
caused by the authentication failure.
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Your feedback is valuable

You can help improve the quality of IBM Education Assistant content to better meet your
needs by providing feedback.

= Did you find this module useful?
= Did it help you solve a problem or answer a question?

= Do you have suggestions for improvements?

Click to send email feedback:

This module is also available in PDF format at:
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You can help improve the quality of IBM Education Assistant content by providing
feedback.
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