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This presentation provides an overview of some new Document definition attributes.
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Goals

= To describe the new attributes: User defined and
non-repudiation

= How to use the described attributes.

Document definition attributes © 2007 IBM Corporation

The goal will be to make you aware of the new document definition attributes and how to
use those attributes.
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Agenda

» Non-repudiation attribute
= User defined attributes

= Summary and references

Document definition attributes © 2007 IBM Corporation

The presentation covers details on the non-repudiation and user defined attributes in
WebSphere® Partner Gateway V6.1
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Section

Non-repudiation attribute

bl

The next section provides details on the new Non-repudiation attribute.

Document definition attributes
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Non-repudiation before V6.1

= Non-repudiation defined in the bcg.properties file.

= Entering WebSphere Partner Gateway

» Applies to all source documents.

» Use property bcg.nonrep.inbound-doc

» Data acquisition engine (DAE) logs the document and business

processing engine (BPE) fixed inbound workflow logs the certificates.

= Leaving WebSphere Partner Gateway

» Applies to all target documents.

» Use property bcg.nonrep.outbound-doc

» BPE fixed outbound workflow logs the document and certificates.

© 2007 IBM Corporation

This slide provides an overview of how non-repudiation worked in versions before V6.1.
Non-repudiation is defined in the bcg.properties file. All the documents that are entering
the WebSphere Partner Gateway are called the source documents. You can use the
property bcg.nonrep.inbound-doc for setting the non-repudiation for all the source
documents. Logging for non-repudiation of incoming documents takes place in two places.
The Data Acquisition Engine (DAE) logs the document and the Business Processing
Engine (BPE) logs the certificates related to the document in the fixed inbound workflow
step. The documents leaving the WebSphere Partner Gateway are referred to as target
documents. You can use the property bcg.nonrep.outbound-doc for setting the non-
repudiation for all the target documents. The Business Processing Engine (BPE) logs the
documents and certificates related to the document in the fixed outbound workflow step.
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Non-repudiation in V6.1

= A new non-repudiation attribute configured on the
document definition at the package level.

= Can be overridden at:
» sub-levels, such as protocol or document type
» a partners business-to-business capabilities
» a partner connection

= Document flow context determines if the value applies to
the source or the target document

= Source document logging entirely performed in the
business processing engine (BPE) fixed inbound workflow.
Document acquisition engine (DAE) is no longer used.

= Target document logging still takes place at the end of the
BPE fixed outbound workflow

Non-repudiation in WebSphere Partner Gateway V6.1 is now defined with a new attribute
allowing a great deal of flexibility in which documents are non-repudiated. Non-repudiation
can be controlled by the source or target document, by partner, by document type, or any
combination. Non-repudiation is an attribute configured on the Document Definition at the
Package level. This attribute value can be overridden at sub-levels, such as Protocol or
Document Type, at a partners business-to-business capabilities and at a partner
connection. The document flow context will determine if the value applies to the source or
the target document. Source document logging is entirely performed in the Business
Processing Engine (BPE) fixed inbound workflow. The Document Acquisition Engine
(DAE) is no longer used. Target document logging still takes place at the end of the BPE
fixed outbound workflow.
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Non-repudiation example

Document Definition Context Attributes

e

Attribute Description Current Value Inheritance Upde
rT':me To Acknowledge in Time to Acknowledge a document request before resubmitting the request. 30 Locally Assigned I30
Number of times to resubmit document requests that have not received 2 ol
Retry Count scknowtedgement; 3 Locally Assigned I3
Non-Repudiation Required )Indicates if Non-Repudiation storage is required. Yes Locally Assigned IYQS 'l
T i i
AS Business Id AS Business Id to use in the AS Headers. No value provided No value provided p:f_::: e 1o bimine s

Document definition attributes © 2007 IBM Corporation

This slide shows the screen capture of the community console where you can set the Non-
repudiation Required attribute.
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Section

User defined attributes

b
i

Document definition attributes

This section covers the new user defined attributes.
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User defined attributes

= Can define handler attributes on the user exit configuration that is
global to where the user exit is configured to be used

= Ten new user defined attributes provide additional configuration
information to user exits that can be varied by the partner or document

= They are not tied to a specific user exit handler definition
* New attributes configured on the document definition can be overridden
at:
» sub-levels, such as protocol or document type
» a partners business-to-business capabilities
» a partner connection

= Attribute values are available after the business processing engine
(BPE) fixed inbound workflow

» Obtained from the partner connection look up step

There are user exit handler attributes that can be configured where ever the user exit is
configured to be used. For example, on a destination definition or in an action. User
defined attributes are defined on the document definitions and are not tied to any specific
user exit handler. The administrator has to know what user exit handler they will be used
with because they are defined at the Document Definition level and have the full
inheritance of any other document definition attributes. The partner connection to use is
determined in the document manager Business Processing Engine (BPE) fixed inbound
workflow. The attribute values will not be known until that time.
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Manage Document Definitions

User defined attribute example — To add

k Status Actions

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

B, 6, B, B B, B, 9

Click on the
Attributes button

2 3 4 Al
Package: AS

Package: None

Package: Backend Integration (1.0)
Package: N/A

Package: ebMS (2.0)

Package: RNIF (v02.00)

Document definition attributes

© 2007 IBM Corporation

Before a user defined attribute can be used, the attribute must be added to the Document
Definition that you want to use it with. The next couple of slides show the steps needed to
add user defined attributes and configure values for the attributes.

wpgv6l DocumentDefinition_Attributes.ppt

Page 10 of 17



IBM Software Group

Document Definition Context Attributes

User defined attribute example - before

Click on the
Attributes button

Welcome, Hub Admin

7" General | Ack Signature Encryption "Compression
Attribute Description Current Value Inheritance
Time To Time to Acknowledge a document request before 30 Locally
Acknowledge in min resubmitting the request. Assigned
Retry C t Number of times to resubmit document requests 3 Locally
Y oue that have not received acknowledgements. Assigned
Non-Repudiation Locally
Required Indicates if Non-Repudiation storage is required. Yes Assigned
a No value No value
AS Business Id AS Business Id to use in the AS Headers. provided provided

Save | Manage Document Definitions |

Document definition attributes

T

Update

Res«

if

Yes hd

There are no business ids associated
to this partner

© 2007 IBM Corporation

This screen capture demonstrates the ability to click on the Add attributes link.
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[T PIP Payload Binding Identifier

¥V User Attribute 1
T Uuser Attribute 2
[V User Attribute 3

[T User Attribute 5

[T User Attribute 6
[T User Attribute 7
[T user Attribute 8
[T User Attribute 9
[T User Attribute 10

[T FromGlobalPartnerClassificationCode

User defined attribute example — adding

Unique Id between the trading partners, when
For use in User defined exits.
For use in User defined exits.
For use in User defined exits.
For use in User defined exits.
For use in User defined exits.
For use in User defined exits.
For use in User defined exits.
For use in User defined exits.
For use in User defined exits.
For use in User defined exits.

Code identifying a partner's function in the sug

5

Document definition attributes

© 2007 IBM Corporation

Select the User Attributes that you want to use. There are up to ten predefined attributes

to select from.

wpgv6l DocumentDefinition_Attributes.ppt

Page 12 of 17



IBM Software Group

Document Definition Context Attributes

User defined attribute example - after

Welcome, Hub Administr

5
2

Attribute Description

Time To Time to Acknowledge a document request before
Acknowledge in min resubmitting the request.

Number of times to resubmit document requests

Retry Count that have not received acknowledgements.
Non-Repudiation &
Required Indicates if Non-Repudiation storage is required.

AS Business Id AS Business Id to use in the AS Headers.
User Attribute 1 ¥ use in User defined exits.
User Attribute 3 |7

use in User defined exits.

Current Value Inheritance

30

3

Yes

No value
provided

No value
provided

No value
provided

Locally
Assigned

Locally
Assigned
Locally
Assigned

No value
provided

No value
provided

No value
provided

Update
o
F
Yes -

There are no business ids associated

to this partner

—
—

« Add attributes -

Reset

Document definition attributes

© 2007 IBM Corporation

The values can be any text and is up to the user exit implementation. They can be
configured at the document definition, partners business-to-business capabilities or

partner connection.
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User defined attribute example — User exit code
In the User exit public process(Context ctx, BusinessDocumentinterface bdo) method

/I Getting the Source document attributes

String FR = BCGDocumentConstants.BCG_TPA_PREFIX_FROM;
String userfield1 = (String)bdo.getAttribute(FR + "bcg.ro.user.User01");
String userfield2 = (String)bdo.getAttribute(FR + "bcg.ro.user.User02");
String userfield3 = (String)bdo.getAttribute(FR + "bcg.ro.user.User03");
String userfield4 = (String)bdo.getAttribute(FR + "bcg.ro.user.User04");
String userfield5 = (String)bdo.getAttribute(FR + "bcg.ro.user.User05");
String userfieldé = (String)bdo.getAttribute(FR + "bcg.ro.user.User06"),
String userfield7 = (String)bdo.getAttribute(FR + "bcg.ro.user.User07");
String userfield8 = (String)bdo.getAttribute(FR + "bcg.ro.user.User08");
String userfield9 = (String)bdo.getAttribute(FR + "bcg.ro.user.User09");
String userfield10 = (String)bdo.getAttribute(FR + "bcg.ro.user.User10");

/I Getting the Target document attributes

String TO = BCGDocumentConstants.BCG_TPA_PREFIX_TO;

String userfield1 = (String)bdo.getAttribute(TO + "bcg.ro.user.User01");
String userfield2 = (String)bdo.getAttribute(TO + "bcg.ro.user.User02");
String userfield3 = (String)bdo.getAttribute(TO + "bcg.ro.user.User03");
String userfield4 = (String)bdo.getAttribute(TO + "bcg.ro.user.User04");
String userfield5 = (String)bdo.getAttribute(TO + "bcg.ro.user.User05");
String userfield6 = (String)bdo.getAttribute(TO + "bcg.ro.user.User06");
String userfield7 = (String)bdo.getAttribute(TO + "bcg.ro.user.User07");
String userfield8 = (String)bdo.getAttribute(TO + "bcg.ro.user.User08");
String userfield9 = (String)bdo.getAttribute(TO + "bcg.ro.user.User09");
String userfield10 = (String)bdo.getAttribute(TO + "bcg.ro.user.User10");

; . BL - :'ﬁ‘ \"‘

Document definition attributes © 2007 IBM Corporation

In the User Exit implementation of the public BusinessDocumentinterface process(Context
ctx, BusinessDocumentinterface bdo) method, obtain the necessary User defined attribute
values. Whether to obtain the source attributes or the target attributes and of those
attributes which ones to obtain depends on your implementation of the User Exit.
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Section

Summary

Document definition attributes © 2007 IBM Corporation

This section discusses the summary.
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Summary

= Non-repudiation
» Is now configured on a document definition attribute.

» Will apply to either the source or target document just like
the other attributes.

» Allows for control as to when to log the document.

= User defined attributes

» Provide additional configuration capability for user exit
handlers.

» They are a document definition attribute and so have the
normal behavior as other attributes.

» How they are used is up to the user exit.

O ~ %

Document definition attributes © 2007 IBM Corporation
This presentation covered the changes made for configuring the Non-repudiation and User
defined attributes in WebSphere Partner Gateway V6.1. Non-repudiation is now
configured at the document definition level as an attribute and can be overridden at the
packaging, business-to-business capability or the connection level. User defined
attributes provide additional configuration capabilities for user exit handlers. They are a
document definition attribute and have the same behavior as other attributes.
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Trademarks, copyrights, and disclaimers

The following terms are trademarks or registered trademarks of International Business Machines Corporation in the United States, other countries, or
both:

IBM ‘WebSphere

Product data has been reviewed for accuracy as of the date of initial publication. Product data is subject to change without notice. This document
could include technical inaccuracies ortypogr:jphlcal errors. IBM may make improvements or changes in the products or‘gmgrarns described herein at
any time without notice. Any statements ing IBM's future direction and intent are subject to change or withdrawal without notice, and represent
goals and objectives only. References in this document to IBM products, progbrams or services does not im| lhat IBM intends to make such products,
programs. or services available in all countries in which IBM operates or does business. Any reference to an | nogram Product in this document is
not intended to state or imply that only that program product may be used. Any functionally equivalent program, that oes not infringe IBM's intellectual
property rights, may be u: instead.

&fomgﬂu%nmmded "AS IS" without warranty of any kind. THE INFORMATION PROVIDED IN THIS DOCUMENT IS DISTRIBUTED "AS 1S"

/ARRANTY, EITHER EXPRESS OR IMPLIED. IBM EXPRESSLY DISCLAIMS ANY WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE OR NONINFRINGEMENT . IBM shall have no nasponmbllrty to update this information. IBM products are
warranted, if at all, accordingto the terms and conditions of the agreements (for example, IBM Customer Agreement, Statement of Limited Warranty,

International Program License Agreement, etc.) under which they are provided. Information concerning non-IBM products was obtained from the
suppliers of those products, their published announcements or other publicly available sources. IBM has not tested those products in connection with
this publication and cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM products.

IBM makes no representations or warranties, express or implied, regarding non-IBM products and services.

The provision of the information contained herein is not intended to, and does not, grant any right or license under any IBM patents or copyrights.
Inquiries regarding patent or copyright licenses should be made, in wrmng to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
USA

Performance is based on measurements and projections using standard 1BM benchmarks in a controlled environment. All customer examples
described are presented as illustrations of how those customers have used IBM products and the results they may have achieved. The actual
throughput or performance that any user will experience will vary depending upon considerations such as the amount of multiprogramming in the user's
job stream, the 1/0 configuration, the storage configuration, and the workload processed. Therefore, no assurance can be given that an individual user
will achieve throughput or performance improvements equnralem to the ratios stated here.

© Copyright International Business Machines Corporation 2007. All rights reserved

Note to U.S. Government Users - Documentation related to restricted rights-Use, duplication or disclosure is subject to restrictions set forth in GSA
ADP Schedule Contract and IBM Corp.
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