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IBM® WebSphere® Application Server V7— LAB EXERCISE

WebSphere Application Server security domains
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What this exercise is about

Security domains are a new element of WebSphere Application Server version 7 that allow administrators
to define multiple security configurations for use in a single cell or application server. By default, all
administrative and user applications in WebSphere Application Server use the same global security
configuration. For example, a user registry defined within global security is used to authenticate users for
every application in the cell. By default, this behavior is the same as it was in previous releases of
WebSphere Application Server. Using security domains, you can create additional security configurations
if you want to specify different security attributes for some or all of your user applications.

For example, you can define different settings (such as a different user registry) for user applications than
for administrative applications. You can also define separate security configurations for user applications
deployed to different servers and clusters. The application server in this exercise has administrative
security enabled, and is configured to use the standard file based user registry in the federated repository.
Using security domains, this exercise configures the user applications within the stand-alone application
server to use a different user registry (local operating system) for application level security than the user
registry defined for the global security settings (file based).

Although this exercise would be more interesting in a federated environment, the basic concepts of
security domains can be easily demonstrated using a stand-alone application server. This is done by using
the global security settings for administrative logins and configuring a new security domain for the user
applications. The new security domain in the case includes a mapping of the application server to
application security and a local operating system user registry. In a federated environment, for example, it
would be possible to use the exact same concepts to enabling Java 2 security for some application servers
and not others.

Lab requirements

The list of system and software required for the student to complete the lab.
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« A system that meets that requirements for running WebSphere Application Server Version 7.0, with
approximately 500 MB of disk space for creating profiles

e The most current version of WebSphere Application Server V7.0

< An application server profiles with administrative security enabled, and with the administrative console
and the default application deployed.

What you should be able to do
At the end of this lab you should be able to:
* Create new administrative console users
 Map administrative console users to security roles
e Create and configure Administrative Authorization Groups

< Map Administrative Authorization Groups to both scopes and specific console users

Introduction

WebSphere Application Server Version 7 introduces security domains, allowing administrators to define
multiple security configurations for use in a single cell or application server.

This exercise goes through the process of configuring a new security domain using the administrative
console. This security domain includes the definition for enabling application security and using the local
operating system as the registry. It maps the security domain to the user applications within the application
server. This has the effect of leaving the global security settings (including the file based user registry)
active for the administrative console, but enabling the use of the local operating system registry for user
application authentications.

This lab is divided into the following parts:
Part 1: Configure local operating system user registry

This first part of the exercise creates a new local operating system user ID named “wslocalos”. This user
exists only in the local operating system registry and does not exist in the file-based federated repository.
Later in the lab, when the security domain is validated, this user is used to verify that the alternate user
registry is used.

Part 2: Create new security domain

This section creates the actual security domain called “ApplicationDomain” and scopes it to the application
server. It then configures this security domain to enable application security and use the local operating
system as the user registry.

Part 3: Test new security domain

This part of the lab verifies that the new security domain is functioning as expected. This is done by
verifying that although wsdemo can authenticate to the administrative console, it can not authenticate to
the snoop servlet. Finally, this section verifies that wslocalos can authenticate to the snoop servlet but not
to the administrative console.
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Exercise instructions

Instructions and subsequent documentation use symbolic references to directories which are listed as

follows:
Reference Location ST T | ocation
Variable

<WAS_HOME> C:\Program Files\IBM\WebSphere\AppServer ~ 0 Jopt/WebSphere/AppServer
ETTEN/us1/WebSphere/AppServer

<TEMP> C:\temp Itmp

<hostname> Host name or host address for the machine Host name or host address for the

where the profiles are being created machine where the profiles are being

created
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Part 1: Configure local operating system user registry
This exercise configures WebSphere Application Server to use the local operating system user registry as
part of a security domain mapped to the user applications. As such, a local user will be needed to test
access to the user applications. This part of the lab creates a user named wslocalos and defines it as the
primary user for the local operating system registry.
1. Start by ensuring that the application server is running.

2. Open an administrative console and verify that administrative security is enabled.

":_) Integrated Solutions Console - Mozilla Firefox

File. Edit Wiew Go Bookmarks Tools  Help

= =3 e
@ - LL"'" - @ I__._I @ ||_i https:/ fwas7hosk01: 9043 ibm/consalesecurefsecurelogon. do

Integrated Solutions Console Welcome wsdemo Help Lagaut

Call=was7ho

Close page &
| Wiew: |AII tasks i—

Welcome
Guided Activities Global security
Servers Use this panel to configure administration and the default application security policy, This security configuration applies t
functions and is used as a default security policy for user applications. Security domains can be defined to override and c
Applications applications.
Security Configuration Wizard Security Configuration Report
Resources 2 < | Y 2 B
Administrative security Authentication
W B Feabil s i St S it fioauser ralas Authentication mechanisms and expiral
Administrative Authorization Groups A
S5L certificate and key management Administrative suthentication C kerberos and LTPA
Security auditing Eerberos configuration
BfsisariHiny Application security  gwpam (deprecated): Mo authentics

Authentication cache settings

Enwvironmant

O Enable application security

System administration Web and SIP security

Users and Graups Java 2 security RMIfIICP security 1
Manitering and Tuning r Use Java 2 security to restrick application access to local resources Jawa Authentication and Authorizatic

[ Troubleshooting It Warn if applications are granted custorn permissions C Uze realm-gqualified user names

Service integration i Restrict access to resource authentication data

uppI
B Security demains
User account repository
External authorization providers o]
Current realm definitinn
| | »l4] | »
| Dore wasThostD1:9043 (=)

___a. If administrative security is not enabled, enable it and restart the server.
3. Create a local operating system user ID.

__a. on ™™ open a command window and execute the following command:
net user wslocalos wsdemopassword /add

Note: On m use the local operating system tools to create a user.
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Configure the local operating system user registry to use the new wslocalos user. This will be used

for the application security once the security domain is defined in the next part of the exercise.

___a. Inthe administrative console, open the Global security page.

___b. Select Local operating system from the Available realm definitions pull down and click

Configure.

Integrated Solutions Console Welcome wsdemo

Help

Logout

=l

| View: IAII tashks

Welcome
Guided Activities

B Security

Servers
Applications
Services

Resources

Global security
Security domains
Administrative Suthorization Groups
SSL certificate and key managemeant
Security auditing
Bus Security

Environment

System administration
Users and Groups
Manitaring and Tuning
[ Troubleshooting
Service integration

DDl

1

Global security

Use this panel to configure administration and the default application security policy, This security configuration applies to the =
administrative functions and iz used as a default zecurity policy for user applications, Security dornains can be defined to averri
policies far user applications,

Security Configuration Wizard Security Configuration Report

Administrative security Authentication

T T e Authentication rechanisms and expiration

Administrative group roles
Administrative authentication

2 Enable administrative security

o LTPA

€ Kerberos and LTPA
Kerberos configuration

Application security ' Swam (deprecated): No authenticated cor

[ Emable application security Wweb and SIP zecurity

RMIIICP security

Java 2 security Java Authentication and Authorization Ser

r Usze Java 2 security to restrick application access to local resources r
Use realm-qualified user names

13 ‘Warn if applications are granted customn perrnissions

I_ Restrict access to resource authentication data
Security domains

Euternal authorization prowiders

User account reposibory

i Custom properties
Current realm definition

Federated repositories

=~
=

ilable realmn definitions

set as current

erated repositories

Federated repositories

operating = |
Standalone LDAP registry

| Standalone custorn registry I

s

| Done

localhost:9043 &8 2
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c. Enter wslocalos in the Primary administrative user name field and click OK.

Genearal Properties

% Prirmary administrative user name
|w5|u:|ca||:|5

Server user identity

= Autarnatically generated server identity

o Server identity that iz stored in the repository

Custormn properkies

Selact | Mame Value [ew

r | | Delete

Apply Reset | Cancel |

d. Save the changes.
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Part 2: Create new security domain

The next step is to create the security domain, which defines serverl as having application security turned
on as well as using the local operating system for the user registry. Note, that this security domain does
not include the administrative functions like logging into the administrative console. The administrative
security definitions still fall under the global security settings.

1. Create a new security domain.
___a. Inthe console, under Security, click Security domain.

___b. Click Copy Global Security to create the new group which based on the Global Security
settings.

Security domains FE

Security domains

Security domains provide a mechanism to use different security settings for administrative
applications and uszer applications, They alzo provide the ability to zupport riultiple security
settings so different applications can use different security attributes like user registry or login
configurations,

Preferences

Mew | Delate Copy Selected Damain... I Copy Global Security... | }
™

Ealli

Selact Mame

.
e

Eas
ot

Crescription
Mone

Total O

___c. Enter ApplicationDomain for the Name and enter an appropriate Description.
Security domains rE

Security domains = New

Use this panel to provide a name and description for the security damain, Once vou apply
the narme, you can modify the security attributes of this dormain and azzign it to cell
resources,

* Marme
|App|icatinnDnmain

Crescription
|ﬁx zecurity dorain for the applications in zerverl

Reseat Cancel

__d. Click OK and Save the changes.
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___e. Click ApplicationDomain within the list of security domains.
Security domains wE

Security domains

Security dormains provide a mechanizm to use different zecurity settings for administrative
applications and user applications. They alsa provide the ability to support multiple security
zettings so different applications can use different zecurity attributes like uzer regiztry or lagin
configurations,

Preferences

Mew | Delets Copy Selacted Dorain.. Copy Global Sacurity..,
b | [+
fer
Select Marme o Deszcription

You can administer the following resourcas:

N ‘ ApplicationDormain ’ A zecurity darmain for the applications

in zerverl

Total 1

___f. Fully expand all of the assigned scopes and select serverl.

Assigned Scopes

Azsign the security darmain to the entire cell or zelect the
specific servers, clusters, and service integration buszes to
include in thiz security dornain,

Show:
| All rezources v||

B can
= Clustars

none
= Service integration buses
none
= Modes
= was7host00Mode0l

= Servers

Note: There are numerous other possible scopes that would be much more interesting in a federated
environment. It is possible to define separate security domains for different parts of a cell. For example,
you can define only some resources to enforce Java 2 security while others have it disabled.
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___g. Under the Security attributes, expand Application Security. At this point you can choose to
accept the settings define by the global security definitions, or you can customize the
settings for this domain. In this case, ensure that Customize for this domain is selected
and then check the box for Enable application security.

Securty AtbHibutes

B Application Security: Custormized

 yse global security settings

Do not use realm-gualified user names
Do not enable application security
Lo not use Java 2 security to restrick application access to local resources

@ Customiza for this domain

( F Enable application security )

___h. Next, expand the User Realm portion. Ensure that Customize for this domain is selected
and then select Local operating system from the pull down.

B User Realm: Customized - defaultWIMFileBasedRealm

C Use global security settings

C Custornize for this dormain
Realm type
|§Ln:n:a| operating systerm LI Configure... |

___i. Before clicking OK, verify that the serverl scope is checked, Enable application security
is also checked, and that Local operating system is selected. Then click OK and Save the
changes.

2. Restart the application server for the changes take effect.
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Part 3: Test new security domain

With the new security domain configured, the wsdemo user still has the ability to log into the console. This
is because wsdemo is defined in the file based federated user repository being used by the global security
settings. Since the new security domain enabled application security for serverl, accessing the snoop
servlet requires the user to authenticate.

Using wsdemo (defined ONLY in the file based federated user repository) for authentication to snoop fails
since it is not defined in the registry that is configured as part of the security domain (local operating
system registry). Authenticating to snoop using wslocalos succeeds because that user exists in the local
operating system registry. On the other hand, trying to authenticate to the console using wslocalos will fail
since that user is not defined in the file based federated user repository (and it would also need to be
further defined as a console user).

This section of the lab verifies that administrative logins use the global security user registry and that the
application logins use local operating system registry as defined by the new security domain.

1. Log into the administrative console as wsdemo.

___a. Once the application server has finished restarting, log in to the administrative console
using the wsdemo user.

___b. Logout from the console and try logging in as wslocalos. This should fail since wslocalos
does not exist in the federated repository. As a reminder, the password that you configured
for the wslocalos ID is wsdemopassword.

Integrated Solutions Console Integrated Solutions Console

Welcome, enter your information.
User ID:

I-.‘-Elc:alcs

e —— @ Login fziled. Check the user ID 2nd paszward =nd try 2g2in
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2. Verify access to the snoop application.

___a. Open a new browser and enter the following URL:
http://localhost:9080/snoop

__b. In the authentication window, enter wslocalos in the User name and wsdemopassword
for the Password.

Connect to localhosk

The server localhost at Default Realm requires a username
and password,

Warning: This server is requesking that yaur username and
password be sent in an insecure manner (basic authentication
withaout & secure conneckion),

User name: I € wslocalos hd |

Passwaord: I sesens

[~ Remember my password

Snoop Servlet - Request/Client Information

Requested URL:

|http:-".-'10ca]h05t:9080.-"5n00p

Servlet Name:

|Sn0c+p Servlet

___C. Close the browser and open a new browser. Connect to the same URL and attempt login
using the wsdemo user. This should fail since wsdemo does not exist in the local operating
system.
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What you did in this exercise

In this lab you learned about the security domain feature in WebSphere Application Server Network
Deployment V7. You created new local operating system users and configured the local operating system
registry to use that user. You created the actual security domain and mapped it to the user applications.
Finally, you verified that the access controls that were added did what was expected.
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