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IBM® WebSphere® Application Server V7 — LAB EXERCISE

Fine-grained administrative security
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What this exercise is about

The objective of this lab is to understand the new fine-grained access controls in the administrative
console. This new functionality means that it is now possible to have different administrative console users
have rights not just to the whole application server or cell, but to only specific parts of the application
server or cell. For example, it is now possible to grant administrative console access for one user for a
particular application server or node within a cell, but limit their access to different parts of the cell. This
could be interesting in situations where multiple groups have applications within the same cell.

Previously, it was only possible to map an administrative user to a specific user role for the whole
application server or cell. This meant that if an administrative user had access to any part of the
environment, they had access to the whole environment.

This new functionality in WebSphere Application Server V7 is configured through the use of Administrative
Authorization Groups. These groups map specific scopes or objects to console users and roles, thus
allowing those users that role access to those specific objects. When the console users attempt to access
other objects for which they do not have fine grained access configured, they only have the same access
role level that was defined for them at the global level. That means that when new console users are
created, they need a minimum of Monitor access at the cell or application server level. Then, the
Administrative Authorization Groups can grant them additional rights to specific parts of the environment.

This exercise demonstrates this functionality using a stand-alone application server, and grants

administrative access to two console users to different enterprise applications. But, the same concepts can
be applied at the cell level, granting access to many different types of objects.

Lab requirements
The list of system and software required for the student to complete the lab.

« A system that meets that requirements for running WebSphere Application Server V7, with
approximately 500 MB of disk space for creating profiles
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e The most current version of WebSphere Application Server V7

< An application server profiles with administrative security enabled, and with the administrative console
and the default application deployed.

What you should be able to do
At the end of this lab you should be able to:
e Create new administrative console users
e Map administrative console users to security roles
e Create and configure Administrative Authorization Groups

< Map Administrative Authorization Groups to both scopes and specific console users

Introduction

WebSphere Application Server Version 7 introduces Administrative Authorization Groups. These groups
allow administrators to define fine grained access within the administrative console. This lab demonstrates
this new functionally with a simple example in a stand-alone application server. These same concepts can
be applied to much more complex scenarios in a federated environment.

This lab is divided into the following parts:
Part 1: Create administrative users

This part creates two new administrative console users called adm1 and adm?2. These users are mapped
to the Monitor administrative user role.

Part 2: Setup the Administrative authorization groups

This section creates the Administrative authorization groups and maps them to specific objects. In this
case, the group called App1l is mapped to the DefaultApplication and group App2 is mapped to the ivtApp.
The groups then have administrative users and roles assigned to them. User adm1 is assigned
administrator role access to the Appl group, and user admz2 is assigned administrator role access to the
App2 group.

Part 3: Test the fine grained access

Using the administrative console and logging in as both adm1 and adm2, the fine grained access defined
in Part 2 is verified.

Exercise instructions

Instructions and subsequent documentation use symbolic references to directories which are listed as
follows:
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Reference Variable

RIITT™ Location

ST BT | ocation

where the profiles are being created

<WAS_HOME> C:\Program Files\IBM\WebSphere\AppServer lopt/WebSphere/AppServer
BITTEN/us1/WebSphere/AppServer

<TEMP> C:\temp ltmp

<hostname> Host name or host address for the machine Host name or host address for the

machine where the profiles are being
created
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Part 1: Create administrative users

In order to configure and test fine grained access control in the administrative console, two administrative
users are needed. These users are then assigned rights to different objects within the application server.
Finally, the fact that the rights are limited to only certain object is tested. This part of the exercise creates
the users and grants them monitor access to the application server.

1. Start by ensuring that the application server is running.

2. Open an administrative console and verify that administrative security is enabled.

":_) Integrated Solutions Console - Mozilla Firefox

File. Edit Wiew Go Bookmarks Tools  Help

= =3 e
@ - LL"'" - @ I__._I @ ||_i https:/ fwas7hosk01: 9043 ibm/consalesecurefsecurelogon. do

Integrated Solutions Console Welcome wsdemo Help Lagaut

Cell=was7h

Close page &
| Wiew: |AII tasks i—

Welcome
Guided Activities Global security
Servers Use this panel to configure administration and the default application security policy, This security configuration applies t
functions and is used as a default security policy for user applications. Security domains can be defined to override and c
Applications applications.
BT — : S
Security Configuration Wizard Security Configuration Report
Resources 2 < | Y 2 B
(] Security Administrative security Authentication
; . W B Feabil s i St S it fioauser ralas Authentication mechanisms and expiral
L . — Administrative qraup rales ® LTpa
Administrative Authorization Groups
S5L certificate and key management Administrative suthentication C kerberos and LTPA
Security auditing Eerberos configuration
Bus security Application security

 gwpam (deprecated): Mo authentics

Environment futhentication cache settings

O Enable application security

System administration Web and SIP security

Users and Graups Java 2 security RMIfIICP security 1
Manitering and Tuning r Use Java 2 security to restrick application access to local resources Jawa Authentication and Authorizatic

[ Troubleshooting It Warn if applications are granted custorn permissions C Uze realm-gqualified user names

Service integration i Restrict access to resource authentication data

uppI
B Security demains
User account repository
External authorization providers o]
Current realm definitinn
| | »l4] | »
| pone | was7hostol:o043 5

___a. If administrative security is not enabled, enable it (using a file-based user repository) and restart
the server.

3. Inorder to test the fine grained access control, create two new console users.

___a. Using the administrative console, log in as user wsdemo with a password of wsdemo. Expand
Users and Groups and click on Manage Users.

___b. Click Search to verify that the new users do not already exist.
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Search for Users
Search by #gearch for #* Maximum results

fuserio | j1o0

2 users matched the search criteria,

| Create... | | Delete ||Se|ect an action... ;I |

Select| User ID | First name | Laszt name | E-rnail | Unigue Marme

|_ wsderno wsdermo wsderno uid=wsdero,o=defaultWwIMFileBasedRaalm
Page 1 of 1 Total: 1

__c. Click Create to add the new users.

__d. Enter adml for the User ID. Create a First and Last name, and enter wsdemo for the
passwords. Then click Create.

Create a User

#Uzar ID

Iadml | Group Membership
#First name #Last name

I&dminl ILIser

E-rnail

*Ppazzword * Confirm password
I****** I******

:| | Cancel |

___e. Onthe next screen, click Create Like in order to create the second admin user that will be

needed.

The user was created successfully,
adrnl

Create Like Claze
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___f. This returns you back to the Create a User screen with some of the fields already filled in.
Change the User ID to adm2 and change the names if you want. Then enter wsdemo for the

passwords and click Create.

Create a User

#User ID

admz Group Membership
#First name #Last name

Adrin2 Uszer

E-rnail

#Ppaszword # Confirm password
A ek ok ok o ok

| | Cancel |

___g. Click Close since no more administrative users will be required.

4. Now that the administrative users have been created, they need to be mapped to Administrative
user roles.

NOTE: In the next part of the exercise, adm1 and adm2 will have fine grained access configured so that
they each have access to only specific enterprise applications. But, in order for these console users to be
able to do anything useful, they also need a minimum of Monitor role access at the application server or

cell level.

___a. In the administrative console, under Users and Groups, click Administrative user roles.

__b. Click Add.
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___c¢. Under Roles, scroll down and select Monitor. Next, click the Seach button to display the list of
known administrative users. Select both adm1 and adm2 and click the right arrow to move
them to the Mapped to role list.

Administrative user roles rE

Adminisbr-ative user roles = User

Uze this page to add, update or to rermmove administrative roles to users, Aszsigning
adrinistrative roles to users enables them to administer application servers through the
administrative conszole or through wsadmiin scripting.

# Raolel(s)
Caonfigurator
Deplayer

Search and Select Users

Decide how many results to display, enter a search string (use * for wildcard), and click
Search. Select users from the Available list and add therm to the Mapped to role list
Users which have already been mapped to a role will not be returned in the search
results,

Search string

|* Search

Maxirmum results to display |20

Available Mapped to rale
adrml I

wsdermo &

adm2

- -,

Selact All | Desealac All | Select All Dezelad All

Reset | Cancel |

___d. Click OK and Save the changes.
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Part 2: Setup the administrative authorization groups
1. Inthe administrative console, click Administrative authorization groups under Security.

2. Click New to create a new Administrative authorization groups. These groups will be used to
map the fine grained access to the users created in the previous Part of this exercise.

3. Enter Appl for the Name. Under Resources, Expand all of the entries and the subentries. Under
Business-level Applications, check the box for DefaultApplication.

General Properties

# Mame
|A|:||:|1

Resources
Show:
| All scopes [l

= Clusters
none

H gusiness-leval applications

I:lquer',r

v Defaulttpplication

Assets

Appli:atinn;
Nodes

Node groups

4. Click Apply.
5. Onthe right, under Additional Properties, click Administrative user roles.

6. Click Add to map the console user to the administrative authorization group.
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7. Select the Administrator Role, then click Search to show all known users. Select adm1 and then
click the right arrow to move the user ID from Available to Mapped to role.

Administrative authorization groups > Appl > Administrative user roles > User

Use this page to add;, update or to remove administrative roles to users, Assigning
administrative roles to users enables them to administer application servers through
the administrative console or through wsadrmin scripting.

# Role{s)

Deployer

Search and Select Users

Decdde how many results to display, enter a search string (use * for wildcard), and
clich Search, Select users from the Available list and add ther to the Mapped to role
list. Lsars which have already baen mapped to a role will not be returmad in the
search results.

Search string
[* Search

Maxirmurn rezults to dizplay |20

Auailable
Gy o=

adrm

wsdemao ‘

- -

Select All | | Dasalact All | Select All | Dasalact All

ok | | Reset | | Cancel |

8. Click OK.
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9. Return to the Administrative authorization groups page and repeat the steps above and create the
Administrative authorization group called App2, and map it to ivtApp and the adm2 user.

General Properties

Hame
Fpp2

Resources
Show:

e Clustars

= applications

r-. JLIaF

Defaulttpplication (Appl)
E‘H-:-dn:
Eﬂhdd groups

Apply | QK | Fasat Cancel |
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10. Make sure to map the adm?2 user to the new authorization group.

Administrative authorzation groups > App2 > Administrative user roles > User

Usge this page to add, update or to remove administrative roles to users. Azsigning
adrministrative roles to users enables them to administer application servars through

the administrative conscle or through wsadmin seriptina.

+ Rolels)

Adrmin Se cutlti Mana ier -

Configurator
Deplayer -

Search and Select Users

Decide how many results to display, enter a search string (use * for wildcard), and
click Search, Select uzers frorm the Available list and add ther to the Mapped to role
list. Users which have alraady been mapped to a role will not be retumed in the

search results,

Search string

|* Search

Maxirmnum results to dizsplay (20

Available
admi -
wedemo

-

Salact Ail I Iﬁnrlltdz all |

ok | | Reset | | Canceal ]

11. Click OK and Save the changes.

Selact all

Mapped to rola

Daselect All

12. Now that the users have been created and appropriately configured, restart the application server
so that the changes take effect.
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Part 3: Test the fine grained access control

Now that the new administrative console users have been created, and the administrative authorization
groups have been added and mapped to two different applications, access by the users to the applications

needs to be verified.

1. Open a new administrative console and log in as adm1 with a password of wsdemo.

Integrated Solutions Console

Log in to the console.
Lhser ID:

Iadml

Passwaord:

|Hur o

[Log in]

2. Once logged in, browse through various parts of the console. Notice that the adm1 user has

monitor rights to most areas. But, also notice that the adm1 user has administrative rights to only
one of the business-level applications. Expand Applications > Application Types > Business-
level applications to verify that user adm1 only has administrative authority on the
DefaultApplication.

View: [ All tasks

=

Welcoma
Guided Activities
Servers
= Applications

= Application Types

WehSphere enterprise applic

Services

Resources

Security

Environment

System administration
Monitoring and Tuning
Troubleshooting
Service integration

UBDI

\_ |

Business-level applications

Use this page to manage business-level applications. A business-level application Is a configuration that represents
any artifacts that the application needs to run. Artifacts typlcally Include Java(TM) Platform, Enterprise Editlon (Java
EE) applications or modules, shared libraries, data files, or other business-level applications.

Preferences
| étart ..Smp [ Déléte
dobek | by
i

| Select | Name 2 | Description 2 Status ¢

b
You can administer the following resources:

[ | Defaultdpplication

You can maonitor the following resources:

&

| 1BMUTC

[] | PlantsByWebSphere

1 | SamplesGallery

[ |ltapp
| guery

& @ % ®|

Total &

Note: You will only see the IBMUTC, PlantsByWebSphere, and SamplesGallery applications in the list
above if you chose to install the sample applications. If you do not see those applications listed, it is not an
error. It just means that you did not install the samples.

3. Atthis point, log out from the console and log back in as adm2 with the password of wsdemo.
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4. Again, browse through various parts of the console and notice that this user only has monitor

access. Go to the enterprise application list and notice that this user has administrative access to
the ivtApp, but not DefaultApplication.

Integrated Solutions Console Welcome adm2

Help Logout

| Views: IAII tasks

Welcome
Guided Activities
Servers
E applications

Bl application Types

Business-level applications
Hszets

Services

Rezources

Security

Environment

System administration
Manitoring and Tuning

Troublashooting
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led3Cell, Profile=fine

Enterprise Applications

Usze this page to manage installed applications. A single application can be deploved anto rultiple servers,

Praeferances

Start | Stap | Uninsztall Update || Rollout Update Remove File Expart | Export DDL Expart Fila |
k| 1y
e T
| select Marne 7 L Application Status Q

rou can administer the following resources:

& ivtApD o

ou can monitor the following resourcas:

Cefaulttpplication 3
uer 3

Total 3

5. Logout of the console.
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What you did in this exercise

In this lab you learned about the new fine grained access control in WebSphere Application Server
Network Deployment V7. You created new administrative console users and mapped them to the new
administrative authorization groups that were created. Finally, you verified that the access controls that

were added did what was expected.
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