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Goals

�Understand Security settings for the Service 
Integration Bus and its components

� Learn how the security components of Service 
Integration Bus provide end-to-end security for 
sending and receiving messages via the Service 
Integration Bus 

�Prerequisite

�WebSphere Application Server V6 Security Architecture
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Agenda

�Service Integration Bus Security

�Wsadmin tasks to configure Service Integration 
Bus Security

�Problem Determination

�Summary
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Service Integration Bus ResourcesService Integration Bus Resources
SecuritySecurity

Section
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Service Integration Bus Security Overview

� Security coverage is as follows:

1. Authentication and authorization of 
users, when connecting to a bus 
and when using the bus resources

2. Secure communication transports 
(SSL, HTTPS) between the client 
and messaging engine (ME) and 
between messaging engines

3. Authentication of messaging 
engines joining a bus

4. Authentication of message store 
(database) users

� Message Security administration 
is done through wsadmin task 
commands

Service Integration Bus

Server A

ME

Server B

ME

Producer Client

1

2

3

4

2

23
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Service Integration Bus Resources

� Bus

� Foreign Bus

� Destination

�queue

�topicSpace

�foreignDestination

�webService

�ports

�alias

�Temporary Destination

� Topic 

�Root – top level of Topic hierarchy

�Any topic down the hierarchy
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Messaging Security: 
Authentication/Authorization
� Authentication occurs when client creates a connection to 

Service Integration Bus resources

�User ID/password are authenticated using the configured User 

Registry of the Application server

� Once authenticated, authorization occurs

�Checks if the user has permission to access the resources

� Authorization is done for the following access/operation:

�Connecting to a bus 

�Accessing a destination 

�Accessing topics

�Creating a temporary destination

�Accessing a foreign bus
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Messaging Security and Role Based Security

� To enable messaging security 
�Global security must be on

�Turn on security on Service Integration Bus, where needed
� Administrative Console: Service Integration � Buses � <Your Bus> � General Properties

� Once on, it applies to the entire bus and its resources

� Users/groups who connect to a bus must have permission to carry out 
any operations on the bus resources
�Accomplished by assigning users/groups to the appropriate pre-defined role 

or roles

� Simple Role based Authorization scheme – similar to Java™ 2 
Enterprise Edition (J2EE) Role based authorization
�A role contains the authorization permission required to perform a given 

operation

�Assign user/group to the Role - this grants the user/group all of the 
permissions that the role contains

�User/group have to be defined in the appropriate Authentication User Registry 
(Local OS, LDAP or Custom Registry)



WASv6_Sec_SIBus.ppt Page 9 of 31

IBM Software Group

9

Service Integration Bus Security © 2004 IBM Corporation

Pre-defined Roles for Messaging Security

� Two special groups (similar for J2EE Applications) can be used to 
assign to any of the pre-defined roles:

�AllAuthenticated - contains all authenticated users

�EveryOne - contains all users, authenticated or not

To connect to the busBus, Foreign BusConnector

For message producer to connect to send 

messages or send a message from a 
Service Integration Bus to foreign bus

Foreign Bus, All Destination typesSender

For message consumer to connect to 

receive message (destructive-read)

All Destination types (except foreign 

Destination)
Receiver

For message consumer  to connect to 

receive message (non-destructive-read)

All Destination types (except Topic 

space and foreign Destination)
Browser

To create temporary Destination from the 
queue destination

Queue Destination Creator

Foreign Bus, All Destination types and 
Topic Root

ContextKeeper

Applicable Service Integration 
Bus Resources

PurposeRoles
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Service Integration Bus Resources and 
Applicable Roles

Sender, ReceiverTopic

Sender, Receiver and ContextKeeperTopic “Root”

Sender, Receiver, Browser, ContextKeeperDestination - alias

Sender, ContextKeeperForeign Bus

ConnectorBus

Sender, Receiver, ContextKeeperDestination - topicSpace

Sender, Receiver, Browser, Creator, ContextKeeperDestination - Web Service

Sender, ContextKeeperDestination - foreignDestination

Sender, Receiver, Browser, Creator, ContextKeeperDestination - port

Sender, Receiver, Browser, Creator, ContextKeeperDestination - queue

Allowed Role Names for specific operations Destination type
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Additional Authorization Information

� Bus
�If a user (from a local bus) wants to send a message to a destination in a 

foreign bus, the user must also be authorized to access the foreign bus 
(discussed later)

� Destinations
�Can assign default permission on all local destinations at the Bus level. All 

Destinations inherit those permissions or the inheritance can be turned off

�In the case of local destinations where the inheritance of defaults is allowed, 
the default permissions are added to local permissions specified on an 
individual destination

�When a message is routed to multiple destinations using the Forward Routing 
Path, the user’s authorization should be checked each time the message is 
forwarded on to its next destination

�Reverse Routing Path does not require any authorization checks itself but 
might become the Forward Routing Path of a return message



WASv6_Sec_SIBus.ppt Page 12 of 31

IBM Software Group

12

Service Integration Bus Security © 2004 IBM Corporation

Authorization: Topic Space and Topics

� Topics are contained in a topic space (a type of destination)

�Can have more than one independent topic spaces within a bus

� Within a topic space, topics are organized into hierarchies 
based on the topic names

�More than 1 topic hierarchy can exist within the topic space – all of 

them are joined at a virtual “root” (created when topic space is 

created)

�Topic inherits roles from its parent, unless you explicitly block the 

inheritance

�If required, you can disallow the role inheritance or define new roles 

for any topic in the hierarchy

� Topic does not need to exist, when you define roles for it
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Configuring JMS Connections

�When a JMS client connects to a bus, the 
username and password must be correctly 
configured

�Component managed – specified by the application

�Connection Managed – specified in the connection 

factory used to create the connection to the bus

�Configuring JMS Connections is covered in the 
J2C Security presentation
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Messaging Engine (ME) joining a secure Bus

� When Messaging security is enabled, only authorized 

messaging engines are allowed to join a bus

� How:

�Set the Inter-engine authentication alias property to specify a user 

ID/password used for authentication of ME joining the bus 

�If Mediations are used, set the Mediations authentication alias 

property to specify a user ID and password for mediations that access 

the bus

�If SSL is required, configure the SSL certificate stores to restrict who 

can make an SSL connection, and hence join the bus
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Access Control for Multiple Buses

� Buses can exchange messages securely with 
each other (within the same cell or different cell) 
and with WebSphere MQ

� When a message is sent to a destination in a 
foreign bus, the access control check consists of 
two stages: 

1. When message is send, check is performed if the 

sender has permission to access the foreign bus

2. When the message enters the foreign bus, a check is 

performed to ensure that the sender has the permission 
to access the destination of the foreign bus 
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Access Control for Multiple Buses - Process

� A proxy definition of the foreign destination itself or a definition of the foreign 
bus is defined in WebSphere and it contains security permission attributes
�The permissions that are associated with a foreign destination are used to control 

access to the foreign bus when that destination is the target destination on the foreign 
bus. 
� This enables you to give users permission to send messages to some destinations on a foreign bus, but not 

others

� When the message enters the foreign bus, the sender’s permissions to access 
the destination are checked
�Check is based on the user ID that is stored in the message

� If the user ID in messages entering or leaving the foreign bus is replaced by values 
specified by the Inbound user ID or Outbound user ID properties, the check is 
performed on the Inbound or Outbound user ID, not the original user ID

�Checks on Inbound and Outbound user IDs also apply when messages are routed 
through multiple buses, and when messages are being sent to a WebSphere MQ 
network

� You specify Inbound and Outbound user IDs when you create a routing 
definition (virtual link) for the link to a foreign bus

REDO
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Specific wsadmin tasks to Manage Specific wsadmin tasks to Manage 
Messaging Security on Service Integration Messaging Security on Service Integration 

Bus ResourcesBus Resources

Section
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Authorization: Bus commands

� Valid Role: Connect

listUsersInDefaultRoleRole -bus busName -role roleName
List users1 who can 

connect to Bus

removeUserFromBusConnectorRole -bus busName -user userName 
Remove user1 from 
connecting to Bus

addUserToBusConnectorRole -bus busName -user userName 
Add user1 who to 
connect to Bus

“wsadmin” CommandAdministrative tasks

1 Similar commands available for groups
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Authorization on Bus: Default permissions for 
all Local Destinations
� Valid Role: Sender, Receiver, Browser, Creator, ContextKeeper

listUsersInDefaultRoleRole -bus busName -role roleName 
List default users1 on 

local destinations

removeUserFromDefaultRoleRole -bus busName -role roleName   

-user userName 

Remove a default 
user1 from all Local 

Destination

addUserToDefaultRoleRole -bus busName -role roleName -user 
userName

Add a default user1 to 
all Local Destination

“wsadmin” CommandAdministrative tasks

1 Similar commands available for groups
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Authorization: Destinations

� Can assign default permission on all local destinations at the Bus level. All Destinations 
inherit those permissions or the inheritance can be turned off

� In the case of local destinations, where the default inheritance is allowed, the default 
permissions are added to any specific permissions for an individual destination

� When a message is routed to multiple destinations using the Forward Routing Path, the 
user’s authorization should be checked each time the message is forwarded on to its next 
destination

� Reverse Routing Path does not require any authorization checks itself but might become 
the Forward Routing Path of a return message

Sender, Receiver, ContextKeepertopicSpace

Sender, Receiver, Browser, Creator, ContextKeeperwebService

Sender, ContextKeeperforeignDestination

Sender, Receiver, Browser, Creator, ContextKeeperport

Sender, Receiver, Browser, Creator, ContextKeeperqueue

Sender, Receiver, Browser, ContextKeeperalias

Allowed Role Names for specific operations Destination type
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Authorization: Destinations commands

� Valid Roles: listed on previous page, based on the 
destination type 

listUsersInDestinationRole -type destinationType -bus busName -foreignBus 
foreignBusName -destination destinationName -role roleName 

List users1

removeUserFromDestinationRole -type destinationType -bus busName -

foreignBus foreignBusName -destination destinationName -role roleName -
user userName 

Remove a user1

setInheritDefaultsForDestination -type destinationType -bus busName -
destination destinationName -inherit <true|false> 

Set Default Inheritance 
on a Local Destination

addUserToDestinationRole -type destinationType -bus busName -foreignBus 

foreignBusName -destination destinationName -role roleName -user 
userName 

Add a user1

listInheritDefaultsForDestination -type destinationType -bus busName -

destination destinationName

List Default 
Inheritance on a Local 

Destination

“wsadmin” CommandAdministrative tasks

1 Similar commands available for groups
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Authorization: Temporary Destination

� Temporary destinations are created at run-time

� Temporary destination has the same authorization permissions as the 
permanent prefix destination on which it is based

� Once created, temporary destinations are subject to the same 
authorization checks

� Names of temporary destinations include a user prefix, which can be up 
to 13 characters long, and are specified in the connection factory

Use the command shown on the previous page 
for Destination commands

�Creator (on the permanent 
destination): To create temporary 
destination

�Appropriate Sender, Receiver and/or 
Browser roles on the permanent 
destination

“wsadmin” CommandRequired Role for specific operations 
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Authorization: Foreign Bus commands

�Valid Roles: Sender and ContextKeeper

listUsersInForeignBusRole -bus busName -foreignBus foreignBusName -role 

roleName
List users1

removeUserFromForeignBusRole -bus busName -foreignBus 
foreignBusName -role roleName -user userName

Remove a user1

addUserToForeignBusRole -bus busName -foreignBus foreignBusName -
role roleName -user userName

Add a user1

“wsadmin” CommandAdministrative tasks

1 Similar commands available for groups
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Authorization for Top-level Topic “Root”

� Valid Roles: Sender, Receiver and ContextKeeper

� Applies to the top-level topic of the topic space, called Root
�Does not apply to the topic space itself, since topic space is a destination, not 

a topic

listUsersInTopicSpaceRootRole -bus busName -topicSpace 
topicSpaceName -role roleName 

List users1

removeUserFromTopicSpaceRootRole -bus busName -topicSpace 
topicSpaceName -role roleName -user userName

Remove a user1

addUserToTopicSpaceRootRole -bus busName -topicSpace 

topicSpaceName -role roleName -user userName
Add a user1

“wsadmin” CommandAdministrative tasks

1 Similar commands available for groups
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Authorization for Topic Permission
� Valid Roles: Sender, Receiver

� Be default, topic inherits the parent topic’s permissions and roles - any permission and 
roles defined at the topic level are added to the inherited permission and roles

setInheritReceiverForTopic -bus busName -topicSpace topicSpaceName    

-topic topicName -inherit <true|false>

Set topic permission 

inheritance for Receiver

listInheritSenderForTopic -bus busName -topicSpace topicSpaceName       

-topic topicName 

List topic permission 
inheritance for Sender

setInheritSenderForTopic -bus busName -topicSpace topicSpaceName      

-topic topicName -inherit <true|false>

Set topic permission 

inheritance for Sender

listUsersInTopicRole -bus busName -topicSpace topicSpaceName –topic 

topicName -role roleName 
List users1

listInheritResceiverForTopic -bus busName -topicSpace topicSpaceName   

-topic topicName -inherit <true|false>

List topic permission 
inheritance for Receiver

removeUserFromTopicRole -bus busName -topicSpace topicSpaceName  

–topic topicName -role roleName -user userName
Remove user1

addUserToTopicRole -bus busName -topicSpace topicSpaceName –topic 

topicName -role roleName -user userName
Add user1

“wsadmin” CommandAdministrative tasks

1 Similar commands available for groups
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Global Authorization commands

removeDestinationRoles -type destinationType -bus busname -foreignBus 

foreignBusName -destination destinationName 

Remove all authorization 
data for a destination

removeDefaultRoles -bus busname
Remove all authorization 

data for the defaults

removeUserFromAllRoles -bus busname -user userName 
Remove a user1 from all 

the roles and then delete 
this user

listAllRolesForUser -bus busname -user userName
List all the roles that a 

user1 belongs

listAllTopicsWithRoles -bus busname -topicSpace topicSpaceName
List all topics within a topic 

space with roles

removeForeignBusRoles -bus busname -foreignBus foreignBusName

Remove all authorization 

data for a foreign 
destination

listAllForeignBusesWithRoles -bus busname
List all foreign buses with 

roles

listAllDestinationsWithRoles -bus busname -type destinationType
List all destinations that 

have roles

Allowed Role Names for specific operations Administrative tasks

1 Similar commands available for groups
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Problem DeterminationProblem Determination

Section
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Security Event logging

�Following events are logged in the System log file:

�An audit record is written for authentication success

�An error record is written for authentication failure

�An audit record is written for authorization failure

�No record is written for an authorization success



WASv6_Sec_SIBus.ppt Page 29 of 31

IBM Software Group

29

Service Integration Bus Security © 2004 IBM Corporation

Summary and ReferenceSummary and Reference

Section



WASv6_Sec_SIBus.ppt Page 30 of 31

IBM Software Group

30

Service Integration Bus Security © 2004 IBM Corporation

Summary

�Explained different resource authentication 
mechanisms for the Service Integration Bus 
resources

�Showed Wsadmin commands to provide the 
authorization information for the Bus resource
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