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Database Connection Leak Diagnostics

This presentation will focus on database connection leak diagnostics in WebSphere 
Application Server V6.
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Goals

�Explain the database connection leak diagnostics 
in WebSphere Application Server V6

�Functionality

�Configuration

The goal of this presentation is to explain how database connection leak diagnostics work 
in WebSphere Application Server V6.
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Introduction

�Poorly-written applications often do not properly 
release database connections

�Forget to call connection.close()

�Most often in the exception case

�Connections should be closed in a finally{} block

�Connections will only return to the pool after time-
out

�Can cause a back-up of new connections waiting for old 

connections to time out

�New connections that have waited too long throw a 
connectionWaitTimeoutException

Applications can suffer from performance problems and even appear to “hang” if they do 
not close their connections properly. This is most often caused by developers not properly 
using the connection.close() method. To ensure that connections will be closed properly, 

they should be closed in a “finally{}” block.

WebSphere Application Server is instrumented to eventually time-out orphaned 
connections and return them to the pool, but for an application that makes frequent use of 
database connections, this might not be enough. New connections can get queued up 

waiting for the database while old connections are waiting to be timed out. This can bring 
the application grinding to a halt, and you can see connectionWaitTimeoutExceptions.

Connection leaks have traditionally been hard to diagnose because the error messages do 

not usually provide specific enough information about the source of the problem. Usually a 
source code review is needed to find points in the code where connections are not 

properly closed.
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Diagnostic Functionality

� When activated, enables a connection manager tracer that 

holds the stack trace of all getConnection() calls in a 
Throwable object

� When a ConnectionWaitTimeoutException is thrown due to 

waiting on a full connection pool, print stack traces of all
open connections

� Lower performance impact than connection manager 

tracing (1-5% impact)

� Different diagnostic functions for v4 Data Sources

�http://www-1.ibm.com/support/docview.wss?rs=0&uid=swg21110015

Versions 5.1.1 and later of WebSphere Application Server have a feature that will hold the 
stack trace of all getConnection() calls. When a thread times out waiting on a connection 
from a full connection pool, it will throw a connectionWaitTimeoutException.

When this exception is thrown, the tracer will print out the stack traces for every open 
connection. You can then begin reviewing your application code for errors, using the stack 

traces as a starting point. In many cases the responsible method will be obvious, because 
it will appear in nearly all of the stack traces.

If you are using v4 Data Sources for your Java™ 2 Enterprise Edition (J2EE) 1.2 

applications, these diagnostic functions are not applicable. For instructions on the different 
diagnostic function that is available on v4 Data Sources, follow the link on this slide.
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Configuration

�Enabled using a standard Log Detail Level string:

�ConnLeakLogic=finest

� Must also enable tracing from the Diagnostic Trace panel

To enable connection leak diagnostics, set the Log Detail Level to “ConnLeakLogic=finest”
and enable diagnostic tracing.
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Summary

�WebSphere Application Server V6 has new 
connection leak diagnostic capability

�Logs stack traces of all open database connections when 
ConnectionWaitTimeoutException occurs

In summary, this presentation has focused on the new database connection leak 
diagnostic capability of WebSphere Application Server V6. This functionality makes it easy 
for you to find the method responsible for connection leaks by printing the stack traces for 

all open database connections whenever a thread throws an exception because it couldn’t 
get a database connection from the pool in a reasonable amount of time.
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Trademarks, Copyrights, and Disclaimers
The following terms are trademarks or registered trademarks of International Business Machines Corporation in the United States, other countries, or both:

IBM CICS IMS MQSeries Tivoli
IBM(logo) Cloudscape Informix OS/390 WebSphere
e(logo)business DB2 iSeries OS/400 xSeries
AIX DB2 Universal Database Lotus pSeries zSeries

Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both. 

Microsoft, Windows, Windows NT, and the Windows logo are registered trademarks of Microsoft Corporation in the United States, other countries, or both. 

Intel, ActionMedia, LANDesk, MMX, Pentium and ProShare are trademarks of Intel Corporation in the United States, other countries, or both.  

UNIX is a registered trademark of The Open Group in the United States and other countries. 

Linux is a registered trademark of Linus Torvalds.  

Other company, product and service names may be trademarks or service marks of others.

Product data has been reviewed for accuracy as of the date of initial publication.  Product data is subject to change without notice.  This document could include technical inaccuracies or 
typographical errors.  IBM may make improvements and/or changes in the product(s) and/or program(s) described herein at any time without notice.   Any statements regarding IBM's 
future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.  References in this document to IBM products, programs, or 
services does not imply that IBM intends to make such products, programs or services available in all countries in which IBM operates or does business.  Any reference to an IBM Program 
Product in this document is not intended to state or imply that only that program product may be used.  Any functionally equivalent program, that does not infringe IBM's intellectual 
property rights, may be used instead.

Information is provided "AS IS" without warranty of any kind.  THE INFORMATION PROVIDED IN THIS DOCUMENT IS DISTRIBUTED "AS IS" WITHOUT ANY WARRANTY, EITHER 
EXPRESS OR IMPLIED.  IBM EXPRESSLY DISCLAIMS ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NONINFRINGEMENT. IBM shall 
have no responsibility to update this information.   IBM products are warranted, if at all, according to the terms and conditions of the agreements (e.g., IBM Customer Agreement, 
Statement of Limited Warranty, International Program License Agreement, etc.) under which they are provided. Information concerning non-IBM products was obtained from the suppliers 
of those products, their published announcements or other publicly available sources.  IBM has not tested those products in connection with this publication and cannot confirm the 
accuracy of performance, compatibility or any other claims related to non-IBM products.  IBM makes no representations or warranties, express or implied, regarding non-IBM products and 
services.

The provision of the information contained herein is not intended to, and does not, grant any right or license under any IBM patents or copyrights.  Inquiries regarding patent or copyright 
licenses should be made, in writing, to:

IBM Director of Licensing
IBM Corporation
North Castle Drive
Armonk, NY  10504-1785
U.S.A.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment.  All customer examples described are presented as illustrations of 
how those customers have used IBM products and the results they may have achieved.  The actual throughput or performance that any user will experience will vary depending upon 
considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage configuration, and the workload processed.  Therefore, no assurance 
can be given that an individual user will achieve throughput or performance improvements equivalent to the ratios stated here.
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