Tivoli Security Operations Manager 4.1.1

Report console configuration

LU software © 2010 IBM Corporation

In this training module, you use the report console of Tivoli® Security Operations Manager
4.1.1 to define parameters of reports.
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In this module, you will learn how to:
= Configure the service parameters controlling JReport
= Set the log, email, cache, LDAP, and fax settings

= Work with the Advanced settings
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You can use the configuration area of the administration console in Tivoli Security
Operations Manager to set parameters. These parameters include email or fax settings,
LDAP authentication, and cache settings. You can use these parameters to generate
reports.
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= Open a browser
and type http://<IP
address of the
CMS>:8080/TSOM-
Reports/admin

= Click the Service
tab

m Security Operations Manager

Report Sets

User Directory

E3 My Reports
& E3 Public Reports

3 Report console configuration

Configuration

X

Security

Service

User admin Date : 2010/03/11 15:58:54
Preferences  Triggers  Data Logout
Log | Emal | cache Performance | Advanced | LDAP
Port: | 8838
Maximum Mumber of Handlers: | 50
Maximum Number of Connections: | 1000
Connection Time OutIn: | 500 Miliseconds

Servlet Properties File Name:

Active Realm:

Provide Service On:

Active Host Address: |

Joptfibm/tsom reports binfserviet. |

defaultRealm |4

& Al Network Addresses

© Network Address At:
denmarktivizin.bm.com/8. 182,194,117

Save
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Log in to the Configuration area of the administration console and click the Service tab.
On this tab, you can configure parameters that control how JReport connects to the
server. You can set the parameters for a port number, maximum number of handlers,
maximum number of connections, connection timeout, and other parameters. Connection
timeout refers to an Internet timeout, not the timeout of the report GUI. Changing service
parameters is not recommended. If you must change parameters, you should change
them under exclusive recommendation from the IBM Tivoli support team.
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Log settings

User Directory

3 My Reports
@ B3 Public Reports

X

m Security Operations Manager

ReportSets  Configuration  Security

Service |

Useradmin  Date:2010,/03/11 15:58:54

Preferences  Triggers Data  Logout

Log E-mail Cache Performance | Advanced

Log Type: | Error [l

Descriptions: | Log internal server errors

TraceLevel: |OFF [»
Error Level: | FATAL 'vi
Additivity: | True e f @) Click to view description

Log Destinaton: [7] fje

RolingFie
Threshold:
Layout Type:
Pattern Conversion:
File Mame:
Append:
Buffered I0:
Maximum File Size:

Maximum Backup Index:

[ DailyRollingFile

© Copyright 1998-2008 Jinfonet Software, Inc. Al rights reserved.

ALL [v]
Pattern 7
%em [%4[%p] [%d{]
JRepart_RF.log

False jal}
False |
5120000

100

iy

LDaP Fax Connection

(3 Click to view description

() Click to view description
() Click to view description

Done
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On the Log tab, you can set long-term values for logs. These values can be for log type,
event, error, debug information, and more. You can set traces at multiple levels, including
OFF, as well as error levels. You can also set login to test for reports here.
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[ECTIH Security Operations Manager Useradmin  Date: 2010/03/11 15:58:54
ReportSets  Configuration  Security  Preferences  Triggers  Data  Logout
User Directory %X | Service Log E-mail Cache Performance | Advanced LDAP Fax
5] My Reports

ES5 Public Reports SMTP Server: [ server Requires Authentication

SMTP Server Port: | 25
E-mail Address:
Default E-mail Format: | Attachment in PDF Format hd
O Compress Attachement as Java Archive
Maximum Mail Size: | -1 Kilo Bytes
5 Report console configuration

Connection

@ ||
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You can set email report parameters for users. If you want to schedule reports to be sent
to an email address, you must have an SMTP server in your environment. On the E-mail
tab, you can provide SMTP server details, such as host name, IP address, and email
address of the sender. You can set the default format in which the report would be sent by
mail. You can also control maximum email size, in kilobytes.
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Cache settings

[ECT Security Operations Manager Useradmin  Dabe:2010/03/12 15:18:38

ReportSets  Configuration  Security  Preferences  Triggers Dats  Logout

User Directory %| Servie | log | Emal | cache | Performance | Advanced |  LDAP
E3 MyReports

Report Cache Security Cache
# 3 PublicReports

Cache Loaded Catalogs
Maximum Number of Catalogs to be Cached: | 10
Cached Catalogs: = )
Jopt/bm jtsam/reports/history/1/JReport_System_User867347501 /EventActivity.cat

Jopt/ibm/tsom/reports history/ 1/ JReport_System_User857321717/AgaregatedEvent.cat
Jopt/ibm/tsom,reports history 1/IReport_System_Users67402425/PCI_Reports.cat

Cache Loaded Report Sets

Maximum Mumber of Report Sets to be Cached: | 10
Cached Report Sets

Save

& Copyright 1998-2006 Jinfonet Software, Inc. All rights reserved,

Fax

Jfoptfbm ftsam/reports/history/1/JReport_System_User857347228 [Event Count By Protocal. cs(Non | |
foptfibm ftsom/reports/history/1fIReport_System_User857348227/Destination Country By Event D\sf:; 1
Joptfibm ftsom/reports/history/1/Report_System_User857347934/Events By Event Class.ds(None)
Jopt/ibm ftsam repaorts history/ 1/ Repart_System_User867314892/Agaregated Event Frequency By
| fopt/ibm/tsom/reports histary/1/JReport_System_User867403798/PCl IDS Overview Ongjn.dsitr‘lon::"

@]
| connection
Add
Remave
Add
Remave

Done
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On the Cache tab, you can define how many catalogs or reports you want to place in
cache. You should keep these settings at their default value of 10 and change them only
at the direction of the IBM Tivoli support team. You can use the Add or Remove options

to add or remove report catalogs from the cache.
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m Security Operations Manager Useradmin  Date: 2010/03/12 15:18:38

ReportSets  Configuration  Security  Preferences  Triggers Data  Logout |
User Directory X| service | Log E-mail Cache | Performance | Advanced LDap Fax Connection
E3 My Reports
= B3 Public Reports [ wo security Ched:

[ Enable "Publish to Versioning System” for On-demand View
Keep Connection Alive
[ Enable Multiple Users to Login Using the Same User Name
[ Enable Resources from Real Paths
[ Enable Task Duration
[ Role Based Authorization
Permission Setting Ul Displays: [] User [¥] Role [] Group
Permissian Algorithm: | The Permissian Accumulation Algorithm ~
User Session Timeout; | 180 Minutes:
View Report Set Timeout: | 190 Seconds:
Task Duration Checking Period: | 30 Seconds:
Administration Port: | 8389
Report Set Result Life: | 86400 |Seconds:

Engine Pricrity: | Mormal Priority i
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One of the more important settings on the Advanced tab is the Enable Multiple Users to
Log in Using the Same User Name option. If the check box for this option is cleared, the
current user is logged out when another user logs in with the same name.

The User Session Timeout parameter defines the time, in minutes, after which a user will
be logged off if no action has been performed. The default value of the parameter is 180
minutes.

The View Report Set Timeout parameter is also important. The Tivoli Security
Operations Manager Report console might show a timeout error during the execution of a
report that takes a long time to execute. You can increase the value of this parameter to
resolve the error. The default value of the parameter is 190 seconds.

The Task Duration Checking Period option defines the time in seconds after which the
JReports are checked. The default value is 30 seconds.
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8

[T Security Operations Manager

User admin Date : 2010,/03/12 15:18:38
ReportSets  Configuration  Security  Preferences  Triggers Data  Logout
User Directory X Service Log Email Cache Performance | Advanced | LDAP Fax Connection
B3 My Reports
Server Import Synchronize  Role Map
# [E3 Public Reports
Select LDAP Server: | Current Settings % [ Load Settings:
[ Enable LDAP Support
[ Enable Direct Authentication to LDAP Server
[ enable Auto-import of Users from LOAP Server
LDAP URL: | 9.182.194.85
Server Port: | 1389
RootEntry | o=ibm,c=us
Directory Manager DN: DN: | en=root
Password Cremember Password
Encryption Type | None .
Impaort LDAP Groups | Group b | I Test Connection
User Schema
User Attribute Name
sk Copwiop Nome
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Done

o ® |
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On the LDAP tab, you can change the LDAP settings. If you configure the Central
Management Server (CMS) for remote authentication, the same setting is used for LDAP
authentication for reports. If you do not have remote authentication for the CMS, and you
want remote authentication for reports only, you can provide LDAP server details in this

section.
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[ECTH Security Operations Manager Useradmin  Date : 2010/03/12 15: 18:38

ReportSets  Configuration  Searity  Preferences  Triggsrs  Data  Logout

B3 My Reports
3 Public Reports Dialing: | Tone [ i
Modem Class: | Cless 1: [ +]

Init String

Timeout | 0 Seconds

Maximum Retries: | 0

@ Changes to these settings will not take effect until the server is restarted,

© Copyright 1998-2006 Jinfonet Software, Inc. All rights reserved.

User Directory x Service Log E-mail Cache Performance | Advanced LDAP

Flow Control: |RitsCts [
Flow Cantrol [ o 5 5T

Save:

@ ® |

Done
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If you want to fax scheduled reports, you must provide fax information on the Fax tab.
Changes to any settings do not take effect until the server is restarted. If you make any

changes to JReports settings, be sure to restart the server.
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In this module you learned how to:
= Configure the service parameters controlling JReport
= Set the log, email, cache, LDAP, and fax settings

= Work with the Advanced settings
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In this module, you learned how to configure service parameters controlling JReport. You
also learned how to set the log, email, cache, LDAP, and fax settings, and how to work
with the Advanced settings.
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Your feedback is valuable

You can help improve the quality of IBM Education Assistant content to better meet your
needs by providing feedback.

= Did you find this module useful?
= Did it help you solve a problem or answer a question?

= Do you have suggestions for improvements?

Click to send email feedback:

This module is also available in PDF format at:
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You can help improve the quality of IBM Education Assistant content by providing
feedback.
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Trademarks, disclaimer, and copyright information

IBM, the IBM logo, ibm.com, IBM, and Tivoli are trademarks or registered trademarks of International Business Machines Corp., registered in many
jurisdictions worldwide. Other product and service names might be trademarks of IBM or other companies. A current list of other IBM trademarks is
available on the web at "Copyright and trademark information" at http://www.ibm.com/legal/copytrade.shtml

THE INFORMATION CONTAINED IN THIS PRESENTATION IS PROVIDED FOR INFORMATIONAL PURPOSES ONLY. WHILE EFFORTS WERE
MADE TO VERIFY THE COMPLETENESS AND ACCURACY OF THE INFORMATION CONTAINED IN THIS PRESENTATION, IT IS PROVIDED
"AS IS" WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. IN ADDITION, THIS INFORMATION IS BASED ON IBM'S CURRENT
PRODUCT PLANS AND STRATEGY, WHICH ARE SUBJECT TO CHANGE BY IBM WITHOUT NOTICE. IBM SHALL NOT BE RESPONSIBLE FOR
ANY DAMAGES ARISING OUT OF THE USE OF, OR OTHERWISE RELATED TO, THIS PRESENTATION OR ANY OTHER DOCUMENTATION.
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OR LICENSE GOVERNING THE USE OF IBM PRODUCTS OR SOFTWARE.
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