
  

  

    

      
 

           
             

         

© 2011 IBM Corporation 

IBM Tivoli Provisioning Manager V7.1 

End-to-end patch management in a small 
environment 

Welcome to this training module on IBM Tivoli® Provisioning Manager version 7.1, end-to
end patch management in a small environment. In this presentation, you learn about 
managing Windows® Server Update Services in a small network environment. 
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Steps to perform patch management 

Steps to perform patch management on Windows computers using Tivoli Provisioning 
Manager 

1.Synchronize the WSUS to refresh the patches 

2.Approve patches on WSUS 

3.Scan for missing patches 

4.Approve recommendations 

5.Install the missing patches on all the computers that require them 

6.Verify installation of patches 

2 End-to-end patch management in a small environment © 2011 IBM Corporation 

You use patch management to deploy missing software patches to target computers or 
groups of computers that require them. To perform patch management on Windows 
computers, you first synchronize the Windows Server Update Services (WSUS) server to 
refresh the patches. 
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Step 1: Synchronize the WSUS to refresh the patches 

� During synchronization, the server running Windows Server Update Services (WSUS) is 
updated with metadata and files from an update source 

� The WSUS downloads all the updates specified in the synchronization configuration options 

� After the first synchronization, only the new updates are downloaded to your WSUS server 

3 End-to-end patch management in a small environment	 © 2011 IBM Corporation 

During synchronization, the server running Windows Server Update Services is updated 
with metadata and files from the update source. After the first synchronization, your WSUS 
server downloads and updates only new patches. 
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Step 2: Approve patches on WSUS 

Steps to perform patch management on Windows computers using Tivoli Provisioning 
Manager 

� Synchronize the WSUS to refresh the patches 

� Approve patches on WSUS 

� Scanning for missing patches 

� Approving recommendations 

� Install the missing patches on all the computers that require them 

� Verifying installation of patches 

4 End-to-end patch management in a small environment © 2011 IBM Corporation 

The next step in patch management is to approve the patches downloaded by Windows 
Server Update Services. 
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© 2011 IBM Corporation 5 End-to-end patch management in a small environment 

Approving patches 

Here, you see the Windows Server Update Services GUI with patches to approve. Right-
click any of the patches that are listed in the Approve Updates window. Click the arrow to 
select the type of approval, and click OK. 
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Step 3: Scan for missing patches 

Steps to perform patch management on Windows computers using Tivoli Provisioning 
Manager 

� Synchronize the WSUS to refresh the patches 

� Approve patches on WSUS 

� Scan for missing patches 

� Approve recommendations 

� Install the missing patches on all the computers that require them 

� Verify installation of patches 

6 End-to-end patch management in a small environment © 2011 IBM Corporation 

The third step is to scan for missing patches. 
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Scanning for missing patches (1 of 2) 

� To identify the endpoints that require patches, you must set up and run a compliance check 
that generates a list of patch recommendations 

� The recommendations show which patches are missing from which endpoints 

� The compliance scan that is run on the endpoints discovers and reports as missing only the 
patches that are approved on the WSUS server 

� Patches that are not marked as approved on the WSUS server are not considered for the 
scan and are not listed as missing 

� To be included in the scan, PCs must be in data center management and organized in 
groups 

7 End-to-end patch management in a small environment	 © 2011 IBM Corporation 

To identify the endpoints that require patches, you set up and run a compliance check 
scan to generate a list of patch recommendations. The list shows which endpoints require 
patches. 

This scan only reports missing patches that have already been approved for the Windows 
Server Update Services server. Unapproved patches are not considered in the scan. 

PCs must be in data center management and organized by groups for this compliance 
check scan. Discovery creation and user group configuration must be completed before 
performing this scan. 
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Scanning for missing patches (2 of 2) 

To set up compliance, perform these steps:
 

1.Click Go To > Deployment > Provisioning Groups
 

2.Find your group of target computers and select its name on the list
 

3.Click the Compliance tab
 

4.Click New Compliance Check > Patch Check
 

The default setting is for all patches that have been approved in the data model to be 
scanned. Target computers are verified against all approved patches to see if computers are 
compliant 

5.Click Save 

Optional: To automatically approve recommendations when they are generated, click 
Enable Automatic Approval and click OK. All recommendations that are generated by this 
compliance check are created in the Approved state 

8 End-to-end patch management in a small environment © 2011 IBM Corporation 

To set up the compliance scan, click Go To > Deployment > Provisioning Groups.
 

Select the name of your grouped target computers.
 

Click the Compliance tab.
 

Click New Compliance Check > Patch Check. If you click Select Value in this field, you
 
can select a group of patches to be scanned for more rigorous control over the patches 
that are deployed to specific computers. 

Click Save. 

An optional step is to automatically approve recommendations when they 
are generated. Click Enable Automatic Approval and click OK in the message box. 
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© 2011 IBM Corporation 9 End-to-end patch management in a small environment 

Scanning for a group of missing patches 

In this example, you use the Add Patch Check dialog box to select a group of patches to 
scan. Use the Select Value option to select the group. 
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© 2011 IBM Corporation 10 End-to-end patch management in a small environment 

Compliance check 

This screen capture shows a compliance check of the operating system patches and 
updates. 
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Run Scan and Check 

After you set up the compliance, you run the scan 

1.Click Go To > Deployment > Provisioning Groups 

2.Select your group of target computers 

3.Click the Compliance tab 

4.Click Run Scan and Check 

5.On the Provisioning Task Tracking page, click Refresh to update the task status until the 
task is completed 

11 End-to-end patch management in a small environment © 2011 IBM Corporation 

After you set up compliance, you run a scan and check.
 

Click Go To > Deployment > Provisioning Groups.
 

Select your target computers.
 

Click the Compliance tab.
 

Click Run Scan and Check.
 

On the Provisioning Task Tracking page, click Refresh to update the task status until the
 
task is completed.
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Run Check 

You can run Scan and Check or Check 

� Run Check without scan only if a compliance scan was previously performed 

� Run Check without scan when an operator is present to evaluate the recommendations 

12 End-to-end patch management in a small environment © 2011 IBM Corporation 

You can run a Check instead of a Scan and Check by selecting Check from the Run 
menu. You should only run a check without a scan if a compliance scan was performed 
previously. An operator is typically present when you run a check without a scan. The 
operator evaluates the recommendations. 
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© 2011 IBM Corporation 13 End-to-end patch management in a small environment 

Scanning for missing patches: Tasks 

In the Provisioning Task Tracking window, you refresh your browser until the task status 
changes to Succeeded. 
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Scanning for missing patches 

Run the Provisioning Task Compliance Scan and Check to start the workflow
 
MS_WUA_Scan
 

� Download the vbs script, wua.vbs, to all machines in the group by using an RXA protocol 

� The script is copied into the %WINDIR%/tmp directory and is run 

cscript //Nologo wua.vbs 1 http://wsus_fully_qualified_name
 
wua_missing_updates_device_id
 

� The results are collected in the file wua_missing_updates_device_id, and data is 
uploaded to the data center management 

� If a patch is approved on the WSUS, it is uploaded, and the status is set as Approved 

14 End-to-end patch management in a small environment	 © 2011 IBM Corporation 

Use Scan and Check to start the MS_WUA_Scan workflow and download the vbs script, 
wua.vbs, to all target machines. Use an RXA protocol for this download. 

The script is copied into the %WINDIR%/tmp directory and runs like the example on the 
slide. 

The results of the script are collected in wua_missing_updates_device_id. If necessary, 
results are uploaded to the data center management. 
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© 2011 IBM Corporation 15 End-to-end patch management in a small environment 

Scanning for missing patches: Results 

When the scanning task is completed, the status is displayed on the Provision Task 
Tracking page. You can see if the patch group is in compliance by going to the 
Compliance tab. In this case, no devices are in compliance. 
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© 2011 IBM Corporation 16 End-to-end patch management in a small environment 

Scanning for missing patches: Recommendations 

You can view a generated list of recommended patches by clicking the Recommendations 
tab. In this screen capture, you see a list of recommended patches. 
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Step 4: Approve recommendations 

Steps to perform patch management on Windows computers using Tivoli Provisioning 
Manager 

� Synchronize the WSUS to refresh the patches 

� Approve patches on WSUS 

� Scanning for missing patches 

� Approve recommendations 

� Install the missing patches on all the computers that require them 

� Verify installation of patches 

17 End-to-end patch management in a small environment © 2011 IBM Corporation 

The next step in patch management is to approve patch recommendations. 
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Approving recommendations 

To approve compliance recommendations 

1.Click Go To > Deployment > Provisioning Groups 

2.Select your group of target computers 

3.Click the Recommendations tab 

4.In the recommendations list, select the check boxes corresponding to the missing patches 
that you want to approve and click Approve 

The selected patches are displayed with a status of Approved on the Recommendations 
page 

18 End-to-end patch management in a small environment © 2011 IBM Corporation 

Decide which patches you want to install after scanning and checking for compliance.
 

Click Go To > Deployment > Provisioning Groups.
 

Select your group of target computers.
 

Click the Recommendations tab.
 

In the Recommendations list, select the check boxes corresponding to the missing
 
patches that you want to approve and click Approve. The selected patches are displayed 
with the status of Approved on the Recommendations page. 
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© 2011 IBM Corporation 19 End-to-end patch management in a small environment 

Approving recommendations: Result 

After approval 

Before approval 

In this example, the list of recommendations has a status of Opened. After approval, the 
status is Approved. After these patches have Approved status, you can install them. 
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Step 5: Install the missing patches on all computers that require 
them 

Steps to perform patch management on Windows computers using Tivoli Provisioning 
Manager 

� Synchronize the WSUS to refresh the patches 

� Approve patches on WSUS 

� Scan for missing patches 

� Approve recommendations 

� Install the missing patches on all the computers that require them 

� Verify installation of patches 

20 End-to-end patch management in a small environment © 2011 IBM Corporation 

After approving the recommended patches, you install the patches. 
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Installing the missing patches (1 of 3) 

� Distribute and install patches as separate tasks 

� Distribute and install patches at the same time within one task 

� Install patches based on patch recommendations 

� Install by using a software stack with all the patches to install 

� Install individual patches on a group of endpoints 

21 End-to-end patch management in a small environment © 2011 IBM Corporation 

When installing patches, you have several options.
 

You can install the missing patches on all computers that require them as separate tasks.
 

You can distribute the patches and install them as one task.
 

You can install patches based on patch recommendation.
 

You can install patches by using the software stack with all the patches to install.
 

You can install individual patches on groups of endpoints.
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© 2011 IBM Corporation 22 End-to-end patch management in a small environment 

Installing the missing patches (2 of 3) 

In this example, you see a list of approved patches in the Provisioning Groups. Click Run 
to install the patches. 
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Installing the missing patches (3 of 3) 

Running the LDO: 
ComplianceRecommendationGroup. 
Remediate 

� Starts the workflow 
Default_Compliance_Recommendati 
on_Group_Remediate 

� Creates a software stack containing 
the patches approved 

� Starts the workflow 
MS_WUA_Install_Updates 

23 End-to-end patch management in a small environment	 © 2011 IBM Corporation 

Run the logical device operation named ComplianceRecommendationGroup.Remediate to 
begin the workflow, Default_Compliance_Recommentation_Group_Remediate. This 
workflow creates a software stack with the approved patches and begins the workflow, 
MS_WUA_Install_Updates. 
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Installing the missing patches: vbs 

� The workflow, MS_WUA_Install_Updates, creates a script wua_updates_XXXXX.vbs, 
where XXXXX is the device ID of the target 

� This script is downloaded and run on the target. The script includes a list of patches to install 
on the target so that it can download all the patches from WSUS server and install them on 
the target 

ArrayOfUpdates(0) = "d3ac165e-d7c4-4bdf-83f0-e249ecbe873b"
 
ArrayOfUpdates(1) = "336530d3-9ae4-42df-9606-4fb35d46cefc"
 
ArrayOfUpdates(8) = "33a7edf1-2350-4102-8082-9540eff65704"
 

� Reboot after the script has run 

� Run a WUA scan to check that the updates are installed. Start workflow by clicking 
MS_WUA_Scan > wua.vbs 

24 End-to-end patch management in a small environment	 © 2011 IBM Corporation 

The workflow MS_WUA_Install_Updates creates a script named 
wua_update_XXXXX.vbs, where XXXXX is the device ID of the target. The script is 
downloaded from the Windows Server Update Services server and run on the target. 

After the script is run, you might need to reboot. You can set an endpoint reboot 
notification through Tivoli Provisioning Manager End User Interaction Services, if reboot is 
required. 

After you reboot, run a WUA scan to ensure the update is installed. 
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Step 6: Verify installation of patches 

Patch management on Windows computers using Tivoli Provisioning Manager 

� Synchronize the WSUS to refresh the patches 

� Approve patches on WSUS 

� Scan for missing patches 

� Approve recommendations 

� Install the missing patches on all the computers that require them 

� Verify installation of patches 

25 End-to-end patch management in a small environment © 2011 IBM Corporation 

The final step in patch management is to verify the installation of your patches. 
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Verifying installation of patches 

� After installing patches, you can verify patch compliance for your endpoints 

� On the Group Recommendations tab, you can verify the Status column for your 
endpoints. For the patches that were installed successfully, you see a status of 
Implemented 

26 End-to-end patch management in a small environment	 © 2011 IBM Corporation 

On the Group page of the Recommendations tab, verify patch compliance in the Status 
column for your endpoints. In the columns where patches were successfully deployed, you 
see a status of Implemented. 
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Troubleshooting on the Tivoli Provisioning Manager server 

View the Workflow Execution log that is related to the <request ID> of the 
activity that failed 

1. Log on to Tivoli Provisioning Manager server with 
$TIO_LOGS/deploymentengine\console.log 

2. Edit the file $TIO_HOME/config/log4j.prop to set the logging level to debug 

27 End-to-end patch management in a small environment © 2011 IBM Corporation 

To troubleshoot on the Tivoli Provisioning Manager server, review the Workflow Execution 
Log for a failure of a <request ID> activity. Log on to the Tivoli Provisioning Manager 
server using the information on the slide and edit the file shown. Edit the file 
$TIO_HOME/config/log4j.prop to set the logging level to debug. 
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Troubleshooting on the WSUS server 

� Access the database that stores the data, Microsoft® SQL Server 2005 Embedded Edition 

� Use one of these tools: 
– The graphical tool, Microsoft SQL Server Management Studio Express 
– The command line tool, Microsoft SQL Server 2005 Command Line Query Utility 

28 End-to-end patch management in a small environment © 2011 IBM Corporation 

To troubleshoot on the WSUS server, access the database that stores the server data. 
Use the graphical tool, Microsoft SQL Server Management Studio Express, which is 
shown on this slide. You can also use a command line tool, Microsoft SQL Server 2005 
Command Line Query Utility. 

patch_management_endtoend_small.ppt Page 28 of 35 



  

        

        

     

  

  

   
    

  

   
    

 
  

  

 

     
  

 

      

© 2011 IBM Corporation 29 End-to-end patch management in a small environment 

Logs and useful files for troubleshooting 

Table Description Useful columns 

tbUpdate Microsoft Updates information UpdateID 

tbRevision Revision information. Useful 
to join with other tables 

tbKBArticleforRevision Patch qNumber information kBArticleID 

tbProperty General information and 
impact on reboot behavior 
(exclusive) 

InstallationImpact (exclusive) 
InstallRequiresConnectivity 
(connectivity) 
InstallRequiresUserInput 
(userInput) 
InstallRebootBehavior (reboot) 

vwMinimalUpdate View built on tbUpdate, 
tbRevision, tbProperty, 
tbUpdateType 

IsSuperseded 
legacyName 
MsrcSeverity 

vwUpdateLocalizedProperties View of title and description 
information 

shortLanguage 
Title 
Description 

These tables are useful for troubleshooting various problems. 
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Troubleshooting on the target machine 

� By default, the Windows Update client records all transaction information to the log file, 
%windir%\Windowsupdate.log 

� This file is on all client computers on the network that are running automatic updates. These 
computers might be in the Client Computers group or in the Server Computers group 

� If you are troubleshooting an issue with automatic updates on a network computer, you can 
use the information that is included in the Windowsupdate.log file 

� For additional information, see the following article: 

How to read the Windowsupdate.log file at http://support.microsoft.com/kb/902093 

30 End-to-end patch management in a small environment	 © 2011 IBM Corporation 

On the target machine, check the Windowsupdate.log file located in %windir%. This file 
logs data from the Windows Update Agent and is present on any computer on the network 
running Automatic Updates. 
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Logs and useful files 

Wuauclt/DETECTNOW command 

� Use this command to troubleshoot instances where the client computers do not detect 
approved updates. Use the command-line utility wuauclt.exe with the /DETECTNOW switch 

� Typically, Automatic Updates on the client computer tries to detect approved updates from 
Update Services on a schedule that is set by Group Policy. Update Services configures 
client computers to run detection every hour 

� Using wuauclt.exe with the /DETECTNOW switch forces Automatic Updates on the client 
computer to run immediate update detection 

31 End-to-end patch management in a small environment	 © 2011 IBM Corporation 

The command Wuauclt/DETECTNOW is useful for troubleshooting instances when the 
client computers do not detect approved updates. 

Typically, Automatic Updates on the client computer attempts to detect approved updates 
every hour. By using wuauclt.exe with /DETECTNOW, you force Automatic Updates to run 
immediate update detection. 
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Issue resolved in Tivoli Provisioning Manager 7.1 

Limits to Tivoli Provisioning Manager 5.1.1 patch remediation 

Selecting to install multiple patches from the list of patch recommendations results in an 
error 

COPDSE039E The system cannot perform the selected action because
 
incompatible recommendations have been selected for multiple
 
computers
 

32 End-to-end patch management in a small environment © 2011 IBM Corporation 

A limitation to the patch remediation mechanism is in Tivoli Provisioning Manager 5.1.1.
 
An error occurs when you select to install multiple patches from a list of recommendations.
 
Error code COPDSE039E is displayed. The error code indicates that the system cannot
 
perform the selected action because incompatible recommendations were selected for
 
multiple computers.
 

These limitations have been addressed in Tivoli Provisioning Manager 7.1, and the error
 
no longer exists.
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Summary 

In this presentation, you learned how to perform end-to-end patch management using 
Windows Server Update Services in a small network environment 

33 End-to-end patch management in a small environment © 2011 IBM Corporation 

In this presentation, you learned how to perform end-to-end patch management using 
Windows Server Update Services in a small network environment. 
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Feedback 

Your feedback is valuable 

You can help improve the quality of IBM Education Assistant content to better meet your 
needs by providing feedback. 

� Did you find this module useful? 

� Did it help you solve a problem or answer a question? 

� Do you have suggestions for improvements? 

Click to send email feedback: 

mailto:iea@us.ibm.com?subject=Feedback_about_patch_management_endtoend_small.ppt 

This module is also available in PDF format at: ../patch_management_endtoend_small.pdf 

34 End-to-end patch management in a small environment © 2011 IBM Corporation 

You can help improve the quality of IBM Education Assistant content by providing 
feedback. 
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