IBM Tivoli Identity Manager V5.1 Extending the JavaScript Engine with Java

Slide 1

software

This is a self-running demonstration that shows you how to complete a task.
Caontrols are available at the bottom of the screen.

Tivoli Identity Manager Version 5.1

Extending the JavaScript Engine with Java

Copyright 1BM Corporation

-lll

2010. Al rights reserved.

Page 1



IBM Tivoli Identity Manager V5.1 Extending the JavaScript Engine with Java

Slide 2

When you complete this module, you can:

= Add your own Java classes to the Tivoli Identity Manager JavaScript interpreter

= Call Java classes from JavaScript in Tivoli Identity Manager
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emacs@itim.ibm.com

= File Edit Options Buffers Tools Java Help
oo

Cex OFES X L BRIE? o
E K om T ivoll. P {13 In this presentation, you learn how to x
| PAckase com. Lm. Lol Javaekt; write Java classes that can be called from |
Fopl public class TestClass JavaScript in IBM Tivoli Identity Manager. |
(+]

< Integer num;

public TestClass()
1T {

num = 03

q{ ' |
public String toString()
Start ITIA H

AL+
f return num.toString();
i
i

T

{2} This is a simple Java class. You can download
the source code to use it for your own tests.

ITIN 5

(4]

-u:-- TestClass. java (Java Abbrev)--L18--A11

[H] computer [ Terminal H [ emacsg@itim.iom.com g ! [L]]\) .
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File Edit Options Buffers Tools Java Help

]
I

C@R OB N BRGE P

.
@ package com. i

bm.tivoli. javaext; |i
ic class

Fie Edit View Terminal Tabs Help

Fap publ
£
ITia
Start ITI

i

0

public Teg
i

public Str
i

Integer ny

num =
i

num+=+ 3|

returt
i

Teminal

itim:~/jsext
itim:~/jsext
itim:~/jsext
itim:~/jsext
itim:~/jsext
itim:~/jsext
itim:~/jsext
itim:~/j=ext
itim:~/jsext
itim:~/jsext
itim:~/jsext
itim:~/j=ext
itim:~/jsext
itim:~/jsext
itim:~/jsext
itim:~/jsext
itim:~/jsext

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

| Teminal

javac TestClass.java

N

(11 Compile the Java

class.

mkdir -p com/ibm/tivoli/javaext
mv TestClass.class com/ibm/tivolisjavaext
jar cf test.jar com

(=]

ITia 5
Parfumans itim:~/jsext
{23 Put the compiled
class file into a Java
archive (JAR) file.
[7
—u:-- TestClass. java {Java Abbrev)——L18=-A1l-——m— e {
Iz
[H| computer | & Temina | 3 emacs@itin.om.com

CASLOIE]
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Integrated Solutions Console - Mozilla Firefox

File Edit View Go PBookmarks Tools Help
- - B hittp://itim: 20607 ibm/consolellogin do
€ 257 Q [EL (1) Log on to the Integrated
|BM Tivoli Identity Mana...  IBM Tivoli dentity Mana. . Services Console for the
i WebSphere Application Server
Integrated Solutions Console Welcome was instance that runs Tivoli Identity
| — IAIIEsks e | Shared Libraries Manager. lose page
Welcome Shared Libraries TE
- L]
Guided Activities
Shared Libraries Field help
Seners . ) ) ) For field help information,
Appiicalions Usethis pageto define a container-wide shared library that can be used by deployed select afield label or list
o ke applications. marker when the help
Sources
B Scope Cell=itimNode01Cell, Node=itimMNode01 . CUrsor appears.
Seaurty (3) Select a scope that includes
5 Eiibeone "\Scope specifiesthe level atwhich theresource|  the specific server that runs Tivoli Page help
P (2) Click information on what scope is and how it works Identity Manager. Mare information about
E » f - this page
UL BRI Environment > | Node=iimNode01, Server=server1 j|\
Wesphers variaiiz= ) ghared Libraries &
Shared Libraries |
Replicaion domnains o CNees
Narring b Ncwr Delete
System admirisiration o d I
|| .
Usarsand Groups (4) Click New.
T,
e —— Seleq, Description &
o —— r o« ITIM_LIB Shared library of [TIM_LIB
Saniice integration I~ JWLLib
v Total 2
Done
@ Computer [ Terminal ” . Integrated Solutions Console - Mozilla Firefox
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File Edit View Go Bockmarks Teols Help

Integrated Solutions Console - Mozilla Firefox

-9

Q [IEL hitip:/fitim:S0B0Vibm/consoleflagin.do

IBM Tivoli Identity Mana...  IBM Tivoli Identity Mana. ..

Integrated Solutions Console Welcome was

Help | Logout

| View: | All tasks | |

Welcome
Guided Artivities
Sarvers
Applications
Resources
Security
] Emircoment
Virual Hosts
Update gobal Web sarver plug-in confguraion
‘WebSphere Variables
Shared Libraries
Replicaion domains
Marring
System administration
Usersand Groups
Meritering and Turing
Treublashocting
Senvica integraticn

uool

Dane

—

|cel|s:\timNodeO1 CellnodesitimNode0 serversiserverl

+ Name
|jsext-test

D
{11 Mame the new shared library.

+ Classpath
iroot/jsexitestjar

(21 Type a classpath that includes the JAR file you created earlier.

L1
Native Library Path

Apply | OK Reset | Cancel |

& computer [ Teminal

” . Integrated Solutions Console - Mozilla Firefox

Field help

Specifies a class path that
contains the JAR files for
this library. Press Enter to
separate class path entries.
Entries must not contain
path separator characters

(suchas''or""). Glass
paths can contain variable
(symbolic) names that can
be substituted using a
variable map.

Page help
More information about
this page
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Integrated Solutions Console - Mozilla Firefox

File Edit View Go Bockmarks Teols Help

@ . . @ Q [EL hitip:/fitim:S0B0Vibm/consoleflagin.do

IBM Tivoli Identity Mana...  IBM Tivoli Identity Mana. ..

Integrated Solutions Console Welcome was Help | Llogout |

erprise Applications Glose page [~
| View: IMES.‘S e | Enterprise Applications pag

Welcome Enterprise Applications

Guided Adivtias

Sarvars . R R B Messages
{13 Click Applications > ) )

] Applications - . N M\ Changes have been madeto your local configuration. You can:
Enterprise Applications ) ) )

Enterpriss Applicaions ® Save directly to the master configuration.

Install New Apglicaion

® Review changes before saving or discarding.

Resources =
Sacurity &\ The server may need to be restarted for these changes to take effect
] Emircoment
Virkal Hese ) Enterprise Applications
Update gobal Web sarver plugin confguraion
WebSphers Variables Usethis page to manage installed applications. A single application can be deployed onto multiple servers.
Shared Libraries Preferences
Replicaion domains
Narring | Start ‘ | Stop | ‘ Install | | Uninstall | | Update | | Rollout Update | ‘ Remove File | | Export | | Export DDL
System administration = et
(]
Usarsand Groups —
Weritoring and Turing Select Name & Application Status ¢
Troubleshooting - DefaultApplication P
Senice int=graticn r IDSWebApp_war P
L] M 3
() =S
r - ®
r {2} Click ITIM to modify the application. 4
Total 5 b o’
-
4]
Done

1l

[H| Computer [ Terminal ” @ Integrated Salutions Cansale - Mozila Firefox g il [[j]\) Ej
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Integrated Solutions Console - Mozilla Firefox
File= Edit Wiew GCo PBookmarks Teols Help
@ - - @ Q [IEL hitp:fiitim S0E0ibm/console/login.do
IBM Tivoli Identity Mana...  IBM Tivoli Identity Mana. ..
Integrated Solutions Console Welcome was Help | Logout
TOreT ST S e craTT INitialiZe parameters
View: | All fasks -
| ) 1 = = status for serviets
Welcoma .
Startup behavior JSP reload options
Guided Activities i . . . Field hel
Application binaries for web modules P
Servers For field help information,
= Class loading and update Virtual hosts select a field label or list
L detection marker when the help
S Enterprise Java Bean Properties GCUrsOr appears.
Instll New Apglicaion Remote request dispatcher
Rasuurees properties Application profiles Page help
Seaury Security role to user/group Message Driven Bean chipre information about
Bl & e mapping listener bindings s page
Virksl et ) View Deployment Descriptor EJB JNDI names
Update gobal Web sarver plugin confguraion
WebSphere Variables Last participant support
Shared Libraries extension
Replicaion domains |
Narring References
System administration
Besource references
Usarsand Groups
EJB references ) .
Ty £ T ] Click Shared library references
Treubleshoating Shared library references
Senice integralion Resource environment entry
ool references
Apply | OK | Reset Cancel
Done
@ Computer [ Terminal ” . Integrated Solutions Console - Mozilla Firefox
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File Edit View Go Bockmarks Teols Help

Integrated Solutions Console - Mozilla Firefox

-9

Q [IEL hitip:/fitim:S0B0Vibm/consoleflagin.do

IBM Tivoli Identity Mana...  IBM Tivoli Identity Mana. ..

Integrated Solutions Console Welcome was

Help

Logout

| View: | All tasks |

Welcome

Enterprise Applications > ITIM=> Shared library references
Shared Library Mapping for Modules

Guided Adivtias -
= Specify shared libraries that the applicati (2) Click
e libraries must be defined in the configur;  Reference
B Applicationg - - shared libraries.
enerf (1) Select to modify the Reference shared libraries ‘K\
Inztall
entire [T application
! Select | Application URI < SIELED
Reswreed  FAther than a specific Libraries
seary | MMOdUle. o |mm META-INF/application.xml ITIM_LIB
=
Shared
virtsal Wik Select| Module URI e
Update gobal Web sarver plugin confguraion
WebSphara Variabies r PasswordSynch passwordsynch_web.war, WEB-INFweb.xm|
o= = ™ | ITM Gonsole itim_console.war WEB-INFAweb.xml
Replicaion domnains
Harring r EnRole app_web.war, WEB-INFiweb.xm|
System administration - ITIM_Self_Service | itim_self_senice.war WEB-INFiwveb.xml|
Usarsand Groups i
[ |MMSelfService | soi service_helpwar, WEB-INFweb xmi
Weritoring and Tuning Help
Treubleshocting - ITIM Console Help | itim_console_help.war, WEB-INFiweb.xm|
STl r ITIM Message Help | itim_message_help.war, WEB-INFiweb.xml
upol o
- EHS3.01 itim_iehs_help.war, WEB-INFiweb.xm|
- PasswordReset passwordreset_web war, WEB-INFiweb.xml
OK Cancel
Done
@ Computer [ Terminal ” . Integrated Solutions Console - Mozilla Firefox

Field help

Forfield help information,
select afield label or list
marker when the help
GUrsor appears.

Page help
More information about —
this page
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File Edit View Go

-9

IBM Tivoli Identity Mana. .

Beokmarks  Tools  Help

Integrated Solutions Console - Mozilla Firefox

Q [IEL hitip:/fitim:S0B0Vibm/consoleflagin.do

IBM Tivoli Identity Mana. ..

Integrated Solutions Console Welcome was Help | Logout
View: | Al tasks d |
| I B Messages
Welcoma i
& Changes have been made to your local configuration. You
Guided Activities FETE

Sarvers
[ Applications
Enterpriss Applicaions
Install New Apglicaion
Resources
Sacurity
[ Emirnment

Wirual Hests

Update gobal Web sarver plugin confguraion

‘WebSphere Variables
Shared Libraries
Replicaion domains
Narming
System admiristration

Usarsand Groups

Monitoring and Tuning
Troubleshooting
Sanvce integration

uool

Dane

@ Computer

(2] Click OK

|

+ Save directly to the master configuration.

* Review changes before saving or discarding

& The server may need to be restarted for these changes to take
effect

Enterprise Applications > ITIM=> Shared library references > Shared Library Mapping

Map shared libraries to an entire application or per module

(1) Add the shared library
you created to the
selected list for the

application. - —
\lJe Selected list by clicking ==.
Available! Selected
jsext-test ITIM_LIB

JWLLib

L

W New

OK Cancel

[ Teminal

” . Integrated Solutions Console - Mozilla Firefox

Field help

Forfield help information,
select afield label or list
marker when the help
GUrsor appears.

Page help
More information about
this page
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@ = Terminal -ox 89X
File Edit View Go PBeokmarks Tools | Fje  Edt Wiew Temminal Taps Help
-@ - > @ ﬂ P| Terminal Tarminal |
itim:~/jsext # pwd [+]
IBM Tivoli Identity Mana...  IBM Tivoli Identity | /root/jsext
Integrated Solutions Console Welcome was itim:~/jsext # cd /opt/IBM/itim/data/
itim:/opt/IBM/itim/data # emacs scriptframework.properties
-
| view: [Allesis = N g9e
Welcome ' Enterprise Applications
(1) Go to $ITIM_HOMEfdata and edit Fiold help
emacs @itim.ibm.com : : "
the scriptframework.properties file. For field help information,

select afield label or list
marker when the help

O X3 @ B o O @3 @ (o @ 7 E rence. These CUrsOr appears.

Page hel
X ag P

File Edit Optiohs Buffers Tools Help

#
# To add access to a class or package, the key must start with Ww
# UTTIM. java.acces=".  If you have multiple statements each keu must be unigue. f_r;are_d hispage
# ioraries
ﬁ This is a feature of using the IBMIS engine only. ITIM_LIB
# Examples: Shared
# ITIM. java.access.lang=java.lang.* Libraries
# ITIM. java.access.obj=java.lang.0bject
¥ boxml
ITIM. java.access. test-com. ibm.tivoli. javaext . TestClass
# |
# ITIM.scrip 1d be turned on. ANy other :
# value, or (2} Set a property named [TIM. ofiling off. The comparison is
ﬁ case INSens java access.<somsthing>tothe [12) for details). Ll
# In almost g name of the class you created. se. Profiling is in the J
# script fraf Save thefile. ds a lot of noise to the mi
: trace logs. -
ITIM.script.profiling=false ¥ —
—-—:#k scriptframevork.properties (Fundamentall--L142--80% |

| £ |

[~

Done
@ Computer [ B Teminal H ' Integrated Solutions Console - Mozila Firefox ][ [ emacs@itim.ibm.com ] @ ( ;) [[]])@
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)

Eile  Edit

-5 -8

View Go

Beokmarks  Toals  Help

Integrated Solutions Console - Mozilla Firafox

Q ||FL http://itim:2060ibm/consolellogin.da

IBM Tivali Identity Mana. ..

IBM Tivoli Identity ..

| IBM Tivoli Identity Manager l [ 1BM Tivoli Identity Manager - Home | [{7 Integrated Solutions Console ‘
Integrated Solutions Console Welcome was Help Logout
| View: I All tasks o | | Enterprise Applications
Welcoms
Guided Adivtizs Bl Messages Field help

Sarvars

[ Applicatiors
Enferprize Applicaions
Inzill New Apglicaion

Resaurces
Sacurity
[ Emironmert

Wirual Hestes

Update gobal Web server plug-in coniguraion

WebSphera Variables
Shared Libraries
Replicaion dormaine
Narming
System adminisiraticn
Usarsard Groups
Menitoring and Tuning
Troubleshooting
Sarvice integration

uool

Done

@ Computer

Enterprise Applicat

&\ Changes have been made to your local configuration. You
can:

® Save directly to the master configuration.

changes before saving or discarding

Click Save
Restart the WebSphere
Application Serverinstance.

TToTary

Shared Library Mapping for Modules

esto take

Specify shared libraries that the application or individual modules reference. These
libraries must be defined in the configuration at the appropriate scope.

[ B Teminal

H @ integrated Solutions Console - Mozila Fielox

| Reference shared libraries
e Shared
Select| Application URI Uibearion
s ITIM_LIB
I3 ITIM META-INF/application.xml jsect-test
Shared
Select| Module URI fhags
[ PasswordSynch passwordsynch_web.war, WEB-INFiweb.xm|
[ ITIM Gonsole itim_consolewar, WEB-INF/web.xml

Forfield help information,
select afield label or list
marker when the help
GUrsor appears.

Page help
More information about
this page

-
CAS LRI
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File Edit View Go Bockmarks Teols Help

IBM Tiveli Identity Manager - Mozilla Firefox

@ - - & Q [ Ity it m - S0ECiti miconsole/main

IBM Tivoli Identity Mana...

Identity Manager

Home Manage Users

Home

Change Passwords

Manage Roles

Manage Organization Structure

Manage Users

Manage Services

Manage Groups

[¥ Manage Policies
Manage Adoption Policies
Manage |dentity Policies
Manage Password Policies
Manage Provisioning Policies
Manage Service Selection Policies
Manage Recerification Policies
Manage Separation of Duty Policies

b Design Workflows

b set System Security

2 Reports

2 Configure System

P View Requests

b Manage Activities

About
Log Out

Dane

IBM Tivoli Identity ...

I Manage Identity Policies X

| ITIM Manager: Mywork ———[i]]

1
baseidentity = firstAtiribute + secondAttribute;

!
If ((baseidentty == null) || (baseidentity length == 0)) {
var givenname = subject.getProperty("givenname");
if (((givenname 1= null) && (givenname.length = 0}))
givenname = givenname[0];

if (givenname == null || givenname length == 0)
givenname = "";

else
givenname = givenname.substring(0, 1):

1
tf = IdentityPolicy userlDExists(baseidentity, false, false);
if (tf) {

return baseidentity;

1

This is the syntax to
create instances of
the new class.

entity + counter;
.userlDExists(identity, false, false);

var test = new com.ibm tivoli javaext TestClass();

retum createldentity() toLowerCase() + test + test;

secondAtinbute = secondAttnbute toLowerCase(locale);

baseidentity = givenname + subject.getProperty("sn")[0];

4]

& computer [ Teminal

][ . IBM Tivoli Identity Manager - Mozilla Firefox

Page 13



IBM Tivoli Identity Manager V5.1 Extending the JavaScript Engine with Java

Slide 14

Now that you have completed this module, you can:

= Add your own Java classes to the Tivoli Identity Manager JavaScript interpreter

= Call Java classes from JavaScript in Tivoli Identity Manager
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