
In this module, you learn about configuring the communication for Tivoli® Application 

Dependency Discovery Manager V7.2.2. 
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For this module, you must have a basic knowledge of Tivoli Application Dependency 

Discovery Manager V7.2.2. 

When you complete this module, you can successfully set up streaming mode, domain 

mode, and synchronization mode communication.
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Public connectivity covers network connectivity outside of the Tivoli Application 

Dependency Discovery Manager infrastructure. For example, a web browser might 

connect to Tivoli Application Dependency Discovery Manager storage servers for 

DataManagementPortal. The product console might connect to the Tivoli Application 

Dependency Discovery Manager discovery server. Or, API clients might connect to Tivoli 

Application Dependency Discovery Manager storage servers. 

Inter-server connectivity covers network connectivity between elements of the Tivoli 

Application Dependency Discovery Manager core infrastructure. That is, the discovery 

servers and storage servers. 

Local connectivity covers network connectivity between local services on one machine. 
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You can configure the main listen interface by changing the 

com.ibm.cdb.global.hostname property in the collation.properties file.

taddm_comm_config.ppt Page 4 of 30



The listen interfaces depend on the type of communication. You can configure specific 

listen interfaces for each registry and the services in it by changing the corresponding 

property in the collation.properties file. 
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You can configure the listen interface for specific services. You can configure separate 

TCP ports for each service during the installation phase or later by changing the 

corresponding properties in the collation.properties file, as shown in this table. 
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The default values for the host services and a specific listen interface configuration are 

shown on the slide. To configure listening interfaces separately for services for each 

connectivity area, change the appropriate property in the collation.properties file. 
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You can configure a specific listen port for each service by changing the property with the 

suffix port in collation.properties file. 
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To configure a listen interface for a web portal, in other words HTTP and HTTPS, change 

the com.ibm.cdb.service.web.host property in the collation.properties file. 

Note: The HTTP and HTTPS host is configured by changing this one property, in contrast 

to other services. 
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The firewall configuration is shown on the slide. The listening port must be open on the 

firewall as the source of the outgoing connections and as the destination of the incoming 

connections. It must also be open on the firewall as the destination of the outgoing 

connections and as the source of the incoming connections. In the diagram, the back 

arrow means that it must be open to all communication on this interface. If you change any 

of the default ports that are set in the collation.properties file, you must ensure that you 

open the appropriate ports. 
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You can configure a specific database connection, as shown in the example. 
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The ports shown on the slide are used by the PingSensor and PortSensor to make 

connections. These ports must be open for discovery to work. 
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If you want to use anchors or gateways, you open ports for discovery communication. You 

can use two modes of connection from Tivoli Application Dependency Discovery Manager 

to the anchor or gateway: ssh or direct. 

Port 8497 is defined as the default port for connection to an anchor. You can redefine this 

port in the client console for each anchor. In ssh mode, you open ports for the SSL 

communication and anchor connection ports on the loopback interface of the anchors for 

creating the SSH tunnels. In direct mode, you open ports for SSH communication and the 

listening port anchor connection ports on the anchors. 

taddm_comm_config.ppt Page 13 of 30



On this slide, you see an architectural example of domain-mode interaction. 
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In the tables on the slide, you can see the ports that you must configure for a domain 

mode. The ports are default ports and you can change them as needed. The API default 

port settings are listed in the upper table. The GUI default port settings are listed in the 

lower table. 
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On this slide, you see the communication configuration for domain mode setup. 
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In this example, you see the architecture of streaming mode. 
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The public services for the primary storage server, secondary storage servers, and 

discovery servers are shown on the slide. The API default port settings are listed in the 

upper table and the GUI default port settings are listed in the lower table.
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In the upper table, you see the primary storage server default port settings. In the lower 

table, you see the secondary storage servers default port settings. Local services are not 

explicit ports. To communicate, you must open a connection on loopback and on the local 

interface of your computer. 
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This flow chart shows the configuration for primary storage server communication. 
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This flow chart shows the configuration of the discovery server communication flow and 

default ports. 
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This flow chart shows the secondary storage server communication configuration flow and 

default ports. 
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This diagram shows a default architectural example of synchronization interaction. 
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In the upper table, the Domain Servers API default port settings are listed. In the lower 

table, you can see the Domain Servers GUI default port settings. 
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The upper table has a list of the Domain Servers inter services default port settings. The 

lower table has the Synchronization Server inter services default port settings. 
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This flow chart depicts the domain server communication flow. 
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This flow chart shows the synchronization server communication. 
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Now, you can configure a port and communication setup for a domain mode, streaming 

mode, and synchronization mode environment to start discovery with basic port and ping 

sensors. 
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