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This presentation covers anchors in Tivoli® Application Dependency Discovery Manager
version 7.2.1
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After you complete this module, you can perform these tasks:
= Describe how anchors work

= Diagnose common errors
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After you complete this module, you can describe how Tivoli Application Dependency
Discovery Manager anchors work and diagnose common errors.
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With anchors, you can run discovery across
firewall zones

— Many companies restrict access to 1R
areas of their network using firewalls

— Tivoli Application Dependency A [
Discovery Manager can use a server > g
that is located within the firewall
zone to perform discoveries on .
behalf of the primary root server P

— If there are Windows servers within
the firewall zone, a Windows
Gateway is also required
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Many companies use firewalls to restrict access to parts of their network, making
discovery in those areas difficult. Tivoli Application Dependency Discovery Manager
anchors allow for discovery across firewall zones. From an anchor in the firewall zone,
Tivoli Application Dependency Discovery Manager can perform discoveries on behalf of
the primary discovery management server, called the root server. If Windows servers are
within the firewall zone, then you also need a Windows gateway in that zone.
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Communication (1 of 2)

DMZ

4 Anchors © 2013 1IBM Corporation

The root server is itself an anchor. It uses sockets to communicate to the remote anchor
through an SSH tunnel.

A socket address is the combination of an IP address and a port into a single identity,
much like one end of a telephone connection is the combination of a telephone number
and a particular extension.
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Communication (2 of 2)

= Only Port 22, the default sshPort,
must be open

= All communication between the root
server and the anchor happens in the
SSH tunnel

S Anchors

DMZ
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Only Port 22, or whatever has been defined as the ssh port, must be open on the firewall
between the root server and the anchor. All communication between the root server and

the anchor is done in the SSH tunnel.
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* Anchors have the same hardware and software requirements as Tivoli Application
Dependency Discovery Manager root servers

* These root servers are also anchors
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When you remember that the root server is itself an anchor, it is easy to remember that
anchors have all the same hardware and software requirements as Tivoli Application
Dependency Discovery Manager servers.
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Anchors are defined by the Data Management Console

Anchors and Gateways
Type Address Port Scope Set
Anchor root server 8497
‘Windows Gateway
% Add Anchor X

Windows Gateway

Type: Anchor v

SetBy. ® Address (O Host Name

Address: | g 42 |37 75

Scope to search for host
O Entire scope (3 Limit to selected scope

S < <2 42 97 (nwht220)
DMZ anchor
WAS
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In the data management console, navigate to the Anchors and Gateways panel to define
the anchor and, if applicable, its scope restriction.
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dist/etc/anchor.properties

Example of contents:

anchor_host_1=9.42.37.75
anchor_scope_1=DMZ
port=8497
anchor_scope_0=DMZ anchor
anchor_host_0=root server

Note: the anchor_scope_0and anchor_host_0 lines do not exist if the root server is not scope
restricted

8 Anchors
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The anchor.properties file, which is located in the dist/etc subdirectory under the main
Tivoli Application Dependency Discovery Manager directory, contains the defined anchors
and their scope restrictions, if those exist. This file is automatically updated when you
modify the Anchors and Gateways panel. You do not have to manually edit this file unless
you use anchors for Network Address Translation (or NAT) environments. In the case of
NAT subnets, you must assign the anchors to a zone using the anchor zone property. See

the Tivoli Application Dependency Discovery Manager User’s Guide for further instructions
regarding NAT zones.
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dist/etc/scope.properties

Example contents:
#DO NOT EDIT THIS FILE; IT WILL BE OVERWRITTEN BY THE DATABASE
#Wed Feb 10 15:33:35 EST 2010
DMZ=9.42.42.97
RTP\ Range=9.42.37.1-9.42.37.128
WAS=9.42.18.108
DMZ\ anchor=9.42.37.75
RTP\ Subnet=9.42.36.0/255.255.255.128
test=9.42.12.235
NSJ=9.43.75.0/255.255.255.0, 9.43.74.0/255.255.255.0, 9.43.73.0/255.255.255.0
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Do not modify the dist/etc/scope.properties file manually, because it updates automatically
when you modify scopes on the data management console. It is a useful file, however, for
diagnosing all anchor problems. If you report a discovery issue involving anchors to IBM
Level 2 Support, provide the scope.properties file with the anchor.properties file.

anchors.ppt Page 9 of 32



The anchor directory is:
$HOME/coll7.1 givoli Application Dependency Discovery Manager 7.1 or 7.1.2.0)
%HOME/CO"TT .1(Tivoli Application Dependency Discovery Mana%er 7.1.2 + any fix pack)
HOME/coll7.2 (Tivoli A_\[pphcatlon Dependency Discovery Manager 7.2)
$HOME/taddm7.2.1.x (Tivoli Application Dependency Discovery Manager 7.2.1 FPx)
Additionally, the property com.ibm.cdb.taddm.anchor.root was added in 721 to allow for customizing this location

$HOME/taddm7.2.2.x (Tivoli Application Dependency Discovery Manager 7.2.2 FPx)

Where $HOME is one of these locations:
Directory of the user ID that is used to discoverthe anchor (UNIX)
%SystemRoot%\temp (Windows)

$anchor_dir/etc/collation.properties is copied by the root server

sshd_configmust be readable by the user running the anchor process and must contain have

AllowTcpForwarding setto Yes

10 Anchors
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The root server copies all files that the anchor requires to run a discovery as part of the
initial anchor deployment. These files are copied to the anchor directory on the anchor.
The exact location of the anchor directory depends upon the platform (UNIX versus
Windows), the user’s home directory, and the version of Tivoli Application Dependency
Discovery Manager. The directory structure below the anchor home directory will always

be the same.
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Stop

Stop

" Anchors

No

No

root server pings target

Yes

Is port 22 active?
(PortScanSensor)

Yes

root server attempts SSH
to target

©2013 1IBM Corporation

When root server runs a discovery, it first tries to ping the target IP to determine if it is an
active IP. If there is no response, discovery proceeds no further. If the IP responds
successfully to a ping, the root server then scans the SSH port. If the SSH port is active,
the root server then attempts to discover the target. If the SSH port is not active, the root
server attempts to discover the target using SNMP, but in this demonstration, for the sake

of simplicity, you are not concerned with the SNMP part of discovery.
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root server pings
Target, discovers
anchor

Ping of Target
fails, continues
discovery of
Anchor

12 Anchors

After AnchorSensor
finishes

Anchor pings target

No

Yes

Anchor ask root
server — Has this
Target been
discovered yet?

Stop

Yes
Stop

No

Anchor checks port
22 on target

No

Stop
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If an anchor is used for discovery and there are no scope restrictions, the root server still
attempts to ping the target. After the anchor sensor completes, the anchor also attempts to
ping the target. The anchor attempts further discovery if the target responds and the target
has not already been discovered. Tivoli Application Dependency Discovery Manager keeps
information that indicates whether a target has been discovered internally, but basically if
the PortSensor ran successfully on the target from the root server or another anchor, then
this anchor does not run discovery.
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Discovery with an anchor with scope restrictions

After AnchorSensor
finishes
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When the root server is restricted to the anchor, it does not run the ping sensor on the
target. Only the anchor runs the ping sensor against the target.
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= 8497 - used by remote anchor process

* When the AnchorSensor starts the anchor Java process, that process listens on this
socket

* When discovery ends, the root server sends an end message to the anchor, the
Java process stops, and the socket closes

* You can configure this socket from the Tivoli Application Dependency Discovery
Manager Product Console

+ Same socket is used by all remote anchors

= 8495 - used by local anchor process
* When a local anchor is required, such as when doing WebSphere® discovery, a local
Java process (jvm) starts and listens on 127.0.0.1 on Socket 8495
+ If an extra sensor also requires a local anchor, the next jvm process starts, and this
new process listens on Socket 8494 (8495-1)
* You cannot configure this socket
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The remote anchor process uses Socket 8497. When the Java process starts on the
anchor by the AnchorSensor, that Java process listens on Socket 8497. When discovery
ends, three events occur:

The root server sends an end message to the anchor.
The Java process stops.
The socket closes.

You configure this socket, which all remote anchors use, from the Tivoli Application
Dependency Discovery Manager Product Console.

The local anchor process uses Socket 8495. For example, a local anchor is necessary
when you run a WebSphere discovery. In such a case, a local Java process starts and
listens from 127.0.0.1 on Socket 8495. If an additional sensor also requires a local anchor,
the next Java process starts. This new process listens on Socket 8494 (8495 - 1). This
socket cannot be configured.
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Configuring socket that remote anchors use

Discovery Anchors and Gateways
A Type Address Port
¢ Anchor root server 8499 \
Anchors and Gateways Windows Gateway (3 Edit Port Numbe @
it Pol umber
Windows Gateway i
@ Windows Gateway PortNo: | 84ag| /
Schedule e Bida
T — K (o ][ corca |
Topology
Analytics
Discovered Components (B3| l—IAdd
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You configure the socket that remote anchors use from the Tivoli Application Dependency
Discovery Manager Product Console Anchors and Gateways panel.
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Configuring anchors with multiple firewalls

DMZ-1

18 Anchors

DMZ-2
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If there is only one firewall between the root server and the target, an anchor is placed
beyond each firewall. Each anchor is responsible for discovery within its network zone.

Only the SSH port must be open from root server to each anchor.
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17

Discovery

&)

Computer Systems

8=

Application Templates

£

Anchors and Gateways

Anchors

Anchors and Gateways

Anchor

Anchor

Anchor

Address

root server

1111

2222

Port

8497

8497

8497

Scope Set

DMZ-1

DMZ-2
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To define the anchors for the previous example, Anchor IP 1.1.1.1 can run discoveries of
all IPs in the scope DMZ-1, and Anchor IP 2.2.2.2 can run discoveries of all IPs in the

scope DMZ-2.
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Chaining anchors with multiple firewalls

DMZ-2

DMZ-1
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When there are multiple firewalls between the root server and the target, an anchor is
placed within each firewalled network zone. Only the SSH port must be open on the
firewall between each anchor (including the root server) and the next anchor.

In this example with multiple firewalls, the root server can access only Anchor 1. Anchor 1
in turn accesses Anchor 2. Only the SSH port must be open from the root server to

Anchorl and from Anchorl to Anchor?2.
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19

Chained anchors (1 of 2)

Scope
Scope Sets
a_set Include
DMZ-1 ichide
DMZ-2
Scope
Scope Sets
a_set Include
anchors
Include
DMZ-2 Include
Scope
Scope Sets
a_set include
anchors
DMZ-1 Include

oz JIEFY

pa——

Anchors

Method

Method

Method

Type
Host

Host

Type
Host
Host

Host

Type
Host
Host

Host

Valve
10.1.11
10211
Valu
10.1.1.10
10.1.1.11
10.1.1.12
Valve
10.2.1.10
10.21.11
102.1.12
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As an example of how to define chained anchors, first define the scopes for the anchors,
DMZ-1 and DMZ-2.
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Anchors and Gateways
Type
Anchor
Anchor

Anchor

20 Anchors

Chained anchors (2 of 2)

root server
10.1.11

10211

8497
8497

Fort
anchors
DMZ-1

DMZ-2

Scope Set
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Next, you restrict the scope of each anchor to its appropriate DMZ. In this example, the
root server is restricted to discover only the anchors themselves. That setup is not always
necessary, but it prevents the root server from attempting to discover any targets.

anchors.ppt

Page 20 of 32



For troubleshooting purposes only, you can compress and copy the
$COLLATION_HOME/dist/support/bin directory to $anchor_dir/support/bin

Scripts that do not have to access the Tivoli Application Dependency Discovery Manager
database work on the anchor

Example: testwasconnection and testsshport work, but testssh does not

21 Anchors ©2013 1IBM Corporation

Though the scripts under dist/support/bin directory are not officially supported, you can
copy them to the anchor, in attempts to diagnose the problem. Scripts that do not require
access to the Tivoli Application Dependency Discovery Manager database work on the
anchor.
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ogs from Anchor

= anchor.<FQDN> log<.#>
— Example:
anchor.nwimpro.tiviab.raleigh.ibm.com.log.1
— Main anchor log, similar to DiscoverObserver.log on the root server
For example: grep PortScan anchor*

— Eye catcher at the start of any anchor or the local-anchor log:
INFO anchor.CollationServer —*

= Collation.Server.<#>.<FQDN>.out
— Example CollationServer.01102010.1.30.07M52.nwimpro.tiviab.raleigh.ibm.com.out
— Can contain some error information but often empty
— If the error is the anchor itself, this log might help

2 Anchors ©2013 1IBM Corporation

Each new discovery in main log on the anchor starts with the string “INFO
anchor.CollationServer —.” The Collation.Server files on the anchor are often empty, but
sometimes you can use them to diagnose a communication problem on the anchor itself.
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= The PortScanSensor log contains messages similar to these examples:
Port Ping : 10.1.2.1:[445,1741,135,23,22,389,53,1521]
Ping failed for IP address 10.1.2.1 on port 445
Ping failed for IP address 10.1.2.1 on port 1741

= |f the failed ports are listed separately, at least one port pinged successfully

= |f no ports pinged successfully, this message opens:
Ping failed for IP address 10.1.2.1 on all ports [22, 135]

= The stated messages show in the sensor logs on the server that actually performed the
discovery attempt, either the root server or the anchor
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Examination of the port scan sensor logs can be helpful in determining which server
performed the discovery. They can show failures or, more importantly, unexpected
success, from the wrong root server or anchor, which can explain discovery results.
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24

Anchors

Error scenario: SSH port is open from root server to all targets

This situation causes a problem
when root server attempts to
discover applications, such as
WebSphere, that use extra
ports

Telnet <ip> <port>

is useful for troubleshooting this
scenario

© 2013 IBM Corporation

Having the SSH port open from the root server to all targets beyond a firewall, that is, not
just the anchor, causes a problem if the root server then attempts to discover applications,
such as WebSphere, that needs extra ports to communicate.

Telnet is useful in troubleshooting connectivity.
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What discovery through an anchor looks like in the logs

Look at the PortScan Sensor on the root server.
* When the root server runs this sensor, the message indicating what ports were found
open on the target looks like this example:
2010-01-08 11:08:22,301 DiscoverManager [DiscoverWorker-10] PortScanSensor-
1.2.3.4 INFO portscan.PortScanSensor - PortScanAgent(1.2.3.4): found [22]

* When the anchorruns this sensor, the message in the sensor logs on the Server looks
like this example:
2010-01-08 11:19:29,292 DiscoverManager [DiscoverWorker-4] PortScanSensor-
1.2.3.4 DEBUG cdb.AnchorClient - remoteDiscover, result: [22]
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The PortScan sensor on the root server contains the message “found [X]” when port X is
found available by the root server. When port X is found available by an anchor, the same
log on the root server instead contains the message “result: [X]”.
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If the anchor cannot listen on the configured socket (8497 by default), most likely another
process is listening on it

The anchor sensor log then contains an error similar to these examples:

port in use
unable to create anchor
tunnel to server has not been created
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If the anchor cannot listen on its configured socket, the anchor sensor log on the root
server contains a error message similar to “port in use,” “unable to create anchor,” or
“tunnel to server has not been created.” To fix this issue, you must log on to the anchor
and determine what process is using that port and why. Then take necessary actions to

free the port.
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= Either an application is using the socket, in which case you must configure this application or
the remote anchor port to use another socket

= |f an anchor process from a previous discovery is still running; you must stop it manually
Use netstat —a and ps —f U <taddm id> or ps —ef | grep coll to determine if running anchor

processes exist

© 2013 IBM Corporation
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If another application is using the socket, either change that application or change the
remote anchor port from the Data Management Console, as shown earlier in this
presentation. If an anchor process is incorrectly still running from a previous discovery,
stop the anchor manually. If this problem continues to happen, call IBM Support for further

analysis.
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AllowTcpForwarding

= As per the troubleshooting documentation, you must set the AllowTcpForwarding option on
anchors to Yes in the sshd_config file
If confirmed that ports are not in use, this setting is the likely cause of failure

= Example of logged errors:

2011-03-22 07:10:14,003 DiscoverManager [DiscoverWorker-4] AnchorSensor-
anchor-@anchor_ IP-8431 DEBUG cdb.AnchorClient - ClientConnection(client (0)
) : making a new client connection to: (anchor IP,8431/8432)

2011-03-22 07:10:14,003 DiscoverManager [DiscoverWorker-4] AnchorSensor-
anchor-@anchor_ IP-8431 DEBUG cdb.AnchorClient -

<snip stack trace>

2011-03-22 07:10:19,003 DiscoverManager [DiscoverWorker-4] AnchorSensor-
anchor-@anchor IP-8431 DEBUG cdb.AnchorClient - client(0) closing
connection to: anchor IP

2011-03-22 07:10:19,019 DiscoverManager [DiscoverWorker-4] AnchorSensor-
anchor-@anchor IP-8431 ERROR cdb.AnchorClient - [ClientConnection.E.2]
unable to create i/o streams to address:anchor IP, exception:
java.net.SocketException: Connection reset
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As stated previously, and in the documentation, you must set the AllowTcpForwarding
parameter to TRUE in the sshd_config file.
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Windowe anchare
VVINAQOWS ancnors

= Ensure that the Windows Firewall is disabled
It is enabled by default for Windows 2008

= Having UAC enabled can also cause connection problems

= Because most reported problems tend to be a result of the version of cygwin that is used,
check the Installation Guide for hardware and software requirements

= A good technote (titled “Windows Anchor Fails”) can be found here

= Always search the Tivoli Knowledge Base that is found at

or to go directly to Tivoli Application Dependency Discovery Manager:
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For problems with anchors on a Windows platform, if possible, test using a Linux box as
an anchor to rule out if the issue is on the firewall or in the network configuration. Check
the Installation Guide to confirm that proper hardware and software is being used.
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Now that you completed this module, you can perform these tasks:
= Describe how anchors work

= Diagnose common errors
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Now that you completed this module, you can describe how Tivoli Application Dependency
Discovery Manager anchors work, and you can diagnose commaon errors.
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