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1

Introduction
You learn how to implement operator commands to control IBM Security Key Lifecycle 
Manager (ISKLM) for z/OS from the console of a mainframe. This task requires two 
prerequisites that you can also learn from this paper:

1. How to run Java programs from jobs.

2. How to create a started task to be able to issue commands to ISKLM.

Audience

This paper is for implementers who install ISKLM for z/OS, and must create operator 
commands to simplify the operation and administration of the product.

Acknowledgements

Many thanks for the help from John Peck, Martien Balgooi Van, Mark S. Hahn, and 
Monique Conway.



2 IBM Security Key Lifecycle Manager for z/OS 1.1: Operator Commands ©Copyright IBM Corp. 2011

• 
• 
• 
•
•

IBM Tivoli White Paper
1 Running Java programs from JCL jobs

1 Running Java programs from 
JCL jobs

Operator commands require a job or a started task that waits to receive operator commands. 
Started tasks are written in JCL, so the first step is to run a Java program from JCL.

The components that are required to run Java programs from JCL are already available as 
part of the Java virtual machine (JVM). They are typically stored in z/OS UNIX System 
Services (USS), under $JAVA_HOME/mvstools.

1.1 JVMLDM<version>, the z/OS program

The first component is the z/OS program that runs the JVM. This program is called 
JVMLDM<version>. It must be made available to JCL. Either use SMP/E, or allocate a 
new data set (by using the record format U and data set name type LIBRARY) to store the 
program. JZOS.LOADLIB is a reasonable name.

Open USS. Change to the $JAVA_HOME/mvstools folder and run the following 
command to copy the program:

cp JVMLDM60 “//‘JZOS.LOADLIB(JVMLDM60)’”

Note: In this white paper, $JAVA_HOME refers to the directory in z/OS UNIX System 
Services where Java is installed. Typically, this would be /usr/lpp/java/J6.0 for Java 
6.0.

Note: If your version of Java is not 6.0, or if the selected data set is not JZOS.LOADLIB, 
modify the command.
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1.2 JVMPRC<version>, the JCL procedure

This JCL procedure contains configuration parameters that pertain to the JVM and are 
unlikely to change between jobs. It is stored in $JAVA_HOME/mvstools/samples/jcl. 

To copy JVMPRC<version> to a procedure library, issue a command similar to the one as 
follows:

cp JVMPRC60 “//‘USER.PROCLIB(JVMPRC60)’”

Alternatively, you can allocate a new data set (by using record format FB, record length 80, 
and data set name type PDS) to store the program. In that case, you must specify the name 
of the new data set in the JCL job. Before the EXEC statement, place a line similar to the 
one as follows:

//JCL JCLLIB ORDER=<name of new data set>

1.2.1 Editing the JCL procedure

Edit the JCL procedure as follows to access the JVM.

1.2.1.1 The library JCL variable

Note the following code:

//*  LIBRARY='<HLQ>.JZOS.LOADLIB', < STEPLIB FOR JVMLDM

By default, this line is commented out. Unless you used SMP/E to install the 
JVMLDM<version> into one of the linklib data sets, you must uncomment this line and 
specify the data set that contains the JVMLDM<version>. For example, if you used 
JZOS.LOADLIB, the correct line is as follows:

// LIBRARY='JZOS.LOADLIB',

1.2.1.2 The steplib

The second line that must be changed is as follows:

//*STEPLIB  DD DSN=&LIBRARY,DISP=SHR

Unless you used SMP/E to install the JVMLDM<version> into one of the linklib data sets, 
you must uncomment this line. Delete the asterisk.

//STEPLIB  DD DSN=&LIBRARY,DISP=SHR
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1.3 JVMJCL<version>, JCL sample

This example JCL job uses JVMLDM<version> and JVMPRC<version> to run a Java 
class. Copy it to a data set that holds JCL jobs. You can also use a command similar to the 
following one to copy it to its own data set:

cp JVMJCL60 //JVMJCL60

This command copies the file to <your user name>.JVMJCL60.

1.3.1 Editing the JCL sample

The JCL sample does not contain a job card (the first lines of JCL that specify the name of 
the job). Nor does it contain the name of the procedure library that contains the JCL 
procedure for Java. Add the two following lines in the top of the JCL sample, modifying as 
appropriate to your installation:

//RUNJVM JOB CLASS=A,NOTIFY=&SYSUID,MSGCLASS=H
//PROCLIB JCLLIB ORDER=JZOS.PROCLIB

One of the data definitions is STDENV. This file is a UNIX shell script that runs before the 
JVM. If Java is not installed in the default location, you must change the line that specifies 
JAVA_HOME.
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1.4 Verifying the JCL works

Submit the JCL job. Go to SDSF and view the job results as shown in Figure 1.

Figure 1: Results of a job that uses the JVM

The bottom displays a “Hello World” message, indicating that the Java class ran correctly.

1.4.1 Changing the Java class

The JCL job runs a class called HelloWorld, which is provided with the JVM for testing 
purposes. To run a different class, change the JAVACLS value in the line below the one 
that specifies the procedure name (JVMPRC<version>).
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2 Started tasks
Started tasks are JCL jobs that are stored in specific data sets. The operator can control the 
commands from either the console or SDSF.

2.1 Adding a data set to the started task data set list

This procedure adds a data set to the list that is searched for started tasks:

Perform the following steps to create a data set for the started task.

1. Run the following console command to get the list of parameter libraries:

D PARMLIB

The result is similar to Figure 2.

Figure 2: Results of D PARMLIB

The four data sets are as follows:

– USER.PARMLIB

– COMMON.PARMLIB

– SYS1.PARMLIB

Note: This procedure applies to installation that use JES2. If your installation uses JES3, ask 
a system programmer for help.

Tip: There are two common ways to enter console command. One is to log on to the console. 
The other is to enter SDSF. Within SDSF, type slash (/), followed by the command in the 
command input field. To enter a long command in SDSF, type slash on its own in the 
command input field to open the system command extension panel.
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– SYS1.PARMLIB.INSTALL

If the system is looking for a parameter member called, for example, CLOCK00, 
it looks first in USER.PARMLIB(CLOCK00). If it does not find it, it looks in 
COMMON.PARMLIB(CLOCK00), SYS1.PARMLIB(CLOCK00), and 
finally, SYS1.PARMLIB.INSTALL(CLOCK00).

2. In the parameter libraries, find the JES2PARM member that contains the 
definition of the STC (started task) job class. Find the PROCLIB parameter to 
identify the data set list that is used for started tasks.

The name is PROC followed by the PROCLIB parameter value. For example, 
Figure 3 shows that the data set list is PROC00.

Figure 3: Definition of the data set list for started tasks

3. Run the following console command to see if there is already a dynamic data set 
list for started tasks. Substitute your own value for PROC00 if necessary.

$D PROCLIB(PROC00)

4. If you receive a message similar to Figure 4, you must create the dynamic data set 
list. Otherwise, skip to the next step.

Figure 4: Definition of the PROCLIB for started tasks
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If there is no dynamic data set list, you must create it, and add the existing 
data sets to it in addition to the new one. To do so, perform the following 
steps:

a. Identify the data set member that runs the JES2 subsystem. To do so, run the 
console command to get information about the parameters that are used 
during the reboot. The command is called in mainframe terminology initial 
program load, or IPL:

D IPLINFO

Figure 5: Results of D IPLINFO

The relevant field is the IEASYS LIST. The value shown in Figure 5 points 
to the configuration parameters in the IEASYS00 and IEASYS01 members 
of one of the parameter data sets.

b. Open those members in the parameter data set list. Find the MSTRJCL 
parameter, which defines the MASTER-jcl, the base MVS system that runs all 
other functions. 

Figure 6: IEASYS00 member with the MSTRJCL parameter

For example, the value here is MSTRJCL=00, which means that the member 
of the parameter library that defines the MASTER-jcl is MSTJCL00.
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c. Open that member in the parameter data set list.

Figure 7: MSTRJCL00 member with the IEFPDSI data definition

The IEFPDSI data definition specifies the proclib data sets where the JES2 
procedure is defined. In this example, look for SYS1.PROCLIB(JES2) and 
USER.PROCLIB(JES2).

d. Open the JES2 member and identify the data sets in the static data set list that 
is used for started tasks now.

For example, Figure 8 shows that the data definition is PROC00, so the data 
sets are the variables DSN1, DSN2, and so on. Those variables were defined 
earlier as USER.PROCLIB, COMMON.PROCLIB, and so on.

Figure 8: The JES2 data set member
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e. Run the following console command to create the dynamic data set list:

$add proclib(proc00),dd(1)=(dsn=<1st data set in the 
list>)

f. For every other data set in the static list, issue the following command to 
append it to the end of the list:

$t proclib(proc00),dd(99)=(dsn=<data set name>)

5. To add the new data set to the list, issue the following console command:

$t proclib(proc00),dd(99)=(dsn=<new data set>)

2.2 Creating a started task

Create a started task of your own by performing the following steps:

1. Specify the standard environment for Java in a data set member. On my system, I 
allocated a data set called JZOS.PARMLIB and used 
JZOS.PARMLIB(STDENV).

. /etc/profile                                                    

Replace with the directory where Java is installed on your system. Often, this 
value is /usr/lpp/java/J6.0 for Java version 6.0:

export JAVA_HOME=/u/usr/lpp/java/J6.0     
export PATH=$JAVA_HOME/bin:/bin:$PATH                             
export CLASSPATH=$JAVA_HOME/lib:$JAVA_HOME/lib/
ext:$JAVA_HOME     
LIBPATH=/lib:/usr/lib:$JAVA_HOME/bin:$JAVA_HOME/bin/j9vm
LIBPATH=$LIBPATH:$JAVA_HOME/bin/classic
export LIBPATH=$LIBPATH:$JAVA_HOME/bin/s390
env 

2. Enter the following JCL code as a JVMTEST member in the started task data set 
that you added previously (JZOS.PROCLIB, for example):

//JVMTEST  PROC JAVACLS='HelloWorld',

Replace JZOS.LOADLIB with the name of the data set that contains the 
JVMLDM<version> member on your system.

//   LIBRARY='JZOS.LOADLIB',

Note: This command adds the data set in the 99th place. However, the operating system puts 
it at the lowest free place. Therefore, it is possible to reuse this location.
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Replace with the Java version that you use, if different.

//   VERSION='60'
//*                                            
//JVMTEST  EXEC PGM=JVMLDM&VERSION,
//   PARM='&JAVACLS',REGION=512M
//STEPLIB  DD DSN=&LIBRARY,DISP=SHR
//SYSPRINT DD SYSOUT=*
//SYSOUT   DD SYSOUT=*
//STDOUT   DD SYSOUT=*
//STDERR   DD SYSOUT=*
//CEEDUMP  DD SYSOUT=*
//ABNLIGNR DD DUMMY

Replace JZOS.PARMLIB(STDENV) with the name of the data set and member 
where you placed the standard environment.

//STDENV   DD DSN=JZOS.PARMLIB(STDENV),DISP=SHR

3. If RACF, the security subsystem, controls started tasks (the STARTED class being 
active), run the two following TSO commands to create a generic profile for this 
job:

RDEFINE STARTED JVMTEST.** UACC(ALTER) 
STDATA(USER(userid))
SETROPTS RACLIST(STARTED) REFRESH
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2.3 Test the started task

Perform the following steps:

1. Run the following console command:

S JVMTEST

2. In SDSF, view the status of the JVMTEST job as follows:

a. Type ST to view job status.

b. Find the JVMTEST job and type S next to it.

c. If everything ran correctly, the bottom of the result resembles the following 
screen capture:

Figure 9: Expected result of the JVMTEST started task
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3 The ISKLM started task
ISKLM contains two files that are used for the ISKLM started task. After using SMP/E to 
install the product, those files are located in the following data sets:

• HLQ.CKL.SCKLSAMP(ISKLM): The started task to put in one of the started 
task data sets

• HLQ.CKL.SCKLSAMP(ISKLMENV): The data set member that specifies the 
environment

3.1 ISKLMENV, the environment setup script

This UNIX script sets up environment variables. The following lines specify the 
installation location of ISKLM and Java, which you might need to modify:

export ISKLM_HOME="/usr/lpp/ISKLM"
export JAVA_HOME="/usr/lpp/java/J5.0"

The following line specifies the location of the Java archive (JAR) file that contains the 
software:

CLASSPATH=$CLASSPATH:/usr/lpp/ISKLM/IBMSKLM.jar 

The following line is the name of the properties file:

export ZZZZ="/u/isklmsrv/ISKLMConfig.properties.zos"

3.2 ISKLM, the started task

Copy the ISKLM file into one of the started task data sets. You might need to modify some 
of the lines:

Specify the data set that contains the JVMLDM<version> member:

//   LIBRARY='ROOT.JAVA.LINKLIB', < STEPLIB FOR JVMLDM mod..

Note: These files are also available in the SMP/E distribution library, 
HLQ.CKL.ACKLSAMP. However, administrators are not supposed to use the 
distribution library for any purpose except for SMP/E installation.
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If necessary, change to reflect the version of Java that you use:

//   VERSION='50', < JVMLDM version: 14, 50, 56

If necessary, change to reflect the data set, or data set member, that contains the 
environment setup script.

//STDENV DD DSN=USER.PARMLIB(ISKLMENV),DISP=SHR 

3.3 Controlling ISKLM from a started task

1. To start ISKLM, run the following console command:

S ISKLM

2. In SDSF, type ST to see the status of the ISKLM job. It is in the execution queue 
because ISKLM is currently running.

Figure 10: The ISKLM job in the execution queue

3. Type S next to the ISKLM job name and view the job results.

4. Run the following console command to get the key list:

F ISKLM,APPL=’list’

5. In SDSF, type LOG to view the system log, which contains the key list.
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Figure 11: The ISKLM key list in the system log

6. Run the following console command to stop ISKLM:

P ISKLM
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