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IBM Security Network Active Bypass

Applying firmware updates

This is a self-running demonstration that shows you how to complete a task. i ) i
Controls are availahle atthe hottorn of the screen. Copyright IEM Corpaoration 2011 All rights reserved.
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When you complete this module, you will be able to:

= Find firmware updates

= Apply a firmware update to the IBM Security Network Active Bypass unit

& 2011 [BM Corporation
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= Download updates for the Network Active Bypass (NAB) unit from the 1BM
ISS Download Center

= You use the NAB management interface to upload update files to the
NAB unit

= Because the unit does not verify the files that are uploaded through the
management interface, it is important to verify that the update file applies to
the NAB

= Uploading an incorrect file can cause the NAB to:
= Enter into a restart loop

= Fajl to start

& 2011 [BM Corporation
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Product Documentation

AARENFa A

Related Info

IBM Internet Security Systems
Ahead of the threat.™

Home * Download Center

Download Center

Sign Out | 1SS Worldwide | MyISS | Investor Relations | Careers

PRODUCT DOWNLOADS

Select A Product:

|

Datsbese Scanner

-

N

» Internet Scanner 7.0 SP2-7.2.97

» Enterprise Scanner Content Update
1.83 (CAM)

* Proventia Metwork - Content Update
31.070

» Proventia Metwork - Content Update
31.070

» Proventia and RealSecure Host
Content Updates - 31.070 and 2660

» Proventia Metwork - Content Update
31.060

® Proventia Metwork - Content Update
31.060

» Security Fusion Content Updates -
June 2011

» |nternet Scanner 7.0 SP2-7.2.95

» Enterprise Scanner Content Update

LATEST CONTENT UPDATES

Keyword Search

CONTACT US

LATEST UPDATES
=
" ows 2.2
Tofindan update, [~
click the list. ftive Bypass
P PO GO I are Update
g

» Proventia G400 Firmware Lpdate v1.8
» Proventia Metwork Mail Security - 2.5.1
Firmware Update

&
This demonstration shows how to
find firmware updates and apply
them to the MAB unit. You must
sign in to the Download Center to
download product updates. This
task has been performed for you.
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IBM Internet Security Systems
Ahead of the threat.™

ABOUT US
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PRODUCTS:

Related Info

-

Select Proventia
Network Active
Bypass.

o

SERVICES RESEARCH

Home * Download Center

Download Center

PRODUCT DOWNLOADS LATEST UPDATES

Select A Product:

SUPPORT

Datsbase Scanner

|| FIFS ensbled systems
Hosted Vulnerability Mansgement Servics Apt
IBM Security Server Protection

Internet Scanner

HIAP EALZ - Prow. A/G, Net. Snsr, SiteProtectc|
MIAFP EAL2 Prov. Desktop, Prov. Server, SitePr
MIAF EAL2-PF Froventia GX 1.3 and SiteProt
MNIAP EALZPP - Prov. GX8118 ver.2.2, Site Pn:
FProventiz A Sarizs

Proventia Deskiop

Proventis Deskicp Acosss Control

Proventia Endpeint Secure Contral

Proventia G Series

Froventis M Searies

Proventia Mail Filter

Proventia Management SiteFrotector Appliam
Froventis Metwork Active Bypass

Froventis Network Anomasly Detection System
Prowentis Metwork Enterprise Scanner
Froventis Metwork IPS [GX-Series)

Proventia Network IPS for Crossbeam
Frowentis Network Mail Security System
Proventia Metwordk Security Controller
FProventia Server

Datahase Scanner ~

Proventis Web Filter .

Sign Out | 1SS Worldwide | MyISS | Investor Relations | Careers

Keyword Search

PARTNERS

» Server Protection for Windows 2.2
SiteProtector Updates

» Proventia 106 Metwork Active Bypass

» MSSYWMS CD 1.3

» Proventia G2000 Firmware Update
vig

» Proventia G400 Firmware Lpdate v1.8

CONTACT US

» Proventia Metwork Mail Security - 2.5.1

Firmware Update

» Hone available

BETA DOWNLOADS
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IBM Internet Security Systems
Ahead of the threat.™

SERVICES RESEARCH

Home * Download Center

Download Center

Sign Out | 1SS Worldwide | MyISS | Investor Relations | Careers

SUPPORT

PRODUCT DOWNLOADS

Select A Product:

Prowentiz Metwork Active Bypess

Internet Scanner

L | MIAP EALZ - Prov. A/G, Net. Snsr, SiteProtectc
HIAP EALZ Prov, Desktop, Prov. Server, SitePr
NIAP EAL2-PP Proventia GX 1.3 and SiteProt
NIAP EALZFP - Prov. GX8118 ver2.2, Site P
Proventis A Series

Froventiz Desktop

Prowventia Desktop Acoess Control

Proventia Endpeint Secure Control

FProventiz = Serizs

Froventia M Series

Proventia Mail Filter

Frowventis hMansgement SiteProtector Applism
Proventia Metwork Active Bypass

Proventis Metwork Anomaly Detection System
Prowentia Metwork Enterprise Scanner
Proventiz Netwerk IPS (GH-Serizs)

FProventis Metwork IPS for Crossbesm
Froventis Network Mail Sscurity System
Prowentia Metwork Security Controller
Froventis Server

Proventia Web Filter

HeslS=zcure Dasktop

RealSecure Network Sensor

RealSecure Server Sensor

SiteProtector

1%

Keyword Search

PARTNERS

LATEST UPDATES

» Server Protection for Windows 2.2
SiteProtector Updates

» Proventia 106 Metwork Active Bypass

» MSSYWMS CD 1.3

» Proventia G2000 Firmware Update
vig

» Proventia G400 Firmware Lpdate v1.8

CONTACT US

» Proventia Metwork Mail Security - 2.5.1

Firmware Update

» Hone available

BETA DOWNLOADS
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Ahead of the threat.™

ABOUT US PRODUCTS

Related Info
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SERVICES RESEARCH

Home » Download Center
Download Center

PRODUCT DOWNLOADS

Select A Product:

Prowventia Network Active By

LATEST CONTENT UPDATES

» Internet Scanner 7.0 SP2-7.2.97

» Enterprise Scanner Content Update
1.83 (CAM)

* Proventia Metwork - Content Update
31.070

» Proventia Metwork - Content Update
31.070

» Proventia and RealSecure Host
Content Updates - 31.070 and 2660

» Proventia Metwork - Content Update
31.060

® Proventia Metwork - Content Update
31.060

» Security Fusion Content Updates -

June 2011

Internet Scanner 7.0 SP2 - 7.2.95

» Enterprise Scanner Content Update

¥

v

SUPPORT

Sign Out | 1SS Worldwide | MyISS | Investor Relations | Careers

Keyword Search

TRAINING PARTNERS

LATEST UPDATES

» Server Protection for Windows 2.2
SiteProtector Updates

» Proventia 106 Metwork Active Bypass

» MSSYWMS CD 1.3

» Proventia G2000 Firmware Update
vig

» Proventia G400 Firmware Lpdate v1.8

» Proventia Metwork Mail Security - 2.5.1
Firmware Update

BETA DOWNLOADS

» Hone available

CONTACT US
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IBM Internet Security Systems
Ahead of the threat.™

Keyword Search

Related Info

Product Documentation Home ® Downlosd Center

AARGEFFa Lt ) Click the Version list.
Enterprise Product Downloads

Product Vergjon
| Prowentiz Network Active Bypess v_| |— Flzzs= Sslsct 3 Vasion —

-

CONTENT MINOR FEATURE MAJOR FEATURE MAINTEMANCE OTHER ALL
UPDATES UPDATES UPDATES UPDATES UPDATES UPDATES

Please select a product and a version and click GO to display files available for download.

Sign Out | I35 Worldwide | MyISS | Investor Relations | Careers

ABOUT US PRODUCTS SERVICES RESEARCH SUPPORT TRAINING PARTHNERS CONTACT U5

Site kap | Privacy Policy | Terms of Use | Trademarks
E2008 IBM Internet Security Systems. All rights rezerved worldwide,
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Sign Out | I35 Worldwide | MyISS | Investor Relations | Careers
IBM Internet Security Systems - oy
syword Search
Ahead of the threat.™ -
ABOUT US PRODUCTS SERVICES RESEARCH SUPPORT TRAINING PARTHNERS CONTACT U5
Related Info
Product Documentation Home ® Downlosd Center
B&RFFFa Ak

Enterprise Product Downloads

Product

Version

| Prowentiz Network Active Bypess

COMTENT  MINOR FEATURE MAJOR FEATURE MAINTEMANCE

Select Proventia

UPDATES I.IPDAYEB UPDATES I.I_Pnh'!'!B Network ACtIVE
Please select a product and a version and click GO to display files a Bypass.
Site kap | Privacy Policy | Terms of Use | Trademarks o

E2008 IBM Internet Security Systems. All rights rezerved worldwide,
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IBM Internet Security Systems
Ahead of the threat.™

Keyword Search m

ABOUT US PRODUCTS SERVICES RESEARCH SUPPORT TRAINING PARTHNERS CONTACT U5

Related Info

Product Documentation Home 3 Downlosd Center
BA&RGEFFa Ak

Enterprise Product Downloads

Product Version

| Proventia Network Active Bypess _V_l |— Flease Select s Vemsion — V_.l GO

{— Fleass Select a Version —

Proventia Metwork Active Bypass

CONTENT MINOR FEATURE MAJOR FEATURE MAINTEMAMOCE OTHER ALL
UPDATES UPDATES UPDATES UPDATES UPDATES UPDATES

Please select a product and a version and click GO to display files available for download.

Site Map | Privacy Policy | Termz of Use | Trademarks
E2008 IBM Internet Security Systems. All rights rezerved worldwide,
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Sign Out | I35 Worldwide | MyISS | Investor Relations | Careers
IBM Internet Security Systems - oy
Eyword arcn
Ahead of the threat.™ -
ABOUT US PRODUCTS SERVICES RESEARCH SUPPORT TRAINING PARTHNERS CONTACT U5
Related Info
Product Documentation Home 3 Download Center
HERFFFa ik
Enterprise Product Downloads
Updating.
CONTENT MINOR FEATURE MAJOR FEATURE MAINTEMANCE OTHER ALL
UPDATES UPDATES UPDATES I.I_PIEIATIB UPDATES UPDATES
Pleas a — — click GO to display files available for download.
Click the Major =€ | Trademarks
@z Feature Updates tab. htz reserved worldwide,
& i
Firmware updates
include major features.
o
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IBM Internet SchrIty Systems Sign Out | I35 Worldwide | MyISS | Investor Relations | Careers
Ahead of the threat.™ Keywors seern ]
ABOUT US PRODUCTS SERVICES RESEARCH SUPPORT TRAINING PARTHERS CONTACT U5
Product Documentation | Hem
ARGEFFa At
Enterprise Product Downloads
Product Version
[ Proventia Network Active Bypass |3 |Proventia Network Active Bypass v m

CONTENT MINOR FEATURE  MAJOR FEATURE MAINTENANCE OTHER ALL

UPDATES UPDATES UPDATES UPDATES UPDATES UPDATES

Proventia 10G Network Active Bypass

Release Date; Jun 9, 2011315 PM EDT Bundle Includes:

Proventia Network Active Bypass

Release Date: Decd 2008 3:55 PM EST Bundle Includes: . CONTINUE

QTHER 1

Click Continue.

5,3 ‘ Ef T 3

Site Map | Privacy Policy | Termz of Use | Trau:lemﬂm't
2008 IBM Internet Security Systems. All rights rezerved wilidwide.
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IBM Internet Security Systems
Ahead of the threat.™

ABOUT US PRODUCTS SERVICES RESEARCH

Sign Out | 1SS Worldwide | MyISS | Investor Relations | Careers

Keyword Search

SUPPORT TRAINING PARTNERS

CONTACT US
Related Info

Product Documentation
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Export Agreement/End User License Agreement

Flease indicate whether you accept or do not accept the following software license agreement(s) by
choosing either "l Agree” or “1 Do Not Agree™ and clicking the "Submit™ button.

WOTE: If you do not accept the license agreement(s) for the product you have chosen, you will not be
able or download any file for that product.

|English [en] v |

By clicking on | agree, you agree that (1) you have had the opporunity to review the terms of
both the IBM and non-IBM licenses presented below and (2) such terms govern this
transaction. If you do not agree, click | do not agree. }

International Program License Agreement

{3

Part 1 - General Terms

BY DOWNLOADING, IMNSTALLINGE, COPYING, ACCESSING, CLICKING ON
AN "ACCEFT"™ BUITOM, OR OTHERWISE USING THE PROGRAM,
LICENSEE AGREES TO THE TERMS OF THIS AGREEMENT. IF YOU ARE
ACCEPTING THESE TERMS ON BEHALF OF LICENSEE, YOO REPRESENT

v

Review the End User License Otagree Oldonotagree

Agreement and select | agree. J
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IBM Internet Securlty Systems Sign Out | 1SS Worldwide | MyISS | Investor Relations | Careers
Ahead of the threat.™

Keyword Search m

ABOUT US PRODUCTS SERVICES

Product Documentation Home # Downlosad Center
H&GAFFaArk

Export Agreement/End User License Agreement

Flease indicate whether you accept or do not accept the following software license agreement(s) by
choosing either "l Agree” or “1 Do Not Agree™ and clicking the "Submit™ button.

WOTE: If you do not accept the license agreement(s) for the product you have chosen, you will not be
able or download any file for that product.

End User License Agreement
|English [en] v |

By clicking on | agree, you agree that (1) you have had the opporunity to review the terms of
both the IBM and non-IBM licenses presented below and (2) such terms govern this
transaction. If you do not agree, click | do not agree. }

International Program License Agreement

{3

Part 1 - General Terms

BY DOWNLOADING, INSTALLING, COBYING, ACCESSING, CLICKING CN
AN "ACCEPT™ BUITON, OR CTHERWISE USING THE PROGRAM,
LICENSEE AGREES TO THE TERMS5 OF THL

ACCEPTING THESE TERMS ON BEHALF

& agree OhLC”Ck Submit.

4 9

YOU ARE
BRESENT

v

Page 14




Applying firmware updates

Slide 15
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IBM Internet Security Systems - oy
syword Search
Ahead of the threat.™ -
ABOUT US PRODUCTS SERVICES RESEARCH SUPPORT TRAINING PARTHNERS CONTACT U5
Related Info
Product Documentation Home ® Downlosd Center
B&RFFFa Ak

Download Center

Return to Proventia Network Active
Bypass Downloads

Proventia Network Active Bypass Readme

&
Each update has Hecue T o DOWNLOAD
3 correspon‘ding Filename: Froventiahletwork_Active_Bypass_Readme htm
Readme file SHA-1; 4a38b778526dd5183a8723eb5e7152507c3eféb518
MD5: b8thdahE3a3d42257cEb36912d90a005 ( Click Download and

i save the update file.
Proventia Network Active Bypass '

&

File Size: 13.4 MB
Filename: vmlinux.64.71.0.849.0z

SHA-1: 7hd48bcaZeb48b6657122017ba48c1a3d48ac618
MD5: 0759d59d8b98hfa201bedesb7456f5d7

&
After the download completes, log oLt of the IBM ISS Download
Center and open the management interface for the Network
Active Bypass unit. This task has been performed for you.
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IBM Proventia Network Active Bypass B English %
Home:
Status
Status
Segment 1 System
Seament 2 Product Name Froventia NAB
Segment 3 Product ID Proventia NAB rev 1
Segment 4 Hardware Rewision A160
Managemgnt F’F]I't Firmware Version MNAB_v1.0.849
Em o o Management IP 9.55.212.107
SHE setinas E-mail Notifications Disabled (Don't Send)
MTP Setlings
Time Settings Power Supply
SN Power 1 @ Present
Manage Settings O
Firrnware Update — ot Fresent
Log Seftings ,n a ome.page,
click Firmware Update.
Restart ® 2t
Authentication HERiA
Users = MMax time allowed between heartbeat acceptance 5000 ms
Remaote Authenticaticn Number of heartbeats lost to activate bypass 3
Humber of accepted heartbes 19
o i The URL for the Networlk Active Bypass unit
Bt ackechog management interface corresponds to the unit's
management port IP address. The default URL
I:I Segment 2 : :
is https:(f192 168 .0.111. This task has been
A performed for you.
Max time allowed between h

Number of heartbeats lost to a{.tivat& bypass 3

Kismbar af arcantad haarthaate tnonat inkn active moda 2
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IBM Proventia Network Active Bypass English %

Home

Status
Management Firmware Update

Segment 1
Segment 2 Firmware Update

Segment 3 Note: it might take up to § minutes for the progess to be completed. Check the Status page to verify that the ney
firmware has been applied.
Segment 4

Management Port | |_Browse.. | Uplead Firmware
g9 Example: wvmlinuxSd gz E

E-mail Mofifications

S s Click Browse.

MNTP Settings

Time Settings
Advanced

Manage Setlings

Firmware Update

Laog Settings

Restart
Authentication

Users

Femote Authentication
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Home
Status
Management Firmware Update
Segment 1
Sigricnt B Choose File to Upload
Segment 3 Varha | () updatas LI u* if 5 v rify that the ney
Seagment 4 ==
Management Port @ 2 vmiinux
EThal Noeatnns - ProventisMNetwork_Active_Bypass_Readme.htm
; Iy Recent vmlinux, 54
SMMP Seftings Diocuments
MTP Setlings l.__
Alf:ﬁm"gs Desllm Select the firmware update
: & file that you retrieved from
Nsaoo Solting. = the Download Center.
Firmware Update L.)
Log Settings
SR My Documents =
Authentication e
Users g’
Remuote Authenticaticn My Compter

My Network  File name: |
Places

Cancel

o1«

Flesoftype:  |All Fies {7)
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Management
Segment 1
Segment 2
Segment 3
Seagment 4
Management Port
E-mail Mofifications
SHMMP Seftings
MTP Setlings

Time Settings
Advanced

Manage Settings

Firmware Update

Log Settings

Restart
Authentication

Users

Femote Authentication

Choose File to Upload

My Recent
Documents

=

Desktop

i
My Documents

Iy Computer

-~

Iy Network
Flaces

Lol in: | I3 updates

Firmware Update

rify that the ned

=zl O e E-

Iy wmlinux

Ei ProventisMetwork_Active_Bypass_Readme.htm

e of

Click Open.
bl A
File name: Ivmlinl.n-:.Bﬂl j Open
Files of type: | & Files ) ~] Cancel |
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Home
Status
Management Firmware Update
Segment 1
Segment 2 Firmware Update
Segment 3 Note: it might take up to § minutes for the progess to be completed. Check the Status page to verify that the ney
Segment 4 firmware has been applied.
Ianagement Port C:iDoouments and Settini_Browse... | Upload Firmware

Example: vmlinux 64 gz
E-mail Motifications

SHMMP Seftings
NTP Settings Click Upload Firmware
Time Settings
Advanced o
Manage Setlings
Firmware Update 19

o0 i Note that it might take up to five

Restart 5
Authenticati minutes for the update to be
Tk catien uploaded and applied to the
Remote Authentication Network Active Bypass unit.
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IBM Proventia Network Active Bypass

;

Home
Status
Management
Segment 1
Segment 2
Segment 3
Segment 4
Management Port
E-mail Mofifications
SHMMP Seftings
MTP Setlings
Time Settings
Advanced
Manage Setlings
Firmware Update
Log Settings
Restart
Authentication
Users
Femote Authentication

Status

System

Product Hame
Product 1T
Hardware Rewision
Firmware Version
Management IP

E-mail Notifications

Power Supply

Power 1

Power 2

I:I Segment 1

State

Max time allowed between heartbeat acceptance

Number of heartbeats lost to activate bypass

Humber of accepted heartbeats to get into active mode

Cperation Mode
Link fault detection

I:I Segment 2
State

Max time allowed between heartbeat acceptance

Mumber of heartbeats lost to activate bypass

Kismbar af arcantad haarthaate tnonat inkn active mnda

Proventia MAB
Proventia MAB rev 1

4160 N
MAB_v1.0.849 {
9.55.212.107 On the Status
Disabled (Dontsd F29%: verify
that the
appropriate
@ present firmware
[=) Update is
Mot Present displayad ifi
the Firmware
@ sctive Version field.
‘ y
5000 ms p
3
2
Mormal active bypass
Enabled
@ Bypass
5000 ms
3

2
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IBM, the IBM logo, ibm.com, and Tivoli are trademarks or registered trademarks of International Business Machines Corp., registered
in many jurisdictions worldwide, Other product and service names might be trademarks of IBEM or other companies. A current list of
other IBM trademarks is availahle on the weh at"Copyright and trademark information” at hitp:iwww ibm.comilegal/copytrade. shtml

THE INFORMATION CONTAINED IN THIS PRESEMTATION 18 PROVIDED FOR INFORMATIOMNAL PURFPOSES OMLY. WHILE EFFORTS
WERE MADE TO VERIFY THE COMPLETEMNESS AND ACCURACY OF THE INFORMATION CONTAIMED IN THIS PRESEMTATION, IT IS
PROVIDED "AS 15" WITHOUT WARRAMTY OF ANY KIND, EXPRESS OR IMPLIED. IN ADDITION, THIS INFORMATIOM IS BASED OM
IBM'S CURRENT PRODUCT PLAMS ANMD STRATEGY, WHICH ARE SUBJECT T CHANGE BY IBM WITHOUT NOTICE. IBM SHALL
MOT BE RESFOMSIBLE FOR ANY DAMAGES ARISING OUT OF THE USE OF, OR OTHERWISE RELATED TOQ, THIS PRESEMTATION
OR ANY OTHER DOCUMEMTATION. MOTHING CONTAINED IN THIS PRESEMTATION 1S INTEMDED TO, MOR SHALL HAVE THE
EFFECT QOF, CREATIMG ANY WARRANTIES OR REFRESENTATIONS FROM IBM (OR ITS SUPFPLIERS OR LICENSORS), OR
ALTERIMG THE TERMS AMD COMDITIONS OF ANY AGREEMENT OR LICEMSE GOVERNING THE USE OF IEM PRODUCTS OR
SOFTWARE.

Copyright International Business Machines Corporation 2011. All rights reserved.
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