Restore the appliance to factory default (unconfigured)

Slide 1

Tivoli

IBM Security Network Intrusion Prevention System V4.1

Restore the appliance to factory default (unconfigured)

This is a self-running demanstration that shows you how to complete a task. ) ) )
Contrals are availahle atthe hottorn of the screen. Copyright IBM Corparation 2011 All rights reserved.
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VWhen you complete this module, you should be able to perform the following tasks:

» Define the factory default restoration options

= Restore the appliance to the unconfigured factory default settings

& 2011 [BM Corporation
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There are two options you can use to restore your IBM Security Network Intrusion
Prevention appliance to the default settings:

= Restore the appliance to factory default (configured), which preserves:
® ser name and password
= Network configuration
» Host configuration such as the appliance host name and domain name

» Restore the appliance to factory default (unconfigured), which removes all of the
appliance settings

Mote: You can restore the appliance using either the management port or
console port.
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O
This demaonstration shows you
howe to restore the appliance to
an unconfigured state.

IBM Proventia GU1BBB Setup

Configuration Menu

Appliance Information
Press the domin Hggliance Management
arrovy once. Agent Management
Network Configuration
Time Configuration
Password Management

Use <ENTER> key to select, <TAB> to nawvigate,
Use number keys to jump to menu item numMber

O
You must log on to IPS Setup to restore the appliance.
This task has been performed for you.
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IBM Proventia GU1BBB Setup

Configuration Menu

Appliance Information
Appliance Management
Agent Management

Werify that the

arrow points to Network Configuration

Appliance Time Configuration
Management Passuord Management

and press Enter.

Use <ENTER> key to select, <TAB> to nawvigate,
Use number keys to jump to menu item number
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Press the down
arrowy twice.

IBM Proventia GU1BBB Setup

fippliance Management Menu

Backup Current Configuration

Restore Configuration From Backup

Restore to Factory Default (unconfigured)
Restore to Factory Default (configured)
Disable Remote Root Access

Reboot Appliance

Shutdown Appliance

Logout

Use <ENTER> key to select, <TAB> to nawvigate,
Use number keys to jump to menu item number
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IBM Proventia GU1BBB Setup

fippliance Management Menu

Backup Current Configuration

Restore Configuration From Backup

: Restore to Factory Default (unconfigured)
Werify that the Restore to Factory Default (configured)

arroai points to Disable Remote Root Access
Restore to Reboot Appliance

Factory Default Shutdown Appliance
{unconfigured) Logout

and press Enter.

Use <ENTER> key to select, <TAB> to nawvigate,
Use number keys to jump to menu item number
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IBM Proventia GU1BBB Setup

Restore Appliance

1 Appliance wWill be reinstalled and restored to its
Rewview the original state. Ho settings will be preserwved.

notes about You wWill HOT have remote access to the appliance
restoring the after the restore completes.

appliance. After restore is complete, you wWill need to login as
user adMin and complete the setup.

Hould you like to proceed with restore?
If pyou would like to preserve remote access

to the appliance, cancel and choose the Menu option
'Restore to Factory Default (configured)’ instead.

Cancel SN O |

Fress Tab.
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IBM Proventia GU1BBB Setup

Restore Appliance

Appliance wWill be reinstalled and restored to its
original state. Ho settings wWwill be preserwved.

You wWill HOT have remote access to the appliance
after the restore completes.

After restore is complete, you wWill need to login as
user adMin and complete the setup.

Hould you like to proceed with restore?
If pyou would like to preserve remote access

to the appliance, cancel and choose the Menu option
'Restore to Factory Default (configured)’ instead.

“Cancel [N O |

Werify that OK is selected
and press Enter.
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The restoration process begins.

-

Broadcast message from root (ttyl) (Thu Jun 38 11:36:27 2811):

The system is going down for reboot NOW!
INIT: Switching to runlevel: B

INIT: Sending processes the TERM sigmnal
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Broadcast message from root (ttyl) (Thu Jun 38 11:36:27 2811):

The system is going down for reboot NOW!
INIT: Switching to runlevel: 6
INIT: Sending processes the TERM sigmnal
Boot logging started on s/dev/ttyl(“devsconsole) at Thu Jun 38 11:36:28 2811
Master Resource Control: previous runlevel: 3, switching to runlevel:b
Stopping accessMonitord: done
Stopping service anacron: done
Shutting down httpd?2 (waiting for all children to terminate) done
Unloading iptables rules...ipwvd...ipub... done
Shutting down service at daeMon done
Shutting down CRON daenon done
Stopping iss-dbd: done
issFipsd is already stopped: done
Stopping iss-rrdd: done
Saving random seed done
Stopping provpktlogger: done
Shutting down SSH daemon done
done

Stopping issDaemon:
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Master Resource Control: previous rumnlewvel: 3, switching to runlevel:B

Stopping accessMonitord: done
Stopping service anacron: done
Shutting down httpd?2 (waiting for all children to terminate) done
Unloading iptables rules...ipwvd...ipub... done
Shutting down service at daemMon done
Shutting down CRON daeron done
Stopping iss-dbd: done
issFipsd is already stopped: done
Stopping iss-rrdd: done
Saving random seed done
Stopping provpktlogger: done

Shutting down SSH daemon done

done
Stopping issDaemon: done
Stopping iss-lum: done

done
Stopping issppd: done
Shutting down syslog services done
Shutting down network interfaces:
ethd done
ethl done
eth?
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Stopping iss-dbd:

issFipsd i= already stopped:
Stopping iss-rrdd:

Saving random seed
provpktlogger:

Stopping
Shutting

Stopping
Stopping

Stopping

Shutting
Shutting
ethd

ethl
eth?
eth3
Shutting
Shutting
Shutting
Shutting

down

55H daemon

issDaeHon:
iss—lum:

issppd:

down
down

down
down
down
down

syslog services
netuwork interfaces:

service netwuork
HAL daemon

D-BUS daemon
resource Manager

Runming ~etcsinit.d~ halt.local
Sending all processes the TERM signal...
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ethl
eth?2
eth3
Shutting down service mnetwork
Shutting down HAL daeron
Shutting down D-BUS daemon
Shutting down resource Manager
Runming ~etcsinit.d~ halt.local
Sending all processes the TERM signal...
Sending all processes the KILL signal...
Turning off swap
Set Hardware Clock to the current System Time

Unmounting file systems
sdevs/sda? uMounted

sdevs/sdab uMounted
sdevs/sdad uMounted
sdevs/sdal umounted
devpts umounted
debugfs umounted
sysfs uMounted
sdevs/sda5 uMounted
Stopping udewvd:
proc umounted
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eth?2
eth3
Shutting down service mnetwork
Shutting down HAL daeron
Shutting down D-BUS daemon
Shutting down resource Manager
Runming ~etcsinit.d~ halt.local
Sending all processes the TERM signal...
Sending all processes the KILL signal...
Turning off swap
Set Hardware Clock to the current System Time

Unmounting file systems
sdevs/sda? uMounted

sdevs/sdab uMounted

sdevs/sdad uMounted

sdevs/sdal umounted

devpts umounted

debugfs umounted

sysfs uMounted

sdevs/sda5 uMounted

Stopping udewvd:

proc umounted

Please stand by wWhile rebooting the system...
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Booting 'Proventia GU1ABH Restore System Backup factory’

root (hdd,2)
Filesystem type iz ext2fs, partition type Bx83
kernel sbzlmage IssHighMem=188mM rdinit=/fullrestore console=null backupslot=fac
tory
[Linux-bzIMage, setup=Bx1cHB, size=Bx1649f4]
initrd /initfs.g=z
[Linux—initrd @ Bx1fcB5888, Bx3ealB9 bytes]

Uncompressing Linux... 0k, booting the kermnel.
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Booting 'Proventia GU1ABH Restore System Backup factory’

root (hdd,2)
Filesystem type iz ext2fs, partition type Bx83
kernel sbzlmage IssHighMem=188mM rdinit=/fullrestore console=null backupslot=fac
tory
[Linux-bzIMage, setup=Bx1cHB, size=Bx1649f4]
initrd /initfs.g=z
[Linux—initrd @ Bx1fcB5888, Bx3ealB9 bytes]

Uncompressing Linux... 0k, booting the kermnel.

done

Restoring 0S5 and software:

Restoring ~devssdal...done

Restoring ~devwssda3d...done

Restoring ~devwssdab...done

Restoring ~devssdab...done

Restoring cache filesystemn structure...done
Creating swap space...done

Configuring boot loader..._
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GHU GRUB wversion B.97 (638K lower ~ 18B46464K upper merory)

Proventia GU1HABA Linux-up (2.6.16.46-363-up)

Proventia GU1BABB Linux-smp (2.6.16.46-363-smp)
Proventia GU1B8BB Create System Backup 8

Proventia GU18BB Restore System Backup B8

Proventia GU18BB Restore Factory Image (unconfigured)

Use the * and | keys to select which entry is highlighted.
Press enter to boot the selected 0S5 or 'p’ to enter a
password to unlock the next set of features.

The highlighted entry will be booted automatically in 1 seconds.
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The key's randomart iMage is:
+——[ R5A 18241--———+

Starting SSH daemon done

FIPS mode enabled

sxx [N FIPS MODE s

Starting httpd2 (prefork) done

usr/shin/mINSResponder is already runming: done
unused

Master Resource Control: runlewvel 3 has been reached

Skipped serwvices in rumnlevel 3: issFIPSChecksum issFIPS

IBM Internet Security 3Systems
Proventia GU1BHA

unconfigured-gvi1BB8 login:

Wwhen the restoration is complete, the
unconfigured lagin prompt opens.
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For information about how to configure the IBM Security Network Intrusion
Prevention System appliance, see the Configuring the appliance IBM Education
Assistant module
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Page 20



Restore the appliance to factory default (unconfigured)

Slide 21

IBM, the IBM logo, ibm.com, and Tivoli are trademarks or registered trademarks of International Business Machines Corp., registered
in many jurisdictions worldwide, Other product and service names might be trademarks of IBM or other companies. A current list of
other IBM trademarks is availahle on the weh at"Copyright and trademark information” at hitpitsses ibm comilegalicopytrade. shiml

THE INFORMATION COMNTAIMED IN THIS FRESEMTATION 18 PROVIDED FOR INFORMATIOMNAL PURFPOSES ORMLY. WHILE EFFORTS
WERE MADE TO VERIFY THE COMPLETEMNESS AND ACCURACY OF THE INFORMATION CONTAIMED IN THIS PRESEMTATION, IT 13
PROVIDED "AS 15" WITHOUT WARRAMTY OF ANY KIND, EXPRESS OR IMPLIED. IN ADDITION, THIS IMFORMATION IS BASED ON
IBM"S CURRENT PRODUCT PLAMS ANMD STRATEGY, WHICH ARE SUBJECT TO CHANGE BY IBM \WITHOUT NOTICE. IBM SHALL
MOT BE RESFOMSIELE FOR ANY DAMAGES ARISING OUT OF THE LISE OF, OR OTHERWISE RELATED TOQ, THIS PRESEMTATION
OR ANY OTHER DOCUMENTATION. NOTHING COMNTAINED IN THIS PRESENTATION IS INTEMDED TO, MOR SHALL HAYE THE
EFFECT OF, CREATING ANY WARRANTIES OR REFRESENTATIONS FROM IEM (OR ITS SUFFPLIERS OR LICENSORS), OR
ALTERIMG THE TERME AMD COMDITIONS OF ANY AGREEMENT OR LICEMSE GOVERMNING THE USE OF IEM PRODUCTS OR
SOFTWARE.

Copyright International Business Machines Corporation 2011, All rights reserved.

Page 21



