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IBM Security Network Intrusion Prevention System V4.1

Reimage the appliance with a PXE boot server

This is a self-running demanstration that shows you how to complete a task. ) ) )
Contrals are availahle atthe hottorn of the screen. Copyright IBM Corparation 2011 All rights reserved.
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When you complete this module, you will be able to:

= Retrieve the appliance SO image from the IBM Download Center

= Use a PXE boot server to install firmware on an appliance

& 2011 [BM Corporation
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1 an |SO imane

= 10 restore or reimage your IBM Security Network Intrusion Prevention System
appliance with firmware version 4.1, you must first download the 1SO image for
this firmware release from the IBM Download Center

= Use the ISO to create a CD that can be used in a PXE boot server or
USB CD-ROM drive to restore or reimage your appliance

& 2011 [BM Corporation
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ABOUT US PRODUCTS
Quick Links

HOME
DOWHNLOAD CENTER
MY ACCOUNT
My Profile
Change Password
OneTrust Credential Token
PRODUCT SUPPORT
CONTACT US
FEEDBACK
SIGN OUT

IBM Internet Security Systems
Ahead of the threat.™

155 Home | ISS Worldwide | Investor Belations | Careers e

o
This demonstration shows you
hows to locate the IS0 image for

SERVICES RESEARCH SUPPORT ; :
firmware version 4.1.
=
PRODUCT DOWHNLOADS LATEST UPDATES
BETA DOWNLOADS
Select A Product = Proventia Server
|BETA |

Click the Select a Product
M list and select Proventia
MNetwork IPS {GX-Series).

LATEST CONTENT UPDATES
G vd 2
= Proventia Network - Content Update L s V4.3
31.092 = Proventia 103
= Proventia and RealSecure Host Content g‘e;‘:gg Active

Updates - 31.082 and 2685

» broventia G
= Enterprise Scanner Content Update 1.85 E.m“?m'a i
(CAM , Irmware

Update v1.8
= Internet Scanner 7.0 SP2 - 7.2.99

= Proventia and RealSecure Host Content
Updates - 31.080 and 2680

" Proventia Network - Content Update
31.080

= |nternet Scanner 7.0 SP2-7.2.98

** Enterprise Scanner Content Update 1.84
[CAM)

= Proventia and RealSecure Host Content
Updates - 31.082 and 2675

" Proventia Netwark - Content Update
31.082
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HOME
DOWHNLOAD CENTER
MY ACCOUNT
My Profile
Change Password
OneTrust Credential Token
PRODUCT SUPPORT
CONTACT US
FEEDBACK
SIGN OUT

IBM Internet Security Systems
Ahead of the threat.™

IS5 Home | IS8 Worldwide | Investor Relations | Careers (o 1o 0

Select A Product

BETA

[> %

Database Scanner

DoD Advisory Content

Enterprise Scanner

Enterprise Scanner Beta

FIPS enabled systems

Haosted Vulnerability Management Sery
IBM Security Server Protection

Internet Scanner

MSL

MNIAP EALZ - Prov. A/G, Net. Snsr, SiteP
MIAP EALZ Prov. Desktop, Prov. Servel
MNIAP EAL2-PP Proventia GX 1.3 and Sil
NIAP EALZPP - Prov. GXE116ver22, S
Qther 0
Proventia A Series

Proventia Desktop

Proventia Desktop Access Caontrol
Proventia Desktop for Vista Technolog
Proventia Endpoint Secure Caontrol
Proventia G Series

Proventia M Series

Proventia Mail Filter

Proventia Management SiteProtector A

LATEST UPDATES

= Proventia Server
for Linux 1.5.2

=+ MS5VMS CD
203

= Proventia
Metwork IPS
GX7800
Firmware vd. 3

= Proventia 103
Metwork Active
Bypass

= Proventia G2000
Firmware
Update v1.8

Quick Links

PRODUCT DOWHNLOADS

BETA DOWNLOADS

SPECIAL
DOWNLOADS
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HOME
DOWHNLOAD CENTER
MY ACCOUNT
My Profile
Change Password
OneTrust Credential Token
PRODUCT SUPPORT
CONTACT US
FEEDBACK
SIGN OUT

IBM Internet Security Systems
Ahead of the threat.™

IS5 Home | 1SS Worldwide | Investor Relations | Careers Keyword Search  [E

Select A Product

BETA i

NIAP EALZ Prov. Deskiop, Prov. Servel 4
MNIAP EAL2-PP Proventia GX 1.3 and Sil
NIAP EALZPP - Prov. GXE116 ver22, S
Cther

Praventia A Series

Proventia Desktop

Proventia Desktop Access Caontrol
Proventia Desktop for Vista Technolog
Proventia Endpoint Secure Caontral
Proventia G Series

Proventia M Series

Proventia Mail Filter

Proventia Management SiteProtector A
Proventia Management SiteProtector M
Proventia Network ADS - Beta
Proventia Network Active Bypass
Proventia Network Anomaly Detection £
Proventia Network Enterprise Scanner
Proventia Network [P35 (GX-Series)
Proventia Network IPS for Crossbeam
Proventia Network Intrusion Prevention
Proventia Network Mail Security Systen
Proventia Network Security Controller
Proventia Server

Quick Links

PRODUCT DOWHNLOADS

LATEST UPDATES

= Proventia Server
for Linux 1.5.2

=+ MS5VMS CD
203

= Proventia
Metwork IPS
GX7800
Firmware vd. 3

= Proventia 103
Metwork Active
Bypass

= Proventia G2000
Firmware
Update v1.8

BETA DOWNLOADS

SPECIAL
DOWNLOADS
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IBM Internet Security Systems
Ahead of the threat.™

ABOUT US PRODUCTS SERVICES RESEARCH SUPPORT
o PRODUCT DOVNLOADS
DOWNLOAD CENTER Select A Product
MY ACCOUNT

LATEST CONTENT UPDATES

* Proventia Network - Content Update
31.082

Froventia and RealSecure Host Content
Updates - 31.082 and 2685

* Enterprise Scanner Content Update 1.85
[CAM)
= Internet Scanner 7.0 SP2 - 7.2.99

= Proventia and RealSecure Host Content
Updates - 31.080 and 2680

" Proventia Network - Content Update
31.080

= |nternet Scanner 7.0 SP2-7.2.98

* Enterprise Scanner Content Update 1.84
[CAM)

= Proventia and RealSecure Host Content
Updates - 31.082 and 2675

" Proventia Netwark - Content Update
31.082

FEEDBACK
SIGH OUT *

LATEST UPDATES

L

Proventia Server
for Linux 1.5.2
M35 WMS CD
203

Proventia
Metwork IPS
GX7800
Firmware vd. 3
Proventia 10G
Metwork Active
Bypass
Proventia G2000
Firmware
Update v1.8

PARTHNERS

IS5 Home | IS8 Worldwide | Investor Relations | Careers (o 1o 0

BETA DOWNLOADS

SPECIAL
DOWNLOADS

CONTACT US
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ABOUT US PRODUCTS SERVICES RESEARCH SUPPORT TRAINING PARTNERS CONTACT U5 ]

Quick Links

'ENTERPRISE PRODUCT DOWNLOADS

Product _ Version
|F‘mvemia Network IPS (GX-Series) E| | Selecta Version ﬂ

Click the Version list and
select GX6116.

o
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ABOUT US PRODUCTS SERVICES RESEARCH SUPPORT TRAINING PARTNERS CONTACT U5

Quick Links

'ENTERPRISE PRODUCT DOWNLOADS

Product _
|vaerrtia Netwark IPS (GX-Series) ﬂ Select a Version

select a Version
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ABOUT US PRODUCTS SERVICES RESEARCH SUPPORT

Quick Links

TRAINING

PARTNERS

CONTACT U5

'ENTERPRISE PRODUCT DOWNLOADS

Product

Yersion

|vaerrtia Network IPS (GX-Series) ﬂ

Selecta Version

Selecta Version
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IBM Internet Security Systems
Ahead of the threat.™

IS5 Home | IS8 Worldwide | Investor Relations | Careers (o 1o 0

Quick Links

ENTERPRISE PRODUCT DOVVNLOADS

Proventia Metwork - Content Update 31.041
Proventia Netwark - Content Update 31.040

Froventia Metwark - Content Update 31.031
Showing 1to 10 of 28 entries

HOME
DOWHNLOAD CENTER Product Wersian
MY ACCOUNT |Proventia Network IPS (GX-Series) v |GX6116 v|
My Profile )
Change Password Showem”% Search: |
OneTrust Credential Token File Group Release'
PRODUCT SUPPORT Date
CONTACT US Proventia Netwerk - Content Update 31.082 2011-9-9 Continue
AEEiad P tia Metwaork - Content Update 31.080 2011-9-7 Conti
SIGN OUT roventia Netwark - Content Update 31. Continue
Froventia Metwork - Content Update 31.092 2011-9-27 Continue
Froventia Metwork - Content Update 31.080 2011-9-13  Continue
Proventia Metwork - Content Update 31.060 2011-7-5 Continue
Froventia Metwork - Content Update 31.070 2011-7-13  Continue
Proventia Metwork - Content Update 31.050 2011-2-11 Continue

Click the Next button.

U T T=5=TF UTT

-
Y.

Lidn Pian ) D 4 Dnfics s T £11
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IBM Internet Security Systems
Ahead of the threat.™

Quick Links

HOME ENTERPRISE PRODUCT DOWNLOADS
DOWHNLOAD CENTER Product Wersian
MY ACCOUNT |Proventia Network IPS (GX-Series) v |GX6116 v|
My Frofile -
Change Passward Showentrles Search. |
OneTrust Credential Token File Group Release'
PRODUCT SUPPORT Date
CONTACT US Proventia Network - Content Update 31.030 2011-3-17  Continue
AEEiad P tia Metwaork - Content Update 31.021 2011-2-23  Conti
SIGN OUT roventia Netwark - Content Update 31. Continue
Froventia Metwork - Content Update 31.020 2011-2-18 Continue
FProventia Content Update 31.020 2011-2-17  Continue

Proventia IPS 4.1 Firmware - Undeployed Site Protector Policy Migration

: 2010-7-8 Continue
Script

Froventia GxE116 Firmware 4.1 Recovery Image 2010-6-17  Continue

Proventia GXE116 Firmware Update v3.3 and v4 1

Proventia GX&116 Firmware Update v2.5 and v4.1 Click Continue.

Froventia GX6116 Firmware v4.3 Recovery Image rm——eti I E
Proventia Netwark IPS Firmware v4.3 & 2010-11-18 Continue
Showing 11 to 20 of 28 entries 4 P
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1SS Home | 1SS Worldwide | Investor Refations | Careers Keyword Search  [E

IBM Internet Security Systems
Ahead of the threat.™

Quick Links

FPlease indicate whether you accept or do not accept the following software license agreement(s) by
HOME choosing either | Agree” or 1 Do Mot Agree” and clicking the “Submit” buttan.

DOWNLOAD CENTER
HOTE: If yvou do not acceptthe license agreement(s) for the product you have chosen, you will not be

WA ahle or download any file for that product.

My Profile

CHange fassor END USER LICENSE AGREEMENT

OneTrust Credential Token :
PRODUCT SUPPORT |Engllsh [en] v
e International Program %
S License Agreement =
SIGN OUT

Fart 1 — General Terms

BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING ON
BN "ACCEFT"™ EUITON, OR OTHERWISE USING THE PROGRAM,
LICENSEE AGREES TO THE TERMS OF THIS AGREEMENT. IF YOU ARE ~

i C’IAgree @IDoNotAgree

To acceptthe End User

License Agreement
" SUBMIT
select the | Agree option.
Policy | Terms of Use | Trademarks
gy E2011 1BM Internet Security Systems. All rights reserved worldwide.
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IBM Internet Security Systems
Ahead of the threat.™

1SS Home | 1SS Worldwide | Investor Refations | Careers Keyward Sesich

Quick Links
FPlease indicate whether you accept or do not accept the following software license agreement(s) by
HOME choosing either | Agree” or 1 Do Mot Agree” and clicking the “Submit” buttan.
DOWNLOAD CENTER
MY ACCOUNT

HOTE: If yvou do not acceptthe license agreement(s) for the product you have chosen, you will not be
ahle or download any file for that product.
My Frofile

Change Password

END USER LICENSE AGREEMENT
OneTrust Credential Token

PRODUCT SUPPORT |English [en] v
S International Program %
IELDR License Agreement =
SIGN oUT

Part 1 — General Terms

BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING ON
BN "ACCEFT"™ EUITON, OR OTHERWISE USING THE PROGRAM,

LICENSEE AGREES TCO THE TERMS OF THIS AGREEMENT.

IF ¥0OU ARE w

Agree 1 Do Mot Agree

| Click Submit. F

L # of Use | Trademarks

B2011 184 Internet Security Svstems. A&l rights reserved worldwide.
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IS5 Home | IS8 Worldwide | Investor Relations | Careers (o 1o 0 60 |
W

IBM Internet Security Systems
Ahead of the threat.™

Quick Links

Show |10 % | entries Search:

HOME
DOWHNLOAD CENTER File Downloads
MY ACCOUNT
My Profile PROVENTIA GX6116 FIRMVVARE 4.1 RECOVERY IMAGE README
Change Password s
File Size: 9.4938 KB
OneTrust Credential Token
PRODUCT SUPPORT Filename: Proventia_MNetwork_IPS_FW4 1_Readme htm
CONTACT US SHA-1: deceleeThcacZead73efde0f60aha08
AEEiad MD5: 3b222ec891d1120e58aad256df90cE7TdM1ch
SIGN OUT : € e e58aa c chc ( .
Click Download.
PROVENTIA GX6116 FIRMVVARE 4.1 RECOVERY |50 IMAGE
File Size: 24497152 KB ]
Filename: GXE116bootsv.4.1_2010.0605_11.34.26.is0
SHA-1: 093b623bfiT40edasdd7a21e8184438fF
MD&: 2b1d462cGabf41bh052939c95f7 588707 8c08afh

PROVENTIA GX6116 FIRMVARE 4.1 RECOVERY USB IMAGE

File Size: 257949 696 KB
Filename: GKXE116.4.1_2010.0605_11.34.26.ushimg
SHA-1: dhadefaleBds86adb947ef9did737eh
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IBM Internet

155 Home | ISS Worldwide | Investor Relations | Careers K

vword Search

Ahead e {l e
B 0% of GetFile.php from download.iss.net Completed |- || [X]
File Download
Do want t this file? S
HOME you 0 open or save this file?
DOWNLOA( ﬂ Name: GX6116bootsrv.4.1_2010.0605_11.34, 26,550
1Y ACCOUR Type: WinZip File, 233V8
My Profile oL S (GE README
Change P
COneTrust
Open Save Cancel ,]
PRODUCT § [ ] [ ] L rdme hitm
CONTACT U ag
FEEDBACK
: Whilefies| TO downloadthe ke files can potentizly cB7fdche
SIGH OUT || |@ hamyour{ |SO click Save. urce, do not open or -
save this fi '
D IMAGE
H 4
File Size: 24497152 KB
Filename: GXE116bootsv.4.1_2010.0605_11.34.26.is0
SHA-1: 0893b623bff740edasd@yaz1e8184438F
MD5: 2h1d462cGabf41bb052939Ca5f7588707 8c08afh

PROVENTIA GX6116 FIRMVVARE 4.1 RECOVERY USB IMAGE

File Size: 257949.696 KB
Filename: GXE116.4.1_2010.0605_11.34.26.ushimg
SHA-1: dha4efaleddsB6adh947e69di4737eh
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__ ABOUTUS

IBM Internet E‘nmurlt;«r Systems
Ahead :

™

s

0% of GetFile.php from download.iss.net Completed | - [

r

Save As

Save in: | =3 Downloads

IS5 Home | IS5 Worldwide | Investor Relations | Careers Ke

vword Search

My Recent
My Profile Documents
Change P3 —
OneTrust L
PRODUCT § Desktop
CONTACT U
FEEDBACK 2
SIGN OUT LY/
My Documents
Mavigate to a secure
= network location and
b click Save.
Iy Computer
- .‘ \‘
g File rame: |GX6116bootsrv 4 1_2010.0605 1134260 % | [ Save |
My Network | Save astyps: WinZip File | [ cancel |
File Size: 257949.606 KB
Filename: GX6116.4.1_2010.0605_11.34.26. ushimg
SHA-1: dbadefalelds8Gadh947e69df4737eh
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IBM Internet
Ahead

2% of GetFile.php from download.iss.net Completed

Security Systems

= B 2 WA wide -y alati [* B
155 Home | ISS Worldwide | Investor Relations | Careers Keiwiied Search

o X

Q@
Search:|
HOME
DOWMNLOAN GetFile.php from download.iss.net
my accou] = J i
My Prafile Estimated time left 10 min 50 sec (2.60MB of 233MB copied) GE The download beglns_
Download to: . \GXE116bootery,4.1_2010.0605_11.34.26.is0...
gha:l—ge tP Transfer rate: 360KE Sec > -
neflrus _Dcl'.-.'nluad
Close this dialog box when download completes
propuct § : : pdme. htm
CONTACT U g3
FEEDBACK - Gpert ot s
SIGN OUT cRrETERE
i| SmantScreen Fiter checked this download and did not report any IMAGE
ig—  threats. Report an unsafe download.
Filename: GXE116bootsv.4.1_2010.0605_11.34.26.is0
SHA-1: 093b623bfiT40edasdd7a21e8184438fF
MD&: 2b1d462cGabf41bh052939c95f7 588707 8c08afh

PROVENTIA GX6116 FIRMVVARE 4.1 RECOVERY USB IMAGE

File Size:
Filename:

SHA-1:

257949.696 KB

GXE116.4.1_2010.0605_11.34.26.ushimg
dha4efaleddsB6adh947e69di4737eh
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= B 2 WA wide -y alati [* B
155 Home | ISS Worldwide | Investor Relations | Careers Keiwiied Search

E— L2
@
o Search:
HOME
DOWMNLOAN GetFile.php from download.iss.net
MyAccouy (Rmsssems . . )
My Prafile Estimated time left 7 min 12 sec {38, 1MB of 233MB copied) . GE README
ch = Download to: W \GXE116bootery,4.1_2010.0605_11.34. 26.is0...
= a_T_gE : Transfer rate: 463KB /Sec
neTrus
Close this dialog box when download completes
propuct § : : pdme. htm
CONTACT U g3
FEEDBACK Jpe Open Folder s
SIGN OUT cRrETERE
i| SmantScreen Fiter checked this download and did not report any IMAGE
ig—  threats. Report an unsafe download.
Filename: GXE116bootsv.4.1_2010.0605_11.34.26.is0
SHA-1: 093b623bfiT40edasdd7a21e8184438fF
MD&: 2b1d462cGabf41bh052939c95f7 588707 8c08afh

PROVENTIA GX6116 FIRMVVARE 4.1 RECOVERY USB IMAGE

File Size: 257949.696 KB
Filename: GXE116.4.1_2010.0605_11.34.26.ushimg
SHA-1: dha4efaleddsB6adh947e69di4737eh
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155 Home | ISS Worldwide | Investor Relations | Careers Wenvnd Search

_7 DU ,/.
@
i} Search:
HOME
DOWMNLOAN GetFile.php from download.iss.net
MY ACCOUHN ["."".'“““'.""""""“ = )
My Prafile Estimated time left 3 min 35 sec (133MB of 233MB copied) . GE README
ch = Download to: W \GXE116bootery,4.1_2010.0605_11.34.26.is0...
= C—I_I;I—ge : Transfer rate: 474B S0
neTrus
Close this dialog box when download completes
propuct § : : pdme. htm
CONTACT U] g3
FEEDBACK Oper SRR i
SIGN OUT cRrETERE
i| SmantScreen Fiter checked this download and did not report any IMAGE
ig—  threats. Report an unsafe download.
Filename: GXE116bootsv.4.1_2010.0605_11.34.26.is0
SHA-1: 093b623bfiT40edasdd7a21e8184438fF
MD&: 2b1d462cGabf41bh052939c95f7 588707 8c08afh

PROVENTIA GX6116 FIRMVVARE 4.1 RECOVERY USB IMAGE

File Size: 257949.696 KB
Filename: GXE116.4.1_2010.0605_11.34.26.ushimg
SHA-1: dha4efaleddsB6adh947e69di4737eh

Download
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155 Home | ISS Worldwide | Investor Relations | Careers Wenvnd Search

@
i} Search:
HOME
DOWMNLOAN GetFile.php from download.iss.net
MY ACCOUHN ["."".""""."""""""""_'““““' )
My Prafile Estimated time left 1 min 20 sec (196MB of 233MB copied) . GE README
ch = Download to: W \GXE116bootery,4.1_2010.0605_11.34.26.is0...
= C—I_I;I—ge : Transfer rate: 470KB Sec
neTrus
Close this dialog box when download completes
propuct § : : pdme. htm
CONTACT U] g3
FEEDBACK Oper SRR i
SIGN OUT cRrETERE
i| SmantScreen Fiter checked this download and did not report any IMAGE
ig—  threats. Report an unsafe download.
Filename: GXE116bootsv.4.1_2010.0605_11.34.26.is0
SHA-1: 093b623bfiT40edasdd7a21e8184438fF
MD&: 2b1d462cGabf41bh052939c95f7 588707 8c08afh

PROVENTIA GX6116 FIRMVVARE 4.1 RECOVERY USB IMAGE

File Size: 257949.696 KB
Filename: GXE116.4.1_2010.0605_11.34.26.ushimg
SHA-1: dha4efaleddsB6adh947e69di4737eh

Download
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IBM Internet Security Systems

155 Home | ISS Worldwide | Investor Relations | Careers Wenvnd Search

Ahead of the threat.™
T =
_ 99% of GetFile.php from download.iss.net Completed |;J ; £|
@
Search:
HOME
DOWMNLOAN GetFile.php from download.iss.net
MY ACCOUHN [".'“'."'“""'"'“'"'“'_""""""""""]
My Prafile Estimated time left 2 sec (232MB of 233MB copied) . GE README
ch = Download to: . \GXE116bootery,4.1_2010.0605_11.34.26.is0...
= C—I_I;I—ge : Transfer rate: 46EKE Sec
neTrus
Close this dialog box when download completes
propuct § : : pdme. htm
CONTACT U] g3
FEEDBACK Oper SRR i
SIGN OUT cRrETERE
i| SmantScreen Fiter checked this download and did not report any IMAGE
ig—  threats. Report an unsafe download.
Filename: GXE116bootsv.4.1_2010.0605_11.34.26.is0
SHA-1: 093b623bfiT40edasdd7a21e8184438fF
MD&: 2b1d462cGabf41bh052939c95f7 588707 8c08afh

PROVENTIA GX6116 FIRMVVARE 4.1 RECOVERY USB IMAGE

File Size: 257949.696 KB
Filename: GXE116.4.1_2010.0605_11.34.26.ushimg
SHA-1: dha4efaleddsB6adh947e69di4737eh

Download
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IBM Internet Security Systems

™

e e e

99% of GetFile.php from download.iss.net Completed |- | ~ [X|

IS5 Home | 1SS Worldwide | Investor Relations | Careers Keiwiied Search

\’5 :
Search:
HOME P
DOWHNLOAD Getf =XS = -
mvaccouy | =/ (-
Estif
MyPrafile |~ 1 cxs116bootsrv.4.1_2010,0605_11.34.26[1].is0 PRETr.
Change P Trar From 'QGRTZABS' to Downloads'
s CTTTT] J E Cancel | |Rdme.him
PRODUCT § ;
45 Seconds Remaining
CONTACTU g3
FEEDBACK Open [ Cancel J s
SIGN OUT cRrETERE
il SmartScreen Fitter checked this download and did not report any IMAGE
= threats. Report an unsafe download.
Filename: GXE116bootsv.4.1_2010.0605_11.34.26.is0
SHA-1: 093h623bff740eda5d87a21e8184438f
MDa: 2b1d462c6ahfd1bb052939c95f75887078c08afh

PROVENTIA GX6116 FIRMVARE 4.1 RECOVERY USB IMAGE

File Size: 257949 696 KB
Filename: GKXE116.4.1_2010.0605_11.34.26.ushimg
SHA-1: dhadefaleBds86adb947ef9did737eh
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IBM Internet Security Systems

™

e e e

99% of GetFile.php from download.iss.net Completed |- | ~ [X|

IS5 Home | 1SS Worldwide | Investor Relations | Careers Keiwiied Search

\’5 :
Search:
HOME
DOWNLOAL Get N o .
mvaccouy | 7/ (-
Estif
MyPrafile |~ 1 cxs116bootsrv.4.1_2010,0605_11.34.26[1].is0 PRETr.
Change P Trar From 'QGRTZABS' to Downloads'
OneTrust [——————————————————— ] A Cancel Ldme htm
PRODUCT § L __|’ ;
20 Seconds Remaining
CONTACTU g3
FEEDBACK Open [ Cancel J s
SIGN OUT cRrETERE
il SmartScreen Fitter checked this download and did not report any IMAGE
= threats. Report an unsafe download.
Filename: GXE116bootsv.4.1_2010.0605_11.34.26.is0
SHA-1: 093h623bff740eda5d87a21e8184438f
MDa: 2b1d462c6ahfd1bb052939c95f75887078c08afh

PROVENTIA GX6116 FIRMVARE 4.1 RECOVERY USB IMAGE

File Size: 257949 696 KB
Filename: GKXE116.4.1_2010.0605_11.34.26.ushimg
SHA-1: dhadefaleBds86adb947ef9did737eh
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IBM Internet Security Systems

™

e e e

99% of GetFile.php from download.iss.net Completed |- | ~ [X|

IS5 Home | 1SS Worldwide | Investor Relations | Careers Keiwiied Search

\’5 :
Search:
HOME
DOWNLOAL] Get] S = .
mvaccouy | =/ (-
Estif
MyPrafile |~ 1 cxs116bootsrv.4.1_2010,0605_11.34.26[1].is0 PRETr.
Change P Trar From 'QGRTZABS' to Downloads'
OneTrust [———————————————————————————————————] A Cancel Ldme htm
PRODUCT § L __|’ i
5 Seconds Remaining
CONTACT U g3
FEEDBACK Open [ Cancel J s
SIGN OUT cRrETERE
il SmartScreen Fitter checked this download and did not report any IMAGE
= threats. Report an unsafe download.
Filename: GXE116bootsv.4.1_2010.0605_11.34.26.is0
SHA-1: 093b623bfiT40edasdd7a21e8184438fF
MD&: 2b1d462cGabf41bh052939c95f7 588707 8c08afh

PROVENTIA GX6116 FIRMVARE 4.1 RECOVERY USB IMAGE

File Size: 257949 696 KB
Filename: GKXE116.4.1_2010.0605_11.34.26.ushimg
SHA-1: dhadefaleBds86adb947ef9did737eh
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IS5 Home | IS8 Worldwide | Investor Relations | Careers (o 1o 0 60 |
W

IBM Internet Security Systems
Ahead of the threat.™

—
= Show |10 % | entries Search: You mighﬁind it
HOME helpful to download
DOWNLOAD CENTER File Downloads the Readme file.
MY ACCOUNT
My Profile PROVENTIA GX6116 FIRMVVARE 4.1 RECOVERY IMAGE README
Change Password W
OneTrust Credential Token File Size: G498 KE
PRODUCT SUPPORT Filename: Proventia_MNetwork_IPS_FW4 1_Readme htm :
CONTACT US SHA-1: deceleeThcacZead73efde0f60aha08
FEEDBACK
SIGN OUT MD5: Cc3b222ecs91d1M120e582ad256df90cETidM1che

PROVENTIA GX6116 FIRMWARE 4.1 RECOVERY 150 IMAGE

File Size: 24497152 KB

Filename: GXE116bootsv.4.1_2010.0605_11.34.26.is0
SHA-1: 093b623bfiT40edasdd7a21e8184438fF

MD&: 2b1d462cGabf41bh052939c95f7 588707 8c08afh

PROVENTIA GX6116 FIRMVARE 4.1 RECOVERY USB IMAGE

File Size: 257949 696 KB
Filename: GKXE116.4.1_2010.0605_11.34.26.ushimg
SHA-1: dhadefaleBds86adb947ef9did737eh
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Reimaging the IBM Security Network Intrusion Prevention System appliance:

= Erases all data from the system and returns it to the unconfigured factory
default

= Requires that you attach two cables between the PXE boot server and the
appliance:

= A serial console cable

m A crossover cable

mportant: Reimage your appliance under the guidance of IBM Technical Support

& 2011 [BM Corporation

Page 27




Reimage the appliance with a PXE boot server

Slide 28

RIBM Internet Security 3Systems
BProventia GX4B8B8 Series Boot Server CD (4.1 Z2818.8685_11.34.26)

CAUTION: Booting with the Boot Server CD creates a temporary

PXE boot server that can be used to reinstall your appliance.
Booting your appliance from the nmetwork will restore it to

its original configuration and removes any customized settings.
The appliance also reverts to the default login name and password.

?TD start the Boot Server, type "bootserv"” and then press ENTER.

(o
i

This demonstration shows
yoll how to install firmware
wersion .1 on a GX4000
series appliance using a
FXE boot server,

The PXE boot server
provides a terminal emulator
that displays the console
output of the appliance
through the console cable
that connects them.

To start the PXE boot
server, type bootsery
and press Enter.

L)

You must first turn off the appliance, connect the serial
console cable and crossover cable, and insert your COD
with the firmware 4 1 15O into the COD-ROM drive of the
machine you are using for the PXE boot server. You can
then start the PXE boot server machine so it boots from
the 0. These tasks have been performed for you,
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RIEM Internet Security Systems
BProventia GX4B8B8 Series Boot Server CD (4.1 Z2818.8685_11.34.26)

CAUTION: Booting with the Boot Server CD creates a temporary

PXE boot server that can be used to reinstall your appliance.
Booting your appliance from the nmetwork will restore it to

its original configuration and removes any customized settings.
The appliance also reverts to the default login name and password.

#To start the Boot Server, type "bootserv” and then press ENTER.

oot : bootserv_
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BProventia GX4B88 Series Boot Server (4.1 _2818.8685_11.34.26)

Ploading drivers...done

BChecking for Recowvery CD at <dev/hdc...success

done
BFound pcnet32 device:
Link encap:Ethernet HWaddr BB:BC:29:56:3A:45
inet addr:192.168.123.188 Bcast:192.168.123.255 Mask:255.255.255.8
UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1

EStarting Network Boot Serwices: DHCP, TFTP, HTTP.
B=xx You may noW boot ypour Proventia GX4B88 Series via the network s

B=xx Starting Terminal Emulator for local port ttySA ==
f=== Press Control-G to Exit and Reboot ==

Turn on the appliance.
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i)

This prompt allows anly five
seconds for you to press L to
bioot from the LAMN. f you do not
press Lowithin this time period,
Phoenix - AwardBIOS v6.BBPG, An Energy Star Ally the system boots as usual, and
Copyright (C) 1984-2883, Phoenix Technologies, LTD[ERCORUPESESERERSEE

Proventia BIOS:1.2i (842786) p .
Main Processor @ Intel(R) Pentium(R) 4 CPU 3.BBGHz(28B8x15.8)

Merory Testing : 1846464 OR + 1M shared mMemory

CPU Brand Hame : Intel(R) Pentium(R) 4 CPU 3.H8BGHz

C1E BIOS Supported

EMG64T CPU

Hyper-Threading Technology CPU Detected (Hyper-Threading Technology Enabled)

Mermory Frequency For DDR 488 (Dual Channel Mode Enabled)
IDE Channel B HMaster : S5T38B8118AS 3.AAH
IDE Channel B Slave : Hone
IDE Channel 1 HMaster : Hone
IDE Channel 1 Slave : Hone

Press L to Boot From LAH, or press any other key to boot normally

To direct input to this witual machine,
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dces
8886
8886
8886
8886
8886
8886
8886

A WMED O

RIBM Internet Security Systems

Blpress TAB for diagnostics menu)

Type reinstall.

2650
2651
266A
189a
189a
1876
1876

IType "reinstall", and then press ENTER.

BCca3
Bi81
aCcas
8288
B288
B288
8288

USE 2.8 EHCI Cnirlr
IDE Cntrlr

SMBus Cntrlr
Network Cntrlr
Network Cntrlr
Network Cntrlr
Network Cntrlr

ACPI Controller

BXELINUX 3.11 Ax49ef8Af1 Copyright (C) 1994-2885 H. Peter Anvin

Proventia GX48BB8 Series Recovery Boot (4.1_2818.86685_11.34.26)

ACAUTION: Booting from the Recovery Boot Server restores the appliance
dto its original configuration and removes any customized settings.
dThe appliance also reverts to the default login name and password.
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]
Do not turn off the appliance during
_ the reinstallation process. When the
r' . MS-DO! & Remote Coris dres appliance reboots, you see the

BBBE  265C  BCA3 unconfigured login prampt.

G886 2651 ai681

G886 266A BCBS SMBys Cntrlr

8886 189A 8288 HNetwork Cntrlr

8886 189A 8288 HNetwork Cntrlr

8886 1876 8288 HNetwork Cntrlr

8886 1876 8288 HNetwork Cntrlr
ACPI Controller

BB W MR @D E
233 3@ M

HXELIHNUX 3.11 Bx49ef868f1 Copyright (C) 1994-2885 H. Peter Anvin

IBM Internet Security 3Systems

Proventia GX48B88 Series Recovery Boot (4.1 _2818.86685_11.34.26)

Type “"reinstall™, and then press ENTER.

CAUTION: Booting from the Recovery Boot Server restores the appliance
to its original configuration and removes any customized settings.
The appliance also reverts to the default login name and password.

(press TAB for diagnostics mMenu)

boot: reinstall_

Press Enter.

To direct input to ual machil
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For information about how to configure the IBM Security Network Intrusion
Prevention System appliance, see the Configuring the appliance IBM Education
Assistant module

& 2011 [BM Corporation
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Now, you are able to:

= Retrieve the appliance SO image from the IBM Download Center

= Use a PXE boot server to install firmware on an appliance

& 2011 [BM Corporation

Now that you have completed the module, take a momeent to review the module objectives.
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