
This module shows the steps to create a Log File Agent instance for remote monitoring. 

Use the remote monitoring feature in Log File Agent to monitor a log file on a remote 

system.
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This module assumes that you have Windows administration skills. Log File Agent 

version 6.3 must be installed on a Windows system. You need to have experience with 

the installation and configuration of IBM Tivoli Monitoring agents and be familiar with 

IBM Tivoli Monitoring Infrastructure. Technical skills with writing regular expressions are 

beneficial.
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When you complete this module, you can create a new instance of Log File Agent that 

can be used to monitor a log file on a remote system. You will learn how to define 

configuration and format files in order to set up remote log file monitoring. You will 

configure the instance, add application support, and start monitoring the data for the 

agent in the Tivoli Enterprise Portal client. 
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The configuration and format files are two important files that are required by any Log 

File Agent instance. In this example, these files reside in C:\lo.
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The configuration file can be located in a different directory. 

The value for the SshHostList parameter is a list of remote machines. All of the other 

parameters in the configuration file can have only one value, which is applied to all of 

the remote machines specified in the SshHostList parameter. 

In this example, the remote machine that is being monitored is a Solaris machine. The 

SshUserid and SshPassword parameters need to be provided in order to log onto that 

machine.
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The format file can exist in a different directory. 

The regular expression syntax that you use to create patterns to match log file 

messages and events is specified in the format file. Regular expression-filtering support 

is provided by the International Components for Unicode libraries to check whether the 

attribute value that is examined matches the specified pattern. For more information 

about using regular expressions, see the URL on this slide.
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You can configure the Log File Agent instance in the Manage Tivoli Enterprise 

Monitoring Services window. Right click the Log File Agent template and choose 

“Configure Using Defaults”.
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Enter a unique instance name and click OK.
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Enter the locations of the configuration file and the format file. The other log file adapter 

configuration parameters are pre-populated. You can change the entries per your 

requirements. Then click Next.
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Enter the log file adapter global settings parameters per your requirements. Then click 

OK.
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Once the configuration of the Log File Agent instance is complete, the instance will 

have a status of “Started” in the Manage Tivoli Enterprise Monitoring Services window.
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Ensure that there are no errors in Tivoli Enterprise Portal, once the agent is registered. 

The correct value for the File Status column is OK. If there are any errors in this 

column, rectify the agent configuration.
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Here, four sample entries are made in the remote log file. These entries are monitored 

by the Log File Agent instance that was configured earlier in this module. 

remote_monitoring_log_file_agent.ppt Page 13 of 18



Of the four records, two are reported as matched and two as unmatched entries. 

Ensure that no other entries are displaying any errors.
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The matched entries are shown in the Logfile Events workspace. The values in each 

column are specified by the regular expression in the format file. 
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Log file entries that do not match are captured in the unmatch log file. Recording 

unmatched entries is not mandatory. If these entries are not needed, they can be 

ignored.
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Now that you completed this module, you can create a new Log File Agent instance that 

can be used to monitor remote log files. You can define the configuration and format 

files. And you can capture the required log file entries and set alerts based on those 

entries. 
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