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IBM Tivoli Monitoring V6.2.2

Configure the Tivoli Monitoring for Power Systems
CEC agent V6.2.2 interim feature 2 on VIOS

© 2012IBM Corporation

IBM Tivoli® Monitoring V6.2.2, Configure the Tivoli Monitoring for Power Systems™ CEC
agent V6.2.2 interim feature 2 on Virtual I/O Server (VIOS). In this module, you learn
about the steps involved in configuring a Central Electronics Complex (CEC) agent.
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Before you proceed, the module designer assumes that you have the following knowledge
and environment:

+ Basic administration skills on Advanced Interactive eXecutive (AIX®) and Virtual 1/0
Server (VIOS)

+ Knowledge of Tivoli Monitoring

« ATivoli Monitoring environment that includes a Tivoli Monitoring Enterprise Server, a
Tivoli Monitoring Portal Server, and a Tivoli Enterprise Portal desktop client
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The lesson developer assumes that you have basic administration skills on VIOS and AlX,
and knowledge of Tivoli Monitoring. He also assumes that you have a functioning Tivoli
Monitoring environment that includes these items:

- Tivoli Enterprise Monitoring Server
- Tivoli Enterprise Portal Server

- Tivoli Enterprise Portal Client
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When you complete this module, you can perform these tasks:
= Configure the CEC monitoring agent on VIOS
= Start the CEC monitoring agent on VIOS

= VView the CEC agent-obtained data on the Tivoli Enterprise Portal to monitor the availability
and performance of the VIOS server
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When you complete this module, you should be able to configure and start the CEC
monitoring agent and connect to the Tivoli Enterprise Portal to view monitoring agent
collected data.
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(1 of 4) Configuring the CEC agent process steps

= Log in as padminto the VIOS system

= The command 1ssve lists all of the Tivoli
components that are installed on the
system

T S i~

s 1ssvc

(ITM_ premium
CEC agent I'—_7—— |ITM cec

|TSM_base

(ITUAM base
TPC_data
TPC_fabric
DIRECTOR_agent
|perfmgr
|ipsec_tunnel
IS
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The CEC agent comes pre-installed on VIOS. Log in as padmin to VIOS.

As the user padmin, run the command Issvc to list all the Tivoli components on the

system. ITM_CEC refers to the CEC agent.
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(2 of 4) Configuring the CEC agent process steps

Step 1:
= Configure the CEC agent with the cfgsve command. The syntax of the command is listed:

= $cfgsve ITM_cec -attr hostname=<address 1>, mirror=<address 2>, Restart_On_Reboot=<value 1>
cec=<cec_name> managing_system=<hmc user>@<address 3 > second_managing_system=<hmc
user>@<address 4> DIRECTOR_HOST_ADDRESS=<director_hostname>,
DIRECTOR_PORT_NUMBER=<port> DIRECTOR_AUTHENTICATION=<value 2>

Where:
+ <address 1> |P address or the host name of the Tivoli Enterprise Monitoring Server to which the CEC
agent sends data.
<address 2> |P address or the host name of the secondary Tivoli Enterprise Monitoring Server.
<cec_name> Name of the CEC that the agent is monitoring.
<value 1> TRUE OR FALSE
o TRUE = ITM_cec restarts when the Virtual /O Server restarts.
o FALSE = ITM_cec does not restart whenever the Virtual I/O Server restarts.
» <hmc user> The Hardware Management Console (HMC) user. It defaults to hscroot if it is not
provided. The HMC user should have a minimum of HMC viewer permissions.
<address 3> The |IP address or the host name of the HMC to which the managed system connects.
<address 4> The |IP address, or the host name of the backup or secondary HMC.
<director_hostname> |P address, or host name of the IBM Systems Director Server to which to
navigate with the IBM Systems Director workspace links. This field is optional.
<port> Port number for connecting to the Systems Director. This field is optional.
<value 2> Yes or No
o Yes: Credentials for authenticating against the Systems Director is required.
o No: Authentication is not required.
Note: The parameters must be specified in the order indicated.
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The configuration of the CEC agent is different on the VIOS Logical Partition (LPAR)
compared to any AlIX LPAR.

The CEC agent is configured with the cfgsvc command. Log in as the user padmin and
run the command. The cfgsvc command and syntax are shown.

The cfgsvc command creates a key pair that can be used by the HMC to allow a
connection from the VIOS on which the CEC agent is installed.
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(3 of 4) Configuring the CEC agent process steps

Step 2:
= Log in to the HMC as the HMC user used to configure the CEC agent

= To enable the CEC agent to communicate with the HMC, run this command

viosvrcmd -m managed system name -p vios_name -c "cfgsvc -key
ITM cec"

B R e e LI

J |nscroot@tapshmc:~> viosvrcmd -m tapsaixpé -p tapsaixp6-vios -c "cfgsvc ITM cec - »
|key"™

|ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQCeZo61lgeUvCMHM1IMbZw4q4xR19RNQ29¢c/F+G1GUza
|xUQHQkSLbOJYYwO6kblom4Bsm+ga/viqy90HAVECKO4cEVARTYnO0fmbbOO6e067swDE6KQBc2XtBJ16Xh
|gkZExJhotcjpEpNaMeejc6KcIIOIsujucoVceAq4nzAyAPX6WNe7vISzaObuWRCuAzik1VoYmEOPvgXu
|ZPvw2K01GiNwwyB5BQ4Njc+KhjYcExx9H4XOduBENVHu28 PQE6DPME2U2xr74LgB10CCdpIzV2p0deSiGo
|cZyOP1luZwPPNxukmMLet £638ByOt 60Km+AH9/HAYyqyidS9YnS5AgZ5TdtpiN3 root@tapsaixpé
hscroot@tapshmec:~>
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The HMC should be able to accept ssh connections from the VIOS LPAR.

The command viosvrcmd obtains the public key that was generated on the VIOS with the
cfgsvc command.

Parameters for the command in the slide are described as:

managed_system_name is the name of the frame (CEC). ...
vios_name is the name of the VIOS LPAR. ...

This step is unnecessary if the ssh credentials for connection between the agent system
and the HMC have already been set up as part of configuring the CEC agent.
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(4 of 4) Configuring the CEC agent process steps

Authorize the HMC to accept ssh connections from the CEC agent system

mkauthkeys -add '<key>'

5’ BUPII IR I TV

hacroot@tapshme:~> mkauthkeys --add 'ssh-rsa AAAAB3NzaClyc2EAAAADAQARAAABAQCeZ06
1geUvCMEM11MbZwdq4xR19RnQ29¢/ F+G1GUzaxUQHQkSLbOTYYw06kblomdBsm+ga/ viqyI0HAVECKO4
CEVARTYn0£fmbb006e067swD6KQBc2XtBJ16XhakZExJhotcjpEpNaMeejc6KcII0IsujucoVeeAqénzA |
yAPX6WNe7vISzaObuWRcuAzik1VoYmEOPvgXuZPvw2K01GiNwwyBSBQ4N] c+Khj Yefxx9H4XOduBENVH
u28PQ6DpME2U2r 74LgB10CCApIzV2p0deSiGacZy0PluZwPENxukmiLet £636By0t 60Km+AHI/HAyqyi
dS9¥nSAg25TdtpiN3 root@tapsaixpé’

hscroot@tapshme:~> ||
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The next step is to add the public key obtained from the viosvrcmd command as an
authorized key.

configure_cec_agent_vios.ppt Page 7 of 11



To verify that the HMC connectionis configured correctly, run the command

/usr/bin/ssh -1 <hmc user> <hmc hostname> "lshmc -V | grep Version |
cut -d: -f2" 2>/dev/null

8‘ VaRSQIALV AL GITIY T ITTIAMIN = FUl T

$ /usr/bin/ssh -1 hscroot tapshmc "lshmc -V | grep Version | cut -d: -f2" 2>/dev/null

$
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The final step is to verify that the connection to the HMC has been established correctly. In
order to verify that the agent can connect to the HMC, run the command from the VIOS
LPAR as root user. The command must return the version of the HMC without prompting
for a password.

The parameters for the command are listed:
* hmc user is the HMC user that was used to configure the CEC agent.

* hmc hostname is the IP address or the host name of the Hardware
Management Console.
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Starting the CEC agent on VIOS

To startthe CEC agent, as the user padmin, run the command startsve ITM cec

§ startsve ITH cec

Starting Base Monitoring Agent for CEC ...
Base Monitoring Agent for CEC started

b
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The steps performed make the CEC agent ready to start. Start the agent with the startsvc
command. After the agent starts, the agent should connect to the Tivoli Enterprise

Monitoring Server. Then you can display the data obtained by the CEC agent on the Tivoli
Enterprise Portal.
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Now that you completed this module, you can perform these tasks:
= Configure the CEC monitoring agent on VIOS
= Start the CEC monitoring agent on VIOS

= VView the CEC agent-obtained data on the Tivoli Enterprise Portal to monitor the availability
and performance of the VIOS server
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Now that you have completed this module, you can configure and start the CEC
monitoring agent on VIOS.

You can view the CEC agent-obtained data on the Tivoli Enterprise Portal and the data to
monitor the details on the availability and performance of the VIOS LPAR.
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