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= This module provides you with a high-level introduction to analyzing logs and locating error
messages. You should review Reading agent logs, part 1 locating and collecting, log types,
and naming conventions before beginning this presentation

= This presentation works on the 80:20 principle and assumes that 80% of problems can be
found in 20% of the time that is invested by using the methods that described here

= Because a single error might have various root causes, detecting the errors might not
always provide a solution, but it can dramatically reduce the amount of time that is required
to resolve the problem
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This presentation is the second of three modules on Tivoli Monitoring, reading agent logs. The
first module provided you guidelines on how to collect and identify IBM Tivoli Monitoring agent
logs. This module provides you a high-level introduction to analyzing logs and locating error
messages. You should review Reading agent logs, part 1 locating and collecting, log types, and
naming conventions before beginning this presentation.

The third module provides examples of problems that can been identified and resolved in
frequently used logs. It also provides suggestions on how to proceed after you identify a
suspected problem.

This presentation uses the 80:20 principle and assumes that 80% of problems can be found in
20% of the time by using the methodology described here.

Because a single error might have various root causes, detecting the errors might not always
provide a solution, but it can dramatically reduce the amount of time that is required to resolve
the problem.

You should have a good understanding of how IBM Tivoli Monitoring is installed and configured
in your environment. For example, you should understand which agents are installed, the host
names the agents are installed on, the Tivoli Enterprise Monitoring Server, and the Tivoli
Enterprise Portal Servers these agents report to.

The developer assumes that you understand the directory structure that Tivoli Monitoring is
installed into and that you have a good understanding of the Windows® or UNIX® operating
systems.
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= When you complete this module, you can perform these tasks:
— Analyze the logs that you collected
— Search log collections for known errors
— Search individual logs for unknown problems

= The third module in the series presents information about these tasks:
— Identify errors in logs
— |dentify possible solutions for the errors that you find
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When you complete this module, you can perform these tasks:
- Analyze the logs that you collected

- Search log collections for known errors

- Search individual logs for unknown problems ...

The third module in this series presents information about how to identify errors in logs and
identifying possible solutions for the errors that you find.
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= Search log collections for known errors

= Search individual logs for unknown problems
= |solate logs likely to contain problems

= Determine the time that a problem occurred

= Convert hexadecimal timestamps into reader friendly ones
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The steps to resolve error that are presented in this lesson are:
1. Search log collections for known errors

2. Search individual logs for unknown problems

3. Isolate logs likely to contain problems

4. Determine the time that a problem occurred

5. Convert hexadecimal timestamps into conventional ones
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= Recommended tools
— A PC or notebook with a Windows operating system such as XP Professional or Windows 7
— Windows 7 will require you to download one these utilities
* Notepad ++

— Click Download > <current_revision>
* Agent Ransack

— Click Download > Agent Ransack
— Windows Explorer to search and organize the log collection
— Windows WordPad to view and search individual logs

= Copy the PDCollect or digup compressed file to a work or temporary directory and extract it

» Open Windows Explorer to view the directory structure the uncompressed file created
— To view the logs from UNIX and Linux® operating systems navigate to the
$ITM _Install/logs directory
— To view the logs from a Windows operating system, navigate to one of the following
directories:
%I TM_Install%\logs\TMAITM6\logs
%ITM_Install%\logs\TMAITM6_x64\logs
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Most log files can be analyzed on any current notebook or workstation.

As stated earlier, this presentation shows how to work with logs on a Windows operating system,
with Windows Explorer software to search and organize the logs.

Windows WordPad is used to view individual log files because WordPad retains the format of
the original log file.

Copy the compressed PDCollect or digup file to a work or temporary directory and extract it.
Open Windows Explorer to view the directory structure the uncompressed file created.

To view the logs you want to work with, use Windows Explorer to navigate to the appropriate
directory shown in this slide.
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= Some messages are informational and only occur at the beginning of the log
= True errors often occur several times throughout the log and might appear in several logs

= Dozens or hundreds of the same errors typically indicate a problem worth exploring
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Here are few rules to remember when reviewing log files.
Some messages are informational and only occur at the beginning of the log.
True errors often repeat several times throughout the log and might appear in several log files.

Dozens or hundreds of the same errors typically indicate a problem worth exploring.
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= |f you remove old log files, it decreases the amount of time that you spend searching
through logs

= From Windows Explorer, click the Date Modified column heading so that the files are sorted
by date

= Place older files at the top of the pane

= Delete any unnecessary logs that were collected before the problem started
For example, if you know the problem that you are trying to resolve started on 13
October 2012, then you can remove files from September 2012 and earlier

= After you remove all of the older logs from the logs directory, navigate to the parent level of
your working directory to begin your search

= When you begin your search at the parent directory level, you improve your chances of
success
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When you use the methodology that is described here, you work with a copy of the original files
that remain on the system where PDCollect or digup was run.

You can safely delete the older files that were created before the problem started.
If you delete old log files, it takes less time to search the remaining log files.

From Windows Explorer, click the Date Modified column heading to sort the files by date. You
might need to click a second time to sort the files into descending date order which places the
oldest files at the top of the list.

Delete any unnecessary files that are collected before the first problem occurrence. For
example, if you know the problem that you are trying to resolve started on 13 October 2012,
then you can remove files from September 2012 and earlier.

After you remove all of the older logs from the logs directory, navigate up to the parent level of
your working directory and begin your search.

Most of the log files you need to work with are found in the /logs directory. Occasionally you
might find log files where you do not expect to find them.

If you begin your search at the parent directory level, you improve your chances to successfully
locate the log files that contain useful information to solve problems.
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Two common ways to find problems in agent log files are for you to search for error
messages and keywords
— Error messages might appear as a pop-up or a text string
+ Sometimes they are specific
+ Unfortunately, sometimes they are generic
— If no error messages are provided and the agent appears to stop working, searching for
action or keywords can provide insights into the problem
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This presentation describes two common ways to find problems in agent log files. The next few
slides describe how to search for error messages and keywords in the log files that you identify
and collect.

Some error messages pop-up on your screen when a problem or unexpected condition arises.
Sometimes the messages are specific and unfortunately, sometimes they are generic.

IBM software developers attempt to write meaningful error messages. Occasionally problems
arise that cannot be anticipated and generic messages display.

Keywords can be helpful when you encounter a generic message and you have to determine the
cause of the problem.
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= Examples of error messages:
—install.sh failure: KCI1027E "317464" kilobytes required for the package(s); only "102196"
kilobytes available
— KNTAMS008 Monitoring Agent for Windows OS Operational Event: Agent stopped
abnormally

= Search the entire PDCollect or digup directory structure from the parent level for the
product provided error messages. For example, KNTAMS008

= This search generates a list of log file names that contain the message

= |f the error is found in multiple logs, open the most current log with WordPad and search that
log for the error

= Once the error is found, more information might appear in the lines before the error that can
help determine what occurred before the error was generated

= Refer to slide at the end of this presentation that is called Other Helpful Referencesfor links
to Tivoli Monitoring Message Guides

L] Reading agent logs, Part 2: Analyzing logs for error messages and keywords © 2013 IBM Corporation

Some error messages are clear and present an obvious solution to resolve them as depicted in
the first error that is shown on this slide. Other messages are generic and require logic and
investigation to determine their cause.

The recommended approach to locate this type of error message is to search the entire
PDCollect or digup directory structure from the parent level for the product provided error
messages. For example, search for KNTAMSO008.

Remember to set the search criteria for file contents and not file names.

This search generates a list of log names that contain the message. If the error is found in
several log files, open the most current file with WordPad and search that file for the error.

After the error is found, more information might appear in the lines before the error that can help
determine what occurred before the error is generated.

More details are provided later in this presentation on searching for errors in individual log files.
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= Sometimes an error message might not be available

= |In these cases, you might have to rely on the symptoms of the problem and what was
happening at the time the anomaly occurred to locate the logs that most likely captured the
cause

= For example, you might receive an event that indicates a problem with an excessive number
of network collisions that are associated with the UNIX OS agent

= The problem typically is represented in either of these log files:
— <hostname>_ux_ifstat_<timestamp>-0#.log
— <hostname>_ux_kuxagent_<timestamp>-0#.log

= Look for logs that have a date and time stamp that coincide with when the problem occurred
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Sometimes an error message might not be available.

In these cases, you might have to rely on the symptoms of the problem and what was happening
at the time the anomaly occurred to locate the logs that most likely captured the cause.

For example, you might receive an event that indicates a problem with an excessive humber of
network collisions that are associated with the UNIX OS agent.

In part 1 of this series, in the section Types of Logs: UNIX OS agent process, daemons, and
subdaemons you learned that the UX agent ifstat subdaemon collects network interface
statistics and populates the file <hostname>_ux_ifstat_<timestamp>-0#.l0g.

With this knowledge, you can sort your collected logs by name and assume that you captured
the problem in one of the logs with a syntax that starts with <hostname>_ux_*.

The problem data is probably contained in either of the two files shown.

Look for logs that have a date and time stamp that coincide with when the problem occurred.
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= Keywords for all log types

Analyzing collected logs: Keyword lists

= Keywords for UNIX / Linux signal errors

— abnormal — SIGSEGYV (also called Fatal Error (11))
—abort — SIGBUS (also called Fatal Error (10))
— conflict - SIGFPE

— corrupt - SIGILL

— expire. = Keywords for System p® agents

~ Exoepfion —RSIErmo = 280

_ fail — RSiErmo = 288

— fault (tip: change the search parameter — RSiErmo =290

to “match word” so that it skips over = Keywords for historical collectionissues
instances of the word “default”) — warehous (no €)

— fatal — export

— severe

— terminat (tip: this value picks up
terminate, terminated, and termination)

— timeout

— unavailable

— unable
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This slide presents keywords that can help locate problems within the short list of logs that were
identified.

The presentation describes these keywords and how you can use them to locate problem
indicators in more detail in the following slides.
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= UNIX OS signals can also indicate problems in logs

= The UNIX OS agent is able to detect and manage the following signals:
— Segmentation fault (SIGSEGV)
— Bus error (SIGBUS)
— Erroneous arithmetic operation (SIGFPE)
— lllegal instruction (SIGILL)

= For more information about AIX® Signals, see the slide titled Other helpful references
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Signals and Fatal Errors are another type of keyword that can also indicate problems within
logs.

For more information about AIX Signals, see the slide titled Other helpful references.

Part 3 of this presentation shows examples of how to find signal related problems and errors in
the logs.
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Now that you have a minimal number of logs to search through, how do you determine the
time of the problem so that you can locate a possible cause
— Assume that you know that the problem occurred at 12:39 PM on 13 August 2012
— The time and date stamps that can be seen in Windows Explorer might indicate two or
more logs that appear to meet this criteria due to log wrapping
— Log wrapping occurs when the maximum size of a log is reached and a new log must be
created
— Log wrapping is why some log names end in -01.log, -02.log, -03.log, and so on
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Now that you minimized the number of logs to search, how can you pinpoint the time of the
problem so that you can locate a possible cause?

Assume that you know that the problem occurred at 12:39 PM on 13 August 2012.

You can see the time and date stamps in Windows Explorer might indicate two or more logs
meet this criteria.

There might be more that one file because of log wrapping.

Log wrapping occurs when the maximum size of a log is reached and the software must create a
new log file.

When a log wraps, new logs are generated with names ending with -01.log, -02.log, -03.log, and
so on.

The next slide shows how to convert a hexadecimal timestamp, found inside of an agent log or
log name, to a reader friendly equivalent.
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Analyzing collected logs: Timestamps

= Sometimes it helps to determine the exact time a that problem occurred to find its cause
= The tools PDCollect and digup, preserve the date and times when the logs were created
= Notice the timestamp inside of a trace log and in log names are shown in hexadecimal

= |n this example, 50292DD9 is the t/mestamp

+50292DD9.0000 ====== == === ==
(50292DD9.0000-1:RAS1,400,"CTBLD")

+50292DD9.0000 Component: kbb

+50292DD9.0000 Driver: tms_ctbs623fp1:d2039a/4210660.1
+50292DD9.0000 Timestamp: Feb 8 2012 20:44:10

+50292DD9.0000 Target: aix52x6

» To determine which log covers the time frame when the problem occurred, you can use
ras1log tool available in bin directory under the Tivoli Monitoring installation directory
— To use the ras1log tool, copy the log file to a temporary directory, and make sure ras1
is in the path
— Run the command ras1log <original log name> > <converted log name>

= After conversion, you can see that the value 50292DD9, is equal to Monday, August 13,
2012 12:39:53 PM in the converted log file
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log

Sometimes it helps to find the exact time a that problem occurred to determine its

The PDCollect and digup tools preserve the date and times of when the logs we

cause.

re created.

Notice the timestamp inside of a trace log and in log names are shown in hexadecimal. In the

example, 50292DD9 is the timestamp.

By converting a log file with the rasllog tool, you can determine that 50292DD9 H
Monday, August 13, 2012 12:39:53 PM.
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Analyzing collected logs: Finding installation error messages

= Because the agent directory structure might not be installed yet, installation errors are fairly
easy to resolve

= The solution to an error like this example, is fairly obvious:
install.sh failure: KCI1027E "317464" kilobytes required for the package(s); only
"102196" kilobytes available

= The Abort and Candle installation logs might be the only logs that are available for a failed
installation

= Abort log files use this format and are in the following directory:
<ITM HOME>\logs\Abort_IBM_Tivoli_Monitoring_##EHHH# #HHH.1og

= Candle installation logs use this format and can be found in the directory:
<ITM HOME>\logs\candle_installation.log

= For more information about Tivoli Monitoring error messages, see the slide titled Other
helpful references
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Assume that you received error messages while installing a new agent.

Because the agent directory structure might not be created yet, some installation errors are easy
to resolve. If the Abort and Candle installation log files are the only logs that are available for a
failed installation, there are fewer logs to analyze for errors. The solution to an error like the one
shown, is fairly obvious.

Unfortunately, not all errors are so easily resolved.

The Abort log files and Candle installation log files can be found in the directories that are
displayed on this slide.

For more information about Tivoli Monitoring error messages, see the slide titled Other helpful
references.

Part 3 of this presentation shows some examples of resolving installation problems when error
messages are less obvious.
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ANnailyzing colecied logs: Search Ng 10r tne probien

= What happens if you encounter a problem; more specifically a symptom, but no error
message is given

= |n this case, your only choice might be to identify the log or logs that are the most likely to
capture the problem, which is based on the product and timestamp

= Systematically begin searching those logs for the keywords that are shown on the slide
Analyzing collected logs: Keyword lists

= Keep in mind that some problems cause the system to generate errors that provide an
obvious or documented solution

= Some problems that have an environmental root cause, might resolve themselves so that a
true cause is never identified

= |In some circumstances, you might encounter a problem that was never detected or reported
previously

16 Reading agent logs, Part 2: Analyzing logs for error ges and keyword © 2013 IBM Corporation

What happens if you encounter a problem or; more specifically a symptom, but no error
message is given?

In this example, you might choose to identify the log files that are the most likely to capture the
problem, which is based on the product and timestamp.

You can then systematically search those logs for the keywords that are shown on the slide
Analyzing collected logs: Keyword lists.

With a little practice, you might realize how effective this approach can be.

Keep in mind that some problems, generate errors that provide an obvious or documented
solution.

Some problems that have an environmental root cause, might resolve themselves so that a true
cause is never identified.

In some circumstances, you might encounter a problem that nobody detected or reported
before.
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= Errors and keywords might appear in various logs

= Extract the most recentlogs that you collected in to a work or temporary directory and use
Windows Explorer to search the directory and all subdirectories for the error or keyword

= Use the Windows Explorer Search function and select the option to scan file contents, not
the file names

= Enter the error or keyword you are looking for into the search criteria box and begin the
search

= Opening more than one Windows Explorer pane might save time when running multiple

searches if your hardware is powerful enough

17 Reading agent logs, Part 2: Analyzing logs for error
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Errors and keywords might appear in various logs.

There is a simple method to find a specific error. Extract the most recent log files that you
collected in to a work or temporary directory. Then use Windows Explorer to search the directory
and all subdirectories for either the error text or a keyword.

Use the Windows Explorer Search function and select the option to scan file contents, not the

file names.

Enter the error or keyword you are looking for into the search criteria box and begin the search.

If you open more than one Windows Explorer pane, you might save time by running multiple
searches. That depends on the capability of your hardware.
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= Start by reviewing those files that logically might contain the problem

— For example, if the problem is related to the Windows agent’s availability, then focus on
the logs with names like

» <hostname>_nt_kntcma_<timestamp>-0#.log
+ <hostname>_nt_kcawd_<timestamp>-0#.log
— Sort the likely candidates by date to find the most current
. IC‘)pen the most current log with WordPad and place the cursor at the beginning of the first
ine
= Start the search feature with <CTRL> + f
= Verify that Match Case is turned off (click More)

= When searching for the keyword “fault”, you might want to turn on the Match Word option
so that you skip over instances of the word default which can occur frequently in logs

= Enter the error or one of the keywords in the search criteria window and begin searching the
log
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Determine a list of file names that might contain the keyword or error message.

You can create a list by reviewing those files that logically might contain the problem. For
example, if the problem is related to the availability of the Windows agent, then analyze the log
files with names like the ones that are listed on the slide.

Sort the likely candidates by date to find the most current.

Open the most current log file with WordPad and place the cursor at the beginning of the first
line.

On your keyboard, start the search feature by pressing <CTRL> + f.
Verify that Match Case is turned off. You can find this information by clicking More.

When you search for the keyword “fault”, turn on the Match Word option to avoid instances of
the word “default”’ that often occurs in log files.

Enter the error or one of the keywords in the search criteria window and begin searching the log
for the error message or keyword. See the slide titled Analyzing collected logs: keyword lists for
useful keywords.

Part 3 of the presentation series shows that various keywords can be clustered near each other
when problems are located within a log file.
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= Search log collections for known errors

= Search individual logs for unknown problems
= |solate logs likely to contain problems

= Determine the time that a problem occurred

= Convert hexadecimal timestamps into conventional ones
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The steps to resolve errors that are presented in this lesson are:
1. Search log collections for known errors.

2. Search individual logs for unknown problems.

3. Isolate logs likely to contain problems.

4. Determine the time that a problem occurred.

5. Convert hexadecimal timestamps into conventional ones.
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Other helpful references

= |IBM web pages

— Link to various versions of Tivoli Monitoring manuals from V5 to V6.23 are available at
Tivoli Monitoring documentation
http://pic.dhe.ibm.com/infocenter/tivihelp/v15r1/index.jsp?topic=/com.ibm.itm.doc_6.2.2fp2/welcome.htm

— IBM Tivoli Monitoring Version 6.2.3 FP1 Troubleshooting Guide
http://pic.dhe.ibm.com/infocenter/tivihelp/v15r1/topic/com.ibm.itm.doc_6.2.3fp1/itm623fp1_troubleshoot.pdf

— IBM Tivoli Monitoring Version 6.2.3 Fix Pack 1 Messages
http://pic.dhe.ibm.com/infocenter/tivihelp/v15r1/topic/com.ibm.itm.doc_6.2.3fp1/itm623fp1_messages. pdf
— IBM Tivoli Monitoring Version 6.2.2 Fix Pack 2 (Revised May 2010) Troubleshooting
Guide
http://pic.dhe.ibm.com/infocenter/tivihelp/v15r1/topic/com.ibm.itm.doc_6.2.2fp2/itm_troubleshoot.pdf

— |BM Tivoli Monitoring Version 6.2.2 Messages
http://pic.dhe.ibm.com/infocenter/tivihelp/v15r1/topic/com.ibm.itm.doc_6.2.2/itm_messages. pdf

— Troubleshooting System P Agents, Symphony™ presentation (requires an IBM account)
http://w3.tap.ibm.com/w3ki08/download/attachments/700000690883/SystemPTroubleshooting.odp?version=1

— AlX Signals signification
http://www-01.ibm.com/support/docview.wss ?uid=swg21145669
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Here are several helpful references to IBM websites.
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= Now that you have completed this module, you can perform these tasks:

— Analyze the logs that you collected
— Search log collections for known errors
— Search individual logs for unknown problems

= The module third module presents information about these tasks:

— Identify errors in logs
— |dentify possible solutions for the errors that you find
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Now that you have completed this module, you can perform these tasks:
- Analyze the logs that you collected

- Search log collections for known errors

- Search individual logs for unknown problems ...

The third module in this series presents information about how to identify errors in logs and
identifying possible solutions for the errors that you find.
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