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This presentation describes the IBM Tivoli Monitoring 6.1 Firewall Implementation: KDE 

Gateway Component.

Functional Overview of  Gateway Topology, Gateway Configuration, and Gateway XML 

Structure
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KDE Transport Layer:

The Gateway is implemented in the KDE transport layer; it introduces a level of 

abstraction creating a socket-independent layer of “Monitor” calls. This is the simple 

topology that has been seen before, and with the definition of the interfaces. The public 

network is the downstream interface. And then a private DMZ zone will act as a relay. The 

upstream interface is the trusted network.
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The topology is described in XML files. To describe this topology, you need to start from 

the downstream network interface and proceed upwards to the inner-most network 

interface that is the upstream interface. The zones are described as starting with the 

downstream zone and moving to the upstream zone. Each gateway zone can contain one 

or more upstream interfaces and their associated downstream Gateway interfaces.  The 

XML definition order of a Gateway interface within a single zone will start with the 

upstream interface for that zone and will contain the related downstream gateway 

interface for the zone that is being defined.
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A Gateway interface can assume one of these three roles. The listen, the connect and the 

proxy. When you define an interface with the role equal to listen, you are basically opening 

a physical port, and you will listen to incoming requests on that port. If you define an 

interface with a role equal to connect you will obtain a physical port and will issue a 

connect request to the target IP address and the port defined in the XML definition. When 

you define the role equal to the proxy, this logical interface will not use a physical network 

interface. The interface is defined as the proxy with role equal to proxy. If it is a resident in 

the downstream interface. It is listening for inbound connections, in your case from the 

agents. A client proxy is defined as an interface that is a resident in the upstream interface 

and defined with role equal to proxy. This interface will make the connections to the 

services. The services here are the request to TEMS or the request to access Warehouse 

Proxy data.
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The public zone is defined as the downstream zone. In this zone, the applications clients 

like TEMAs for example, are issuing requests to the server. The application server that is 

pictured as TEMS and Warehouse Proxy agent in the figure resides in the upstream zone, 

in the trusted network.

Between the public and the trusted zone there is a private DMZ. The gateway elements in 

this zone relay application client/server traffic between the adjacent public and trusted 

zones. 
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The physical connections are defined from downstream, from the more trusted side to the 

less trusted side, because this is a rule of a firewall. A gateway server proxy interface will 

capture all the connect requests within the physical process where the Gateway element 

is defined. These requests are routed across to the upstream Gateway interface. 

The relay gateway element listens on the upstream side and initiates a connect on the 

downstream side. The XML definition is described in a later slide.
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Here is how and where to configure an OS Agent, for example, to implement the KDE 

Gateway feature. You will have to define the variable KDE_GATEWAY equal to the name 

of the XML that will define the gateway topology. This variable must be contained in the 

environment files, depending on the platform and the OS agent that is used. The gateway 

can be activated on other agents, for example universal agents, but the OS agent is the 

best practice and is the suggested agent to be used.
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This is a basic structure for an XML file. When you define a zone, you will start defining 

the upstream interface. 

First, you will define the connection, then within the upstream interface, you will define the 

downstream interface; so it’s embedded in the upstream interface. Then define some port 

pools. This is the basic structure.

Page 8 of 9



kde_functionaloverview.ppt Page 9 of 9


