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This presentation covers the support for data-at-rest encryption in IBM PureApplication™

System V1.1.
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This presentation begins with a brief introduction to data-at-rest encryption, followed by 
sections on installing encryption support, using encryption with patterns, and 
troubleshooting.
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This slide introduces you to the data-at-rest encryption support in PureApplication System 
V1.1.

PureApplication System V1.1 includes support for protecting your data-at-rest by using 
integrated file system encryption products that can be configured using the pattern editors 
in the workload console. These products are purchased separately and provide data-at-
rest encryption for both your virtual application patterns and virtual system patterns. IBM 
Encryption Pattern for Guardium Encryption Expert provides support for integrating your 
patterns with Guardium Data Security Manager, which enables centralized, policy-based 
management of data encryption services. IBM Encryption Pattern for Security First 
SPxBitFiler provides a stand-alone encryption service for your patterns and exposes 
configuration parameters for setting encryption rules for each virtual machine.
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This section covers installing encryption products for use with PureApplication System.
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File system encryption support for patterns requires one of these two supported encryption 
products to be installed on your system. If one of the supported encryption products is not 
yet installed on your system, your organization will need to purchase and install one of the 
products from PureSystems Centre. After downloading and decompressing one of the 
security products from PureSystems Centre, install it by importing the pattern type and 
adding the included script packages to the catalog. Before you can import the Guardium 
pattern type, you must also purchase a Guardium key, use the key to download Guardium 
from Vormetric, and then repackage your downloaded pattern with the Guardium code.
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To enable file system encryption for your virtual application patterns, you must first add the 
pattern type for the product that you purchased to your system. If you are using the 
Guardium pattern, then you need to provide the information for connecting to your Data 
Security Manager and the policies that you want to use as configuration properties of the 
Guardium plug-in. All virtual application patterns with an attached Guardium security policy 
will use this configuration. When working with virtual system patterns, script packages are 
used to provide the Data Security Manager and policy configuration information.
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This section covers using data-at-rest encryption with virtual application and virtual system 
patterns.
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Encryption policies are used to add encryption support to your virtual application patterns 
and can be attached to your virtual applications in the same way as other types of policies. 
This slide shows a Security First encryption policy being attached to an enterprise 
application component. Like other policies, encryption policies can also be attached at the 
application level, to provide encryption support for all components in a pattern.
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When an encryption policy has been attached to a component or application, configuration 
options for the policy are displayed in the virtual application pattern editor. These options 
are used to define deployment-time parameters, including the directories on the file 
system that should be encrypted. To change these options after deployment, use the 
“operations” panel for the deployed instance.
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File system encryption support can be added to virtual system patterns by using script 
packages. To add file system encryption support to a part in a virtual system pattern, 
attach the script packages that were provided with the pattern that you downloaded from 
the PureSystems Centre. Script ordering is important—the “install” script must always run 
before the “configure” script. Deployment-time configuration options for the encryption 
products are exposed as parameters on the script packages. Script packages must be 
attached and configured individually for each part that requires file system encryption 
support. There is no mechanism for applying encryption support at the pattern level.
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Security First BitFiler is configured using the four options shown here. These are 
configured either as properties on the security policy for virtual application patterns or as 
script package parameters for virtual system patterns. Each option takes a comma-
separated list of paths as input. The “paths to encrypt” option is where you specify the list 
of paths to be encrypted. The “paths to decrypt” option is where you specify the list of 
previously-encrypted directories that should no longer be encrypted. The “paths to 
blacklist” option is used to specify subdirectories within the directories that are listed in 
“paths to encrypt” that should be excluded from encryption. The “paths to remove from 
blacklist” option is used to remove previously-blacklisted paths. These will now be 
encrypted, since they are covered by the “paths to encrypt” option.
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These options are configured for virtual system patterns using the “install guardium” script 
package and for virtual application patterns using the configuration panel for the Guardium 
plug-in. This means that a single Data Security Manager configuration is used for all virtual 
application patterns, while each part of each virtual system pattern can use a different 
Data Security Manager configuration. These options are used to specify how to connect to 
the Data Security Manager and which domains and policies should be used.
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You can provide deployment-specific options for Guardium by using the Guardium 
encryption policy for virtual application patterns and by using the “configure guardium” 
script package for virtual system patterns. You can specify paths to encrypt and 
previously-encrypted paths to decrypt and disable encryption. Note that the paths 
specified in these parameters must exist and that you cannot re-encrypt a decrypted path 
when using Guardium encryption.
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This section covers basic troubleshooting for encryption patterns and provides a summary 
of the presentation.
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Both of the supported encryption products are installed on virtual system instances using 
plug-in injection after the attached script packages write configuration data to JSON files 
on the instance. This means that when troubleshooting installation or configuration 
problems with the encryption products, only the JSON data is contained in the script 
package log files. For more information about installation and configuration of the 
encryption products, locate the trace.log file at the path shown on this slide. When using 
Guardium, the “delete guardium” script is designed to run when the instance is deleted 
and removes the instance from the Data Security Manager domain. For the script package 
to run as designed, the instance must be deleted while running. If the instance is deleted 
while stopped, you must manually remove the IP address of the instance from the Data 
Security Manager domain using the Guardium web interface. Otherwise, the IP address 
that was used by the deleted instance cannot be reused.
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PureApplication System V1.1 provides support for two data-at-rest encryption products, 
which can be purchased from PureSystems Centre separately and installed onto your 
system. IBM Encryption Pattern for Guardium Encryption Expert and IBM Encryption 
Pattern for Security First SPxBitFiler both provide integrated file system encryption for 
virtual system patterns and virtual application patterns.
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You can help improve the quality of IBM Education Assistant content by providing 
feedback.
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