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InfoSphere Information Server

Troubleshooting LDAP configuration issues with
Information Server version 8

© 2013 IBM Corporation

This presentation will discuss some common configuration issues when using a
Lightweight Directory Access Protocol user registry with Information Server version 8.
Lightweight Directory Access Protocol is referred to as LDAP throughout this presentation.
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= All users not displayed in Web Console
= User attributes not filled in

= Users not inheriting group roles

= Unable to display group properties

= Groups do not appear in User properties
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The objectives of this presentation are to discuss how to troubleshoot issues where all of
the LDAP users are not displayed in the Information Server Web Console, the user
attributes such as first and last name are not filled in and the users are not inheriting the
group roles. Also, group properties will not display properly and groups are not appearing
in the user’s properties.
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= Web Console does not display all users when configured for LDAP
= Directory service limits number of LDAP users to first 1000 users that it retrieves
= 1000 users retrieved are based on filter criteria

Users

Fiker Clear Fiter

o e A L Items per Page: 25 50 100 Open User
Add Roles to Multiple Users
[T | LastName | First Name | User Name Title | Business Phone Location ™

r uid=002345543,c=us,0u=1dapswr,0=newco.com

uid=008724512,c=us,ou=Idapsvr,0=newco.com

-
r uid=0423566433,c=us,ou=Idapsvr,o=newco.com
-
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The first issue this presentation will discuss is an issue where LDAP is configured but not
all of the users are displayed in the Information Server Web Console. For efficiency
purposes, the directory service limits the number of LDAP users to the first 1000 users

that it retrieves. The 1000 users that are retrieved are based on filter criteria set in the
main filter, as displayed on this slide.
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All users not displayed in Web Console (2 of 4)

= Check user filter in your WebSphere® LDAP configuration
— User filter determines LDAP attribute filtered
— uid by default

Global security TE

Global security > Standalone LDAP reqistry > Advanced Lightweight Directory Access Protocol (LDAP) user
registry settings

Specify advanced Lightweight Directory Access Protocol (LDAP) user registry settings when users and groups
reside in an external LOAP directory. When security is enabled and any of these advanced settings are changed,
g0 to the Security > Global security panel. Click Apply or OK to validate the changes.

General Properties

it filter
(8(uid=%v)(objectclass=inetOrgPerson)

Group Filter
l(l{m-ﬂv)(objom:tnu-DomerouD))

User IO map
[inetOrgPerson:uid

LR
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Check your user filter in your WebSphere LDAP configuration to determine which LDAP
entry the filter is using. The default is normally uid.
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All users not displayed in Web Console (3 of 4)

= Additional Filter Criteria
— Applies to 1000 users already retrieved
— Has no effect on initial users retrieved

Users *

7 Select Users to Work With

dou* Filter Clear Filter

7 Additional Filter Criteria

First Name: Assigned Roles:

[T Business Glossary Administrator

[T Business Glossary Author
es55: .
Email Address I~ Business Glossary User
Title: [T DataStage and QualityStage Administrator
4 »
Location:
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The user list can also be filtered using the Additional Filter Criteria. The difference here is
that this filter only applies to the 1000 users that have already been retrieved. It does not
effect the initial 1000 users selected.
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All users not displayed in Web Console (4 of 4)

= Search criteria can be modified
— Edit User filter
— Add additional search criteria

= Example
— Searches on uid or sn (last name)

= |BM Education Assistant module on Advanced LDAP Filtering techniques to minimize
InfoSphere® Information Server user list:
http://www.ibm.com/support/docview.wss?uid=swg27023908

Global security 7

> Standalone LDAP reqistry > Advanced Lightweight Directory Access Protocol (LDAP) user
registry settings

Specify advanced Lightweight Directory Access Protocol (LDAP) user registry settings when users and groups
reside in an external LDAP directory. When security is enabled and any of these advanced settings are changed,
@0 to the Security > Global security panel. Click Apply or OK to validate the changes.
General Properties

Ser filter R =N
&(|(wd=%v)(sn="%v))(obectclass=netOrgPerson))
Group Filter
[(&(cn-%v)(obnﬂ:hu-po:-xGroup))
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The search criteria for the main filter that effects the initially selected users can be
modified to search by an attribute other than the uid. In this example, the filter was
modified to allow it to search on either the uid or the sn. sn is normally mapped to the
user’s last name. See the IBM Education Assistant module on Advanced LDAP Filtering

techniques to minimize the Information Server user list for further information on how to
set the user filter.
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= | DAP user attributes not filled in
— Example: Firstname, Last name

= |[nformation Server 8.0 — 8.7, 9.1 Standalone LDAP
— Must enter attributes manually

= |Information Server 9.1 — Federated Repositories
— Information can be retrieved by way of attribute mapping

= Accessing LDAP attributes link:
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Another common issue is that many of the LDAP attributes, such as first and last name,
are not automatically filled in in the user information in the Information Server Web
Console. For Information Server version 8.0 through 8.7 and Information Server version
9.1 using a stand-alone LDAP registry, this is not possible. Instead, the attributes must be
manually entered. Configuring Information Server version 9.1 to use Federated
Repositories will allow the administrator to map Information Server attributes, such as first
and last name, to LDAP attributes. This mapping will automatically fill in the user
information in the Information Server Web Console.

LDAPconfig.ppt Page 7 of 23



= Roles set by group in IS Web Console
= Groups seen correctly with user information

= Group roles not inherited

— s e Con T

Roles Users ?
e —

pport, OU=Security Groups,DC=A 7 Suit ? | CN=John Smith, CN=Users, DC=amerco,DC=com

2

s
: CN=IPS_Support,OU=Security Groups ,DC=amerco,D.
Inherited

iy

Co o
Tite No.
I — . ~_ inheritance
First Name (Given Name): V]  Suite User Q | / lcon
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The next issue this presentation will discuss is an issue where the Information Server roles
are assigned at the group level in the Information Server Web Console but are not
inherited by the users who are members of that group. In the example displayed on this
slide, the group IPS_Support has the Suite User role assigned to it. In the group
properties, the user John Smith shows up as a member of the IPS_Support group.

When the user properties for John Smith are opened in the Web Console, the list of
groups that he is a member of correctly displays the IPS_Support group but the icon
indicating the Suite User roles that is inherited from the group, is not displayed.
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= User and group distinguished name (DN) used as key for role record
= Base DN used to create key

= XMeta keys are case sensitive

= Base DN must match what WebSphere returns

= Compare group DN on group and user page to base DN in WebhSphere

9 Troubleshooting LDAP configuration issues
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When roles are assigned to users and groups in the Information Server Web Console, the
distinguished name for the user or group is used as the key for the role record when it is
saved into XMeta. When the key is created, the base DN that is set in the LDAP
configuration is used. Information Server keys in XMeta are case sensitive and if the case
of the base DN does not match the case that is returned from WebSphere, Information
Server is not able to find the group role record in XMeta. Compare the group’s
distinguished name that is displayed on the right side of the user’s property box to the
group’s distinguished name displayed in the ID field of the group properties.
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+ Host
|ad.amerco.com
Port
|389

Base distingulyhed name (DN)
\DC=Amercg BC=com

Bind distinguished name (DN) —
|CN=BndUser,CN=Users,DC=Amerco} DC=

Bind password

Roles Groups

L CN=John Smith.CN=Users,DC=Amerco DC=co 7 Suite : CN=IPS_Support,0U=Security Groups,DC=amerco,D

ID Users
CN=IPS Suooort. OU=Securitv Grouos.DC=Am 7 Suite ? CN=John Smith,CN=Users DC=amerco,DC=com
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In the example displayed on this slide, the base DN in the LDAP configuration in
WebSphere is incorrectly set to DC=Amerco,DC=com where the “A” in Amerco is
uppercase. When the User’s properties are displayed in the Information Server Web
Console, the groups that the user is a member of are displayed on the right side of the
screen. The group’s distinguished name in the user properties has a lower case “a” in
amerco. When the group properties are displayed for this group, the ID, which is the
distinguished name of the group, uses the same uppercase A as the Base DN set in the
WebSphere configuration. Since Information Server is case sensitive, when it queries for
the group roles, it looks for a group ID using the distinguished name that shows up with
the user properties. Since the case is different than how the roles for the group are
actually saved, it is unable to find the roles that were set for the group.
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Users not inheriting group roles (4 of 6)

= Some systems will not show a difference in DN case

= Always check case of DN on LDAP server

— LDAP Browser

— ldapsearch
Ildapsearch —h <ldapServer> -p <ldapPort>-b <Base DN> -D <bindDN> -w
<bindPasswd> ch=<groupName>
Example
Idapsearch —h myAd.americo.com-p 389 —b “DC=Amerco,DC=com”-D
“CN=BndUser,CN=User,DC=Amerco,DC=com” -w Bpasswd cn=IPS_Support

Output
CN=IPS_Support,OU=Security Grougs,DC=amerco,DC=com
objectClass=top

objectClass=group
cn=IPS_Support
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It is important to note that on some systems the group DN will show in the users properties
with the same case as the ID for the group. In either case, use an LDAP browser or a tool
such as ldapsearch to retrieve the proper case from the LDAP server.
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= Update LDAP configuration with correct case for base DN
= Stop and restart WebSphere

= Administrative user may not be able to login to Web Console
— Run DirectoryAdmin to reset administrative roles
<1S_Home>/ASBServer/bin/DirectoryAdmin.sh —admin —user —userid |SadminDN
+ |SadminDN = Fully distinguished name for Information Server administrative user
+ Case of DN must match

# Host
ad.amerco.com

Port
389

ase distinguished name TQN)
DC=amerco,DC=com

Bind distinguished name (DN)
CN=BndUser,CN=Users,DC=Amerco,DC=

Bind password
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Once the proper case is determined, open the WebSphere Administrative Console and
change the Base DN in the LDAP configuration to match the case returned by the LDAP
server. Stop and restart the WebSphere server for the changes to take effect. Since the ID
of the Information Server users are also case sensitive, the Information Server
administrative user’s login to the Information Server Web Console may now fail with an
Access Denied error because the user no longer has the administrative roles. Information
Server is searching for an ID with the new base DN but the roles are saved with the old
DN. In this case, run the DirectoryAdmin command as shown on this slide to add the
administrative user back in. Be sure to enter the administrative user’s fully distinguished
name in the proper case.
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= Reassignroles to group
= Roles correctly shows as inherited

The recor

CN=IPS_Support,0U=Security Group{DC=amerco, DC 7 Suite

Groups

w 2u 13 IBM Corporation

The last step is to go back into the Web Console and reassign the roles to the appropriate
groups. In this example, the base portion of the groups distinguished name now matches
in the group ID field and in the user’s properties. When the roles are reset on the group,

the roles are correctly inherited by the user.
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= Information Server Web Console

— Group appears in group list

— Groups appear under user properties

— Open group properties errors
“The server encountered an unexpected condition which prevented it from fulfilling the
request. Click here to go back to the pervious page.*

— Error in <WAS_Home>/AppServer/profiles/<profilename>/logs/server1/SystemOut.log
[<date/Time>] 0000002b ExceptionUtil E  CNTRO020E: EJB threw an unexpected (non-
declared) exception during invocation of method "findGroupMembersByName" on bean
"Beanld(ACS_server.ear#ACS_server.jar#DirectoryService, null)". Exception data:
java.lang.NullPointerException
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The next issue that may be seen in the Information Server Web Console, is an issue
where the group properties will not display. When the Web Console is opened, and groups
is clicked, the list of groups is correctly displayed. If a group is selected and open group is
clicked, an error is received: “The server encountered an unexpected condition which
prevented it from fulfilling the request. Click here to go back to the pervious page.”

If a user’s property page is opened instead, the groups are correctly listed on the right side
of the screen. Examine the SystemOut.log file and look for an error during the invocation
of the method “findGroupMembersByName” and look to see if there is a
NullPointerException error. If this is the case, then the issue is a null user ID in the
registry.

LDAPconfig.ppt Page 14 of 23



Unable to display group properties (2 of 2)

= Null user ID exists in registry

= Obtain DeleteUser tool from Support
— Client side tool

= Check if null user exists
C:\IBM\InformationServer\ASBNode\bin> \DeleteUser -user <isadmin> -password
<AdminPasswd> -server <Server> -port <Port> -listall -find (null)

1 total users found.
(null) :: (null) :: Security Directory

= Remove null user
CAIBM\InformationServenASBNode\bin> \DeleteUser -user <isadmin> -password
<AdminPassword> -server <Server> -port 9080 -delete (null)

Deleting user (null)...

= <Server> = Name of Services Tier server
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The first step is to obtain the DeleteUser tool from Customer Support. Once DeleteUser is
installed per the readme file, run the command to check if a null user exists in the
repository. If it finds a null user, remove it by running DeleteUser again with the —delete
argument as displayed on this slide. This will correct the issue.
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Groups Ao not appear In user properte

= Users show up in group property list
= Groups do not show up in user property list

= Group roles are not inherited

16 Troubleshooting LDAP configuration issues
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The next issue that this presentation will discuss is an issue where the groups a user
belongs to do not appear in the Groups box on the right side of the user’s property page.
When the properties for a group are opened, the users in that group are correctly
displayed in the Users box on the right side of the page. If the properties for a user in that
list is opened, the group does not appear in the Groups box and the roles are not inherited

by the user.
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= Check LDAP filters
— Group member ID map

= Standalone LDAP
— Security => Global Security => Configure

———p B Securty
—

to configure administration and the default applicat;

Groups do not appear in User properties (2 of 7)

application securs
s used as a default security policy for user applications. Secur

Security Configuration Wizard | Security Configuration Report |

© 2013 IBM Corporation

This issue generally occurs when the Group member ID map is set incorrectly. To correct
this when using Standalone LDAP, open the WebSphere Administrative Console, go to

Security, Global security, and click Configure.
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Groups do not appear in User properties (3 of 7)

= Additional properties => Advanced LDAP user registry settings
= Correct Group member |ID map
= Save and restart WebSphere

Global security > Standalone LDAP registry

Global security > Standalone LOAP reqgistry > Advanced Lightweight
registry settings

Specify advanced Lightweight Directory Access Protocol (LDAP) user rey
an external LDAP directory. When security is enabled and any of thes«
Security > Global security panel. Click Apply or OK to validate the char

General Properties

User filter
[(8({sAMAccountiame=ev){objectcategory=user))

Group Filter
[(8(en=sev)(objectcatagory=group))

Secver user dentity
@ aytomatically generated server identity

User ID map

[user:saMAccounthame

Sarver identity that is stored in the repository

Group ID map
*:cn

roup member ID map
[lbm-aliGroups:uniqueMember
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Next, under Additional properties, click Advanced user registry settings. Look at the Group
member ID map and verify with your LDAP administrator that this value is correct for your
configuration, update the group member ID map, save, and restart WebSphere.
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B Security

@ Environment
(@ System administration

[ Users and Groups

[@ Service integration

@ oI
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Groups do not appear in User properties (4 of 7)

= Federated Repositories
— Security => Global Security => Configure

Administrative security

Y| Enable administrative securi ty

Application security

Y| enable application security

Java 2 security
Use Java 2 security to restrict application access to local resources
Warn if applications are granted custom permissions

Restrict access to resource authentication data

User account repository

Current realm definition

Mable realm definitions
Federated repositories = n Set as current

Troubleshooting LDAP configuration issues
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When using Federated Repositories, go into Security, Global Security, select Federated

repositories under the Available realm definition and click Configure.
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Groups do not appear in User properties (5 of 7)

= Click Repository identifier
= Click Group attribute definition

=]

20 |oUDIESNOOUING LUA Conmguration 1ssues
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Next, click the Repository identifier for the repository with the issue. Click Group attribute

definition under Additional Properties.
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Groups do not appear in User properties (6 of 7)

= Click Member Attributes

= Check name and object class
— Click Name to change object class
— Delete and Add to change name and object class

Global security > Federated repositories > MyTivoli > Group attribute definition

Use this page to specify the name of the group membership attribute. Every Lightweight Directory Access Protocol (LDAP) entry
includes this attribute to indicate the groups to which this entry belongs.

General Properties Additional Properties

Hamae of group membarship attribute

Scope of group membership attribute Dynamic member
attributes
9 Direct - Contains only immadiate members of the group without membars of subgroups
Nested - Contains direct members and members nested within subgroups of this group
All - Contains all direct, nested, and dynamic mam bars
Global security > Federated repositories > MyTivoli > Group attribute definition > Member attributes
Use this page to manage Lightweight Directory Access Protocol (LDAP) member attributes
B Preferances
New | Delete
B e e
¥
Select Name 2 Scope § Object Class
You can administer the following resources:
@ direct ibm-allGroups,
Total 1
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Next, click Member Attributes under additional properties. This will show you the attribute
name and object class. Check with your LDAP administrator for the correct values. You
can change the object class of the existing attribute if the name is correct, or delete the
current attribute and add a new one if the name is incorrect. If the attribute name is
correct, click the attribute name to change the object class.
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Groups do not appear in User properties (7 of 7)

= Correctobject class
= Click Apply
= Restart WebSphere

Use this page to manage Lightweight Directory Access Protocol (LDAP) member attributes.

General Properties

Global security > Federated i ies > MyTivoli > Group attribute definition > Member attributes > member

+ Name of member attribute

e )

Objact class
[memberof

Scope
@ pirect - Contains only immediate members of the group without members of subgroups
Nested - Contains direct members and members nested within subgroups of this group
All - Contains all direct. nested, and dynamic members

Apply | ) ok Reset Cancel

22 Troubleshooting LDAP configuration issues
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Type in the correct object class and click Apply and Save at the top of the screen.

WebSphere must be restarted for the changes to take effect.
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