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This presentation will discuss some common configuration issues when using a 

Lightweight Directory Access Protocol user registry with Information Server version 8. 

Lightweight Directory Access Protocol is referred to as LDAP throughout this presentation.
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The objectives of this presentation are to discuss how to troubleshoot issues where all of 

the LDAP users are not displayed in the Information Server Web Console, the user 

attributes such as first and last name are not filled in and the users are not inheriting the 

group roles. Also, group properties will not display properly and groups are not appearing 

in the user’s properties.
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The first issue this presentation will discuss is an issue where LDAP is configured but not 

all of the users are displayed in the Information Server Web Console. For efficiency 

purposes, the directory service limits the number of LDAP users to the first 1000 users 

that it retrieves. The 1000 users that are retrieved are based on filter criteria set in the 

main filter, as displayed on this slide. 
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Check your user filter in your WebSphere LDAP configuration to determine which LDAP 

entry the filter is using. The default is normally uid.
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The user list can also be filtered using the Additional Filter Criteria. The difference here is 

that this filter only applies to the 1000 users that have already been retrieved. It does not 

effect the initial 1000 users selected.
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The search criteria for the main filter that effects the initially selected users can be 

modified to search by an attribute other than the uid. In this example, the filter was 

modified to allow it to search on either the uid or the sn. sn is normally mapped to the 

user’s last name. See the IBM Education Assistant module on Advanced LDAP Filtering 

techniques to minimize the Information Server user list for further information on how to 

set the user filter.
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Another common issue is that many of the LDAP attributes, such as first and last name, 

are not automatically filled in in the user information in the Information Server Web 

Console. For Information Server version 8.0 through 8.7 and Information Server version 

9.1 using a stand-alone LDAP registry, this is not possible. Instead, the attributes must be 

manually entered. Configuring Information Server version 9.1 to use Federated 

Repositories will allow the administrator to map Information Server attributes, such as first 

and last name, to LDAP attributes. This mapping will automatically fill in the user 

information in the Information Server Web Console.
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The next issue this presentation will discuss is an issue where the Information Server roles 

are assigned at the group level in the Information Server Web Console but are not 

inherited by the users who are members of that group. In the example displayed on this 

slide, the group IPS_Support has the Suite User role assigned to it. In the group 

properties, the user John Smith shows up as a member of the IPS_Support group.

When the user properties for John Smith are opened in the Web Console, the list of 

groups that he is a member of correctly displays the IPS_Support group but the icon 

indicating the Suite User roles that is inherited from the group, is not displayed.
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When roles are assigned to users and groups in the Information Server Web Console, the 

distinguished name for the user or group is used as the key for the role record when it is 

saved into XMeta. When the key is created, the base DN that is set in the LDAP 

configuration is used. Information Server keys in XMeta are case sensitive and if the case 

of the base DN does not match the case that is returned from WebSphere, Information 

Server is not able to find the group role record in XMeta. Compare the group’s 

distinguished name that is displayed on the right side of the user’s property box to the 

group’s distinguished name displayed in the ID field of the group properties.
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In the example displayed on this slide, the base DN in the LDAP configuration in 

WebSphere is incorrectly set to DC=Amerco,DC=com where the “A” in Amerco is 

uppercase. When the User’s properties are displayed in the Information Server Web 

Console, the groups that the user is a member of are displayed on the right side of the 

screen. The group’s distinguished name in the user properties has a lower case “a” in 

amerco. When the group properties are displayed for this group, the ID, which is the 

distinguished name of the group, uses the same uppercase A as the Base DN set in the 

WebSphere configuration. Since Information Server is case sensitive, when it queries for 

the group roles, it looks for a group ID using the distinguished name that shows up with 

the user properties. Since the case is different than how the roles for the group are 

actually saved, it is unable to find the roles that were set for the group.
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It is important to note that on some systems the group DN will show in the users properties 

with the same case as the ID for the group. In either case, use an LDAP browser or a tool 

such as ldapsearch to retrieve the proper case from the LDAP server. 
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Once the proper case is determined, open the WebSphere Administrative Console and 

change the Base DN in the LDAP configuration to match the case returned by the LDAP 

server. Stop and restart the WebSphere server for the changes to take effect. Since the ID 

of the Information Server users are also case sensitive, the Information Server 

administrative user’s login to the Information Server Web Console may now fail with an 

Access Denied error because the user no longer has the administrative roles. Information 

Server is searching for an ID with the new base DN but the roles are saved with the old 

DN. In this case, run the DirectoryAdmin command as shown on this slide to add the 

administrative user back in. Be sure to enter the administrative user’s fully distinguished 

name in the proper case. 
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The last step is to go back into the Web Console and reassign the roles to the appropriate 

groups. In this example, the base portion of the groups distinguished name now matches 

in the group ID field and in the user’s properties. When the roles are reset on the group, 

the roles are correctly inherited by the user.
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The next issue that may be seen in the Information Server Web Console, is an issue 

where the group properties will not display. When the Web Console is opened, and groups 

is clicked, the list of groups is correctly displayed. If a group is selected and open group is 

clicked, an error is received: “The server encountered an unexpected condition which 

prevented it from fulfilling the request. Click here to go back to the pervious page.”

If a user’s property page is opened instead, the groups are correctly listed on the right side 

of the screen. Examine the SystemOut.log file and look for an error during the invocation 

of the method “findGroupMembersByName” and look to see if there is a 

NullPointerException error. If this is the case, then the issue is a null user ID in the 

registry.
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The first step is to obtain the DeleteUser tool from Customer Support. Once DeleteUser is 

installed per the readme file, run the command to check if a null user exists in the 

repository. If it finds a null user, remove it by running DeleteUser again with the –delete 

argument as displayed on this slide. This will correct the issue.
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The next issue that this presentation will discuss is an issue where the groups a user 

belongs to do not appear in the Groups box on the right side of the user’s property page. 

When the properties for a group are opened, the users in that group are correctly 

displayed in the Users box on the right side of the page. If the properties for a user in that 

list is opened, the group does not appear in the Groups box and the roles are not inherited 

by the user.
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This issue generally occurs when the Group member ID map is set incorrectly. To correct 

this when using Standalone LDAP, open the WebSphere Administrative Console, go to 

Security, Global security, and click Configure.

Page 17 of 23



LDAPconfig.ppt

Next, under Additional properties, click Advanced user registry settings. Look at the Group 

member ID map and verify with your LDAP administrator that this value is correct for your 

configuration, update the group member ID map, save, and restart WebSphere.
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When using Federated Repositories, go into Security, Global Security, select Federated 

repositories under the Available realm definition and click Configure.
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Next, click the Repository identifier for the repository with the issue. Click Group attribute 

definition under Additional Properties.
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Next, click Member Attributes under additional properties. This will show you the attribute 

name and object class. Check with your LDAP administrator for the correct values. You 

can change the object class of the existing attribute if the name is correct, or delete the 

current attribute and add a new one if the name is incorrect. If the attribute name is 

correct, click the attribute name to change the object class. 
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Type in the correct object class and click Apply and Save at the top of the screen. 

WebSphere must be restarted for the changes to take effect.
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