IBM Business Process Manager V8.5

What is new in web services

© 2013 IBM Corporation

This presentation provides an overview of the new web service-related features in IBM
Business Process Manager V8.5.
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= Background

Manager

= Summary

2

— Overview of web services functions supported by IBM Business Process Manager

= The web services-related features introduced in the V8.5 release of IBM Business Process

— [new] Web service server configuration — share common configuration information
among multiple web service integrations

— [new] Policy sets and bindings — associate re-usable sets of configuration information
with your web service integrations

— [enhanced] Implicit SOAP headers — configure additional context information that flows
with your requests and responses

Whatis new in web services

© 2013 IBM Corporation

First is a brief look at the web services capabilities in prior releases of the IBM Business
Process Manager product. This will provide some background for discussing the new
features introduced in V8.5.

The new features include a new server configuration type for defining web service server
connection details, the ability to configure policy sets and bindings for web service

integrations, and enhanced support for SOAP headers.
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= IBM Business Process Manager enables you to define both providers and consumers of web
services within your IBM Business Process Manager application
— A provider ("inbound") allows you to expose one or more General System services within
IBM Business Process Manager application as a web service endpoint
+ Consumers can be within or outside the IBM Business Process Manager
environment
» Any standards-compliant web service consumer can invoke your IBM Business
Process Manager-defined endpoints
— A consumer ("outbound") enables you to invoke a web service endpoint (provider) from
within your IBM Business Process Manager application
* Providers can be within or outside the IBM Business Process Manager environment
» Any standards-compliant web service endpoint can be invoked by your consumer

= Benefits
— Web service integrations enable you to integrate your IBM Business Process Manager
applications with other applications in order to:
» Exchange information (for example, retrieve stock quotes or update the status of an
external event)
« Trigger activity in an external system (for example, log an audit event in your
company's governance system)
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You can define web service providers and consumers within your IBM Business Process
Manager application.

An inbound web service integration enables you to expose one or more General System
services as a web service endpoint, where each General System service is mapped to a
web service operation. Any standards-compliant web service consumer can invoke the
endpoint, including an outbound web service integration defined within IBM Business
Process Manager.

An outbound web service integration enables you to invoke a web service endpoint from
within your Business Process Manager application. The endpoint can be any standards-
compliant web service provider, including an inbound web service integration defined
within IBM Business Process Manager.

Together, these features provide powerful capabilities for integrating your IBM Business
Process Manager applications with other applications to exchange information or trigger
external activities.
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4

Web service server configuration

Whatis new in web services
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This section briefly describes the new web service server configuration in IBM Business
Process Manager V8.5.
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= What does this enhancement do?
— A new type of server configuration (web service) has been added within the Process App
Settings of Process Designer
—You can configure web service endpoint connection details and then reference the
configuration when you define outbound web service integrations

= Benefits
— Web service endpoint connection details can be defined once and re-used, reducing the
time required to develop a web service integration
— Updates can be made in one place and reflected in multiple integrations immediately
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One of the new web service features in IBM Business Process Manager V8.5 is the
introduction of a new server configuration type for defining web service server connection
details.

Within IBM Process Designer, you can now define a server configuration which includes the
connection details of a particular web service endpoint. You can then reference that server
configuration when defining one or more outbound web service integrations.

This allows you to capture the connection details of a web service endpoint once and then re-
use that configuration multiple times, thereby reducing the time and effort required to define
web service integrations. This feature also allows you to update the connection details in one
place. All web service integrations that reference that server configuration will reflect the
changes immediately.
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Example — defining a web service server configuration

“-w *Process App Settings

mew,mom-nnm\ ‘

Servers G

~ Servers ~ Server Details
StockQuoteService {www.webservicex net} Name: [stockquoteservice ]
WeatherlnfoService {wsf.cdyne.com} ‘ Type: [web service 2]
Remove
This web service server config specifies the connection information for the stock
Description:

quote service. We can use this server config with any outbound web service

Ean
(Ediyl integrations that need to invoke the stock quote service.

~ Server Locations
Environment Type: [Detauit z]
r

WSDL URL: = http://ww.webservicex.net/stockqu(Browse.. | View| Discover
Protected WSDL o
) =
)
0|
Discovery Status:
Overide Endpoint. ()
Securty and Policy:  [Use Policy Set |
Policy Set [select..| 2t
Policy Binding Select | %
L
6 Whatis new in web services © 2013 IBM Corporation

On this slide is an example of a web service server configuration that is defined within the
Process App Settings view of IBM Process Designer. In this example, the server
configuration contains the connection details of a provider named StockQuoteService.
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Example — using a web service server configuration
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This example shows how to use a web service server configuration when defining an
outbound web service integration. Within Process Designer, you can choose "From process
application settings” for the "Discovery Scheme" option, then select the required server
configuration.
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Policy sets and bindings
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This section briefly describes the new policy sets and bindings in IBM Business Process
Manager V8.5.
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= Background
— A policy set is a named, re-usable collection of configuration parameters, such as
policies
» Enables you to configure web service qualities of service: WS-Security, WS-
Addressing, HTTP Transport, and so on
+ Policy sets and associated bindings are administered using the administrative
console

* What does this enhancement do?
—[new] You can now associate a policy set and corresponding binding with your IBM
Business Process Manager web service integrations (both inbound and outbound)

= Benefits
— Common configuration can be re-used with multiple web service integrations
— Additional capabilities are provided for securing your web services
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WebSphere® Application Server allows you to configure web service applications with policy
sets and bindings. These are re-usable collections of configuration parameters, such as
"policies”. They are used to configure various web service qualities of service, such as WS-
Security, WS-Addressing, and HTTP transport. Policy sets and bindings are administered
using the administrative console and can be shared among multiple web service applications.

IBM Business Process Manager V8.5 has extended the use of policy sets and bindings to
allow you to also configure your inbound and outbound web service integrations with them.

One of the main benefits of this feature is the ability to configure common policies in one
place and then re-use them, as needed, within multiple web service integrations. Another
benefit is that you now have access to additional capabilities for securing your web services.

This feature provides very powerful configuration capabilities which allow you to reduce the
time and effort required to configure and maintain your web service integrations.
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Example — associating a policy set with a web service server
configuration

' | [E] * Process App Settings v |

Overview Environment m
Servers m

~ Servers ~ Server Details

StockQuoteService {www.webservicex.net} | Adg | Name [weatherntoservice |

WeatherinfoService {wsf.cdyne com} o ‘ Type [web senvice 3|

This web service server config specifies the connection information for the
weather service. We can use this server config with any outbound web service
(Edit) integrations that need to invoke the weather service.

Description:

~ Server Locations

Environment Type: |Defautt |

WSDL URL: = http://wsf.cdyne.com/weatherwS/wea‘gmwse_ ” v:ewHDlscover‘
Protected WSDL:

@]

Discovery Status
Override Endpoint:

Security and Policy:  [Use Policy Set |
Policy Set Usemame WSSecurity default [select..| %
Policy Binding: WSDemo client binding [setect..| %
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On this slide, you see how to configure a policy set and binding, within a web service server
configuration. This server configuration can then be used when defining outbound web
service integrations.

In this example, the WebSphere-provided "Username WSSecurity default” policy set has
been selected, along with a binding named "WSDemo client binding", which contains a valid
username and password. The policy set and binding together are used to configure an
outbound web service integration to use username token security when invoking the web
service endpoint.
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Example — associating a policy set with an outbound web service
integration
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This slide shows an example of how to associate a policy set and binding directly with an
outbound web service integration, without the use of a web service server configuration. For
the Security and Policy field, you choose "Use Policy Set" and then, in the Policy section, you
select your desired policy set and binding.
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Example — associating a policy set with an inbound web service
integration

S ) BPMstockQuoteService - x|
o ZAn
Web Service E 1]
g
~ Common ~ Web Service Definition Usage
Name: BPMStockQuoteService AWeb Service Definition exposes a IBM BPM service (or a set of IBM BPM
. services) as a SOAP-callable Web service. This allows enterprise applications
Modified: tw_admin (May 23, 2013 4:51:00 PM) to access process ped in IBM BPM.

Click Edit to add or edit text.

~ Behavior

Documentation Protected o
(Edit) WSDL URI. http: y:9080/t KQ tws?WSDL
Target namespace scheme:  [per Process App/Toolkit settings )

Target namespace [Fip/DEMOBS/EPMSIeckQUoteSevico ws |

~ Operations ~ Operation Detail
[aaa | Operatonname  [gerguore ]
Remove | Attached Service: ' GetQuoteGSS select...| [New.

Click Edit to add or edit text.

Documentation

€ain

Do you need to access SOAP headers? Inbound Web service SOAP headers
are automatically copied to the tw.system headersoap.request variable and
from the tw.system headersoap.response variable.

~ Security and Policy
PollcySet Usemame WSSecurity default. [setect..]
Policy BInding:  proyider sample. select..| 3
12 Whatis new in web services © 2013 IBM Corporation

This slide shows how to associate a policy set and binding with an inbound web service
integration. In this example, the web service endpoint is being protected with username token
security.
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Implicit SOAP headers
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This section briefly describes the enhanced implicit SOAP headers in IBM Business Process
Manager V8.5.
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= A SOAP header contains context information that flows with a SOAP request or response
message (session ID, security, ...)

+ Example (session ID flowing in a request message):

<?xml version="1.0"?>

<soap:Envelope xmlns:soap="http://www.w3.0rg/2001/12/soap-envelope">

<soap:Header>

<nsl:Session

xmlns:nsl="http://www.acmeprovider.com/sessionId/">1234:4567:acf9</nsl:Sess
ion>

</soap:Header>

</soap:Envelope>

= Explicit: The parameter is explicitly defined in the WSDL as a "header parameter”
— Supported in previous releases, since the parameter is defined in WSDL PortType as
operation parameter

= Implicit: The parameter is not defined in the WSDL PortType
— Support for this has been added in V8.5
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As background, a SOAP header is typically used to communicate additional context
information as part of a SOAP request or response message. This can be any sort of context
information, such as a session ID, security information, routing information, and so on.

An explicit SOAP header is one that is explicitly defined in the WSDL document as a "header
parameter”. Explicit SOAP headers are supported in previous releases of IBM Business
Process Manager, since they are defined in the WSDL port type as operation parameters.

An implicit SOAP header is one that is not defined in the WSDL at all. It contains additional
out-of-band information that is included with the request or response.
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= [new] You can send and receive implicit SOAP headers in SOAP request and response
messages (outbound and inbound integrations)
= Benefits
— Enhanced integration between IBM Business Process Manager and external web

service applications
— SOAP headers within inbound request messages can be propagated to downstream

web service invocations (requires JavaScript)

© 2013 IBM Corporation
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IBM Business Process Manager V8.5 now supports sending and receiving implicit SOAP
headers within request and response messages associated with inbound and outbound web
service integrations. This provides enhanced integration capabilities between Business

Process Manager and external web services.
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Example — using SOAP headers with an outbound web service
integration (1 of 2)

= Step 1: Define a variable to contain the SOAP header

M| Retrieveweatherinfo 3 =
Overview Diagram R UETEH
~ Variables ~ Details
< & Variables | Addmpu | Name [subscrivena |
v & Local :
I Add Output ‘ D IS ieader will contain the subscriber id required by the
¥ < Input x remote web service. Each user of the APl is assigned a
dit i
% zipCode (String) ‘ Add Private ‘ subscriber id for audit and billing purposes.
< @ Output [ ukepv | isust o
b (% weatherinfo ea(herlnlo) I —— fecin | o |
w ‘Lmk Locallzation} Variable Type: ¥ soAPHeader System Data ‘Select. ‘ ‘Ne'w‘
¥ @ Private —_— —
> ® B 0 [ Remove. ‘ ~ Default Value
- @ subscriberld (SOAPHeader) ‘—Move up ‘ Has Default: &
@ nameSpace (String) ‘Propeny “Value ]
@ name (String) = nameSpace *http://com.weatherinfo.api”
@ value (String) name "subscriberId"

& Exposed Process Variables

"<nsl:subscriberId xmlns:nsl=\"http://com.weatherj|

Localization Resources
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This example shows you how to use a SOAP header within an outbound web service
integration. Suppose that your outbound web service integration needs to invoke a fee-based
web service endpoint, which requires its customers to include a "subscription identifier" along
with the request message for billing purposes.

The first step is to define a variable to contain the SOAP header. You do this in Process
Designer, on the "Variables" tab

In this example, a private variable named "subscriberld" is defined. It is given a default value
that provides the necessary SOAPHeader attributes, including the name, nameSpace and
header value. The value field, within the SOAPHeader type, is used to specify the XML
content to be included in the outbound request message. In this case, it contains the entire
"subscriberld" element, including any required namespace prefix declarations.
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integration (2 of 2)

= Step 2: Map the SOAP header variable to the Request SOAP header

Example — using SOAP headers with an outbound web service

- @

End

83 Common

.1, Web Service
7 Integration
i, Java
7 Integration
m Content

Integration
» Server Script

Server
H| scriptiet

Decision
. Gateway
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Step
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Header
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tw.local.weatherResponse &

) |

© 2013 IBM Corporation

The second step is to map the SOAPHeader variable to the Request SOAP header. You do

this in Process Designer, in the "Data Mapping" view.

This will ensure that the contents of the "subscriberld" variable are included in the outbound

SOAP request message, when the web service operation is invoked.
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Example — using SOAP headers with an inbound web service
integration

O End Event
FakeQuote | D Note

Service
Error End
Event

& _invoke LUCA

Propertles Validation Errors Where Used o4

Step ~ Script
Implementation 1

Pre & Post 2
3var subIdHeader;
4

5
6ffor (var i = 0; 1 < tw.system.header.soap.request.headers.listLength; i++) {
var header = tw.system.header. soap. request.headers[i]

9)
10| if (header.nameSpace == "http://com.stockquote.api” && header.name == "subscriberId") {
11 subIdHeader = header

124 break

}

13}
2 14

15

16if (subIdHeader == null ) {

17 log.info("The subscriberId SOAP header could not be found.")

18}

19else {

20 log.info(" The subscriberId header was found The value is: * + subIdHeader.value)

21}

23
24tw.local.stockPrice = 99.99

18 Whatis new in web services © 2013 IBM Corporation

On this slide, there is an example of how to use SOAP headers with an inbound web service
integration.

In this case, some JavaScript code is added to the General System Service that is being
exposed as a web service operation. The JavaScript code examines each of the SOAP
headers that were received in the incoming SOAP request message. It does this using the
"tw.system.header.soap.request” system variable. The code checks to see whether the
"subscriberld” SOAP header was received with the request and logs a message accordingly.

You can also send a SOAP header within the outbound SOAP response message by using
the "tw.system.header.soap.response” system variable.
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Summary
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The next slide summarizes the new web service-related features introduced in IBM Business
Process Manager V8.5.
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= Summary of presentation
— Overview of web service components within IBM Business Process Manager
— Discussion of new features in IBM Business Process Manager V8.5
* New server configuration type for web service endpoint connection details
» New support for policy sets and bindings configured with web service integrations
» Enhanced support for sending and receiving SOAP headers within SOAP request
and response messages

= Additional resources:
— Online demonstrations:
* http://bpmwiki.blueworkslive.com/display/samples/BPM+Web+Service+Demonstratio
ns+-+8.5
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The presentation started with a brief overview of the web service capabilities found in prior
releases of IBM Business Process Manager, providing some background for the discussion
of the new features.

Then it examined each of the new features and provided examples of how you can use them
within your inbound and outbound web service integrations.

In addition to the examples presented here, demonstrations are also available. These explain
how to use the new web service features in more detail. You can access the demonstrations
at the URL provided on this page.
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Feedback

Your feedback is valuable

You can help improve the quality of IBM Education Assistant content to better meet your
needs by providing feedback.

1.Did you find this module useful?
2.Did it help you solve a problem or answer a question?

3.Do you have suggestions for improvements?

Click to send email feedback:

mailto:iea@us.ibm.com?subject=Feedback about BPMv85 WebServices.ppt

This module is also available in PDF format at: ../BPMv85 \WebServices.pdf
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You can help improve the quality of IBM Education Assistant content by providing
feedback.
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