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Hello, and welcome to this overview of DB2 Everyplace for Lotus Expeditor 6.1 Server.
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Synchronization solution architecture
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DB2 Everyplace provides synchronization of relational database information to and from
the client and a back-end enterprise database. There are three tiers to the DB2
Everyplace architecture. Tier 1 is the DB2 Everyplace client. The client allows you to
access database records in a local DB2 Everyplace database or a local Cloudscape
database. The client then communicates to a tier 2 DB2 Everyplace Sync Server which
handles synchronizing data between the client database and a mirror database connected
to the tier 2 system. The tier 2 sync server will then replicate the information to the tier 3
back-end enterprise database server.

DB2 Everyplace Overview

Page 2 of 15



IBM Software Group | Lotus Expeditor 6.1 Education

Sync server overview

= Efficient two-way synchronization with data sources (table
subscriptions)
» IBM DB2 UDB
» IBM Cloudscape
» Oracle
» Sybase Adaptive Server Enterprise
» Microsoft® SQL Server 2000
» Informix® Server

= File download

= Remote stored procedure support for DB2 data source

N
n

DB2 Everyplace Overview

The DB2 Everyplace synchronization server manages two-way data synchronization
between a data source and a target database. The synchronization server acts as an
intermediary between the synchronization client software in the Lotus Expeditor client and
the DB2 database or the JDBC database on the source server.

You define data from the source server to be accessed by each group of users. Mobile
workers use the Lotus Expeditor application that incorporates the DB2 Everyplace Sync
Client’s API to connect to the server and copy source data to their mobile devices. They
modify this data using these applications and then synchronize their changes with the
source database.

JDBC subscriptions provide users with access to data in source tables on a data source
with a JDBC interface, including Oracle, DB2, Microsoft SQL Server, Informix, and
Sybase.

File subscriptions allow replication of any type of file stored at the source server and are
not bi-directional. They are from the Sync Server to the mobile device. File subscriptions
can be created as a convenient way to distribute and update mobile applications and other
data to the devices.

The remote stored procedure support allows the Lotus Expeditor client to run stored
procedures on a remote database for real-time query or transaction. The result set is
stored locally in a temporary DB2 Everyplace table.
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Sync server overview (cont.)

= Centralized administration
» Mobile Devices Administration Center GUI
» XML Scripting tool
» Zero administration on devices

= Manage table definitions, constraints, and indexes
= Vertical and horizontal partitioning of data

» Control distribution of data, files, and applications
» Grouping of subscriptions
» Access control for device users based on privileges
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DB2 Everyplace Overview

The DB2 Everyplace Sync Server provides an administration tool that helps you manage
and deliver synchronization services to groups of users with similar data synchronization
needs. The Mobile Devices Administration Center, a graphical administration tool for the
Sync Server, allows you to define subsets of data and files to be accessed by groups of
users. The Sync Server accesses this administration information each time a user
requests data synchronization.

In the Mobile Devices Administration Center, you administer synchronization processes
through a set of synchronization objects, including users, groups, subscriptions, and
subscription sets. When you create, edit, or delete synchronization objects, the Mobile
Devices Administration Center records this administration information in the DB2
Everyplace control database.

The XML Scripting tool automates tasks otherwise performed using the Mobile Devices
Administration Center. You can also use the XML Scripting tool to copy or move metadata
information such as subscriptions, subscription sets, users, and groups from one server to
several other servers. The XML Scripting tool allows you to export information from the
control database into an XML script file and edit it for bulk processing or automation.

DB2 Everyplace requires zero administration on the Lotus Expeditor client; all
administration is done through either the XML Scripting tool or the Mobile Devices
Administration Center. Access control for client users is handled through table definitions,
constraints, and indexes defined in the subscription.
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Sync server overview (cont.)

= Message protocol utilizes WAP binary XML for
compression

= Common User Registry
» DB2 Everyplace users must exist in the Lotus Expeditor common
user registry.

» All DB2 Everyplace users must be members of the synchronization
group (that is, xpdsyncusers) and one group prefixed with the
characters “DB2e”.

= Security
» Authentication and security
= WebSphere® HTTP basic authentication
= Secure Sockets Layer (SSL)
» Local data encryption on devices setup through central administration
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DB2 Everyplace Overview

Data synchronization can be bi-directional or uni-directional. Data can be updated at the
DB2 Everyplace mobile device or the enterprise database. For example, users could
download a subset of data from a DB2 for an Oracle database to a DB2 Everyplace
database on the mobile device, view the data, make changes to the data, and then
synchronize the changed data back to the Oracle database server. The DB2 Everyplace
Sync Server also provides a mechanism for conflict resolution.

The DB2 Everyplace message protocol utilizes WAP binary XML for compression of the
synchronization message.

DB2 Everyplace users must be members of the Lotus Expeditor common user registry.
They must belong to the xpdsyncusers group and also be a member of one, and only one,
group that is prefixed with the characters “DB2e”.

The Lotus Expeditor client authenticates to the DB2 Everyplace server using WebSphere
HTTP basic authentication.

Secure Sockets Layer security can be configured between the Lotus Expeditor client and
server. In addition, local data encryption can be setup through central administration.
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In the Mobile Devices Administrator you can administer synchronization processes
through a set of synchronization objects. A synchronization object contains information
about aspects of the synchronization process in your organization. You can create and
edit groups, subscriptions, subscription sets, and users to handle your organization’s
synchronization requirements.

Group is a group of users with similar mobile data synchronization needs. You define
synchronization characteristics for each group, such as which applications the users in the
group need to access to perform their jobs and what subsets of enterprise data they need
to access.

User is a user and application that uses the DB2 Everyplace Sync Server to synchronize
data between a source (the enterprise system) and a target (the mobile device). You
assign a user to a group to provide access to the subscriptions defined in the group’s
subscription sets. A user must belong to the Lotus Expeditor synchronization group and
one, and only one, data synchronization group (prefixed with DB2e).

Device is the Lotus Expeditor client associated with the user.

Subscription is a specification for what information in a source database or server is to
be replicated to a target database (the DB2 Everyplace mobile database on the client).
Like a magazine subscription where you choose the types of information you want to see
on a periodic basis, a subscription allows you to define which subsets of your enterprise’s
data and files the group members are allowed to access. Members can then access and
synchronize just this subset of data and files, improving both security and performance.
You can create two types of subscriptions: file subscriptions for files stored at the source
server, and table subscriptions in the source database using either IBM DataPropagator™
or JDBC subscriptions.

Subscription set is a collection of subscriptions. To provide group members with access
to the data and files defined in subscriptions, you collect the subscriptions together in a
container called a subscription set, then assign this container object to the group. This
two—step process of enabling members of a group to access the information that they
need makes administration easier because you can bundle a set of subscriptig{hcg@r*éjof 15
assign that bundle to multiple groups if necessary.
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Synchronization messaging

= Each subscription (including configuration) is
handled in its own message set, or “session”

= Http messages with WBXML content

= Typical session consists of

» Phase 1 messages: Sync request, including client-
initiated change data

» Phase 2 messages: Sync response, including change
data for client and reject records

» Phase 3 message: Completion handshake

DB2 Everyplace Overview

Each DB2 Everyplace subscription is synchronized in its own message set or session. A
typical session consists of 3 messages: (1) the synchronization request, (2) the
synchronization response including changed data, and (3) the synchronization completion
handshake.

Phase 1 messages consist of the synchronization request which includes the client-
initiated change data. The Phase 2 message consists of the synchronization response
with changes from the server that must be applied to the client and rejection records for
changes that could not be made on the server. The Phase 3 message is the completion
handshake.
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DB2 Everyplace subscriptions

= JDBC subscriptions  provide users with access to data in source tables on a
data source with a JDBC interface, including Oracle, DB2, Microsoft SQL Server,
Informix.

= Filters vertically (which columns?) and horizontally (which rows?)

= Upload subscriptions  only allows the user to directly insert rows into a table on
a source database. Data flows from device to source database only. Related
tables on the mobile devices are not refreshed during synchronization.

= File subscriptions  allow replication of any type of file stored at the source server
and are not bi-directional.

= DataPropagator subscriptions  provide users with access to data in source
tables on a DB2 server

= Filters vertically (which columns?) and horizontally (which rows?)

= Custom Subscriptions  provide capability for client devices to call store
procedure on server side.

DB2 Everyplace Overview

There are five different subscription types:

JDBC subscriptions provide bi-directional access to a data source that supports a JDBC
interface, such as DB2, Oracle, Microsoft SQL, or Informix. JDBC subscriptions
support column and row filtering.

Upload subscriptions allow clients to insert rows directly into tables on the source
database.

File subscriptions allow files stored on the source server to be sent to the client.

Data Propagator subscriptions provide bi-directional access to a data in DB2 servers using
the Data Propagator capture process. Data Propagator subscriptions support column
and row filtering.

Custom subscriptions call remote store procedure on the server side.
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Upload table subscription
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DB2 Everyplace Overview

This diagram illustrates the synchronization process for the uni-directional upload table

subscription.
1. In Phase 1, the client sends the upload message, with the changed data, to the

DB2 Everyplace synchronization server.
2. The sync server saves the request and updated data in the message database

on the server.
3. The sync server then sends the completion handshake to the client.
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Upload table subscription (cont.)

Phase 2
1: Send phase2 —
5: Response messages 3: Apply upload data
- _ _ | Source
/E\ (Single Transaction)
[ ]
4: Save response messages 2: Retrieve phasel
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DB2 Everyplace Overview

This diagram illustrates the phase 2 processing of the upload table subscription.
1. The client sends the phase 2 synchronization response message.
2. The synchronization server retrieves the phase 1 client updates from the
message database on the server.
3. The synchronization server sends the uploaded data from the client to the
source database.
The response messages are stored in the message database.
The response messages are sent to the DB2 Everyplace client.

ok
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Replicated table subscription
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DB2 Everyplace Overview

The bi-directional synchronization of relational data is shown in the replicated table
subscription diagram above.

1. The DB2 Everyplace application on the Lotus Expeditor client sends the
synchronization request, including data changes from the client, to the DB2
Everyplace sync server.

2. The sync server buffers the phase 1 message and associated data in the
message database on the Lotus Expeditor server.

3. The sync server sends an acknowledgement to the phase 1 message to the
client.
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Replicated table subscription (cont.)
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DB2 Everyplace Overview

The sync server retrieves replication changes from the mirror database on the Lotus
Expeditor server. The mirror database is a staging database used by the synchronization
server to merge two-way synchronization updates and perform conflict resolution.

The sync server buffers the synchronization request and data updates from the server in
the message database.
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Replicated table subscription (cont.)

Phase 2 @
Source
1. Send phase2 | —
3. Response messages B. Stage client changes
————\
[ ]
2. Retrieve response messages A. Retrieve phasel

“Staging” (A & B) is asynchronous
MSng with respect to phase2 messaging

DB2 Everyplace Overview

This diagram illustrates the sync server reconciling the updates from the client with the
updates from the server, and then sending those changes to both client and server.

The client has finished sending updated data in phase 1 and sends the phase 2 message.

The sync server retrieves the response messages and the phase 1 data updates from the
message database. The data updates from both the client and server (mirror database)
are in the message database. The sync server reconciles the synchronization updates.

The sync server sends the response messages to the client with any data updates from
the server side.

The sync server sends the changes from the client to the mirror database on the server.
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Replicated table subscription (cont.)
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DB2 Everyplace Overview

In this final stage of replicated table synchronization, the replication process updates the
source database with the latest changes in the mirror database.
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Trademarks, copyrights, and disclaimers

The following terms are trademarks or registered trademarks of International Business Machines Corporation in the United States, other countries, or both:
Cloudscape DataPropagator DB2 Everyplace IBM Informix Lotus WebSphere

Microsoft and the Windows logo are registered trademarks of Microsoft Corporation in the United States, other countries, or both.

JDBC, and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both.

Product data has been reviewed for accuracy as of the date of initial publication. Product data is subject to change without notice. This document could include
technical inaccuracies or typographical errors. IBM may make improvements or changes in the products or programs described herein at any time without notice. Any
statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only. References in this
document to IBM Eroducts programs, or services does not imply that IBM intends to make such products programs or services available in all countries in which IBM
operates or does business. Any reference to an IBM Program Product in this document is not intended to state or imply that only that program product may be used.
Any functionally equivalent program, that does not infringe IBM's intellectual property rights, may be used instead.

Information is provided "AS 1S" without warranty of any kind. THE INFORMATION PROVIDED IN THIS DOCUMENT IS DISTRIBUTED "AS IS" WITHOUT ANY
WARRANTY, EITHER EXPRESS OR IMPLIED. IBM EXPRESSLY DISCLAIMS ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE OR NONINFRINGEMENT. IBM shall have no responsibility to update this information. IBM products are warranted, if at all, according to the terms and
conditions of the agreements (for example, IBM Customer Agreement, Statement of Limited Warranty, International Pro%ram License Agreement etc.) under which
they are provided. Information concerning non-IBM products was obtained from the suppliers of those products, their published announcements or other publicly
available sources. IBM has not tested those products in connection with this publication and cannot confirm the accuracy of performance, compatibility or any other
claims related to non-IBM products.

IBM makes no representations or warranties, express or implied, regarding non-IBM products and services.

The provision of the information contained herein is not intended to, and does not, grant any right or license under any IBM patents or copyrights. Inquiries regarding
patent or copyright licenses should be made, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Arm()JAnk, NY 10504-1785

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. All customer examples described are presented
as illustrations of how those customers have used IBM products and the results they may have achieved. The actual throughput or performance that any user will
experience will vary depending upon considerations such as the amount of multiprogramming in the user's job stream, the /O configuration, the storage configuration,
and the wo[jkllgad processed. Therefore, no assurance can be given that an individual user will achieve throughput or performance improvements equivalent to the
ratios stated here.

© Copyright International Business Machines Corporation 2006. All rights reserved.

Note to U.S. Government Users - Documentation related to restricted rights-Use, duplication or disclosure is subject to restrictions set forth in GSA ADP Schedule
Contract and IBM Corp.
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This concludes this presentation
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