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Communications Server z/OS V1R5 and V1R6 Technical Update 

What's Coming in CS z/OS?
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IPSec

ƒ Integrated IPSecurity support: Communications Server plans to provide support for IP filtering, 

Internet Key Exchange (IKE), and Virtual Private Network (VPN), without requiring use of the 

Integrated Security Services Firewall Technologies. These integrated functions are expected to 
help improve network security configuration, monitoring, scalability, and performance. The Policy 

Agent can be used as a central configuration point for filter rules and VPN rules. The Traffic 

Regulation Management Daemon (TRMD) will be enhanced to log IPSec events.

TCP/IP Sysplex operational enhancements: New TCP/IP configuration options and operator 

commands will help improve operational tasks for TCP/IP stacks in a sysplex and remove the 
need to manage OBEYFILE profiles.

ƒ When a TCP/IP stack has been removed from a sysplex, a configuration option and an operator 

command will allow the stack to rejoin the sysplex and restore its configuration.

ƒ A new command will be provided to activate and deactivate a DVIPA, so that a TCP/IP stack can 

easily obtain or relinquish ownership.

Pre-view CS z/OS V1R7
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Self-optimizing:

ƒ Sysplex Distributor will distribute incoming traffic to target stacks within a sysplex using optimal available IP 

routes. This allows the use of high-speed interfaces such as OSA Express Gigabit Ethernet. In addition, it 

removes a restriction: Sysplex Distributor need no longer use only dynamic XCF interfaces for packet 

forwarding.

ƒ Sysplex Distributor will exploit new z/OS WLM support to help optimize workload balancing for TCP/IP 

servers in a sysplex. Sysplex Distributor will use server-specific recommendations from WLM that reflect 

how well target servers meet their service class goals. 

Self-healing:

ƒ Sysplex Distributor will use key performance indicators such as connection backlog queues to supplement 

existing measurements and WLM recommendations. This will help improve load balancing.

Self-configuring:

ƒ TCP/IP will be able to rejoin a sysplex once problems that have triggered an automatic takeover have been  

resolved. When a stack rejoins a sysplex, it can automatically restore its original configuration and resume 

ownership of any DVIPAs for which it is the primary owner. This expands on the TCP/IP Automatic Takeover 

function introduced in z/OS V1.6.

Self-protecting:

ƒ The new z/OS Load Balancing Advisor will make sysplex information available to network-based load 

balancers (such as content switches and load balancing appliances), so that they can make better load 

balancing decisions. This helps protect busy target servers in a sysplex from being overloaded with new 

requests when they are already in danger of failing to meet their WLM service class goals or lack 

displaceable capacity. By helping meet WLM goals in a sysplex while allowing you to take advantage of 

networkbased load balancers, z/OS Load Balancing Advisor helps maximize availability and optimize 

performance.

Pre-view CS z/OS V1R7
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CICS sockets enhancements are planned to improve application performance by:

ƒ Allowing CICS sockets to use the CICS Open Transaction Environment (OTE). This is designed to 

reduce task switching in CICS environments.

ƒ Helping to reduce the overhead of CICS sockets tracing and monitoring processing when these 

facilities are not activated.

ƒ Allowing the IP CICS Sockets Task-Related User Exit (TRUE) to be loaded above the 16MB line, 
pro-viding virtual storage constraint relief.

Pre-view CS z/OS V1R7
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�The z/OS firewall technologies were originally a split-responsibility between the Security Server and the 

Communications Server on OS/390 (z/OS).

�IP Packet filtering, IPSec (VPN), and IKE have been transferred to the Communications Server and will in z/OS 

V1R7 be fully integrated into the Communications Server and extended with IPv6 support.

�Configuration of the integrated functions will be simplified via a new configuration GUI component, and based 

on the current Policy Agent infrastructure.

�There are currently no plans to enhance the current command-line configuration, current GUI configuration, 

NAT, FTP proxy, or SOCKS server functions - these functions will likely be removed at some point in time.

z/OS Firewall Technologies

The firewall technologies functions that are 
shipped with z/OS
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Integrated IPSec/VPN in CS z/OS V1R7

�Features

�Configuration support

ƒ Optimized for z/OS host-to-host and z/OS 

host-to-gateway (z/OS gateway still 

supported)

ƒ NAT Traversal support

�Simplified infrastructure

ƒ Eliminates need for FW Technologies 

daemons

�Simplified configuration 

ƒ New configuration GUI for both new and 

expert users 

ƒ Direct file edit into local configuration file

ƒ Reduced definition, more "wildcarding" 

�Improved serviceability

ƒ Improved messages and traces

�Default filters part of TCP profile

ƒ More granular control before policy is 

loaded

�Administrative controls 

ƒ pasearch, new IPSec command 

�Complete IPSec, filtering, and IKE solution part of z/OS 

Communications Server 

�Alternative to Firewall Technologies 

ƒ New IKE daemon and configuration

�Makes use of existing Communications Server Infrastructure 

�TCP/IP stack - IPSec and IP filtering  

�Policy agent - reads and manages IPSec and IKE policy

�trmd - monitors TCP/IP stacks for log messages

Policy Agent
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The Journey to IPv6 for z/OS Communications 
Server

IPv6 deployment phases

–The first phase (z/OS V1R4)
ƒStack support for IPv6 base functions -

(APIs, Protocol layers)

ƒResolver

ƒHigh speed attach (OSA Express QDIO))

ƒService tools (Trace, Dump, etc.)

ƒConfiguration and netstat, ping, 

traceroute, SMF

ƒStatic Routing

ƒFTP, otelnetd,unix rexec, unix 

rshd/rexecd

–The second phase (z/OS V1R5)
ƒNetwork Management 

�Applications and DPI

�Version-neutral Tcp/Ip Standard MIBs

�Additional SMF records

ƒApplications/Clients/APIs

�Tn3270 server,CICS sockets, 

sendmail,ntp,dcas, rxserve,rsh client 

ƒEnterprise Extender

ƒPoint to Point - type DLCS

ƒDynamic Routing Protocol w/ 

OMPROUTE (only RIPng)

–The third phase (z/OS V1R6)
ƒ Sysplex Exploitation (Dynamic VIPA, Sysplex Distributor 
functions) 

ƒ Dynamic Routing Protocol w/ OMPROUTE (OSPFv3) 

ƒ Additonal Network Management MIBs

ƒ HiperSockets DLC

–After z/OS V1R6
ƒ Integrated IPSec

ƒ Advanced Socket APIs

ƒ Extended Stats MIB, OSPFv3 MIB 

ƒ Intrusion Detection Services

ƒ IPv6 mobility support

Backbone ISPs

Regional ISPs

Local ISPs

Large corporations and 
universities

AT&T, MCI, GTE, BT, 
etc.

The Internet - a 
worldwide digital utility.

Connectivity for 

anyone from 

anywhere (car, 

home, office) to 

anything!

Objective is to 

have IPv6 

production ready 

on the platform 

when you need it!
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Trademarks, Copyrights, and Disclaimers

The following terms are trademarks or registered trademarks of International Business Machines Corporation in the United States, other countries, or both:

IBM CICS IMS MQSeries Tivoli
IBM(logo) Cloudscape Informix OS/390 WebSphere
e(logo)business DB2 iSeries OS/400 xSeries
AIX DB2 Universal Database Lotus pSeries zSeries

Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other countries, or both. 

Microsoft, Windows, Windows NT, and the Windows logo are registered trademarks of Microsoft Corporation in the United States, other countries, or both. 

Intel, ActionMedia, LANDesk, MMX, Pentium and ProShare are trademarks of Intel Corporation in the United States, other countries, or both.  

UNIX is a registered trademark of The Open Group in the United States and other countries. 

Linux is a registered trademark of Linus Torvalds.  

Other company, product and service names may be trademarks or service marks of others.

Product data has been reviewed for accuracy as of the date of initial publication.  Product data is subject to change without notice.  This document could include technical inaccuracies or 
typographical errors.  IBM may make improvements and/or changes in the product(s) and/or program(s) described herein at any time without notice.   Any statements regarding IBM's 
future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only.  References in this document to IBM products, programs, or 
services does not imply that IBM intends to make such products, programs or services available in all countries in which IBM operates or does business.  Any reference to an IBM Program 
Product in this document is not intended to state or imply that only that program product may be used.  Any functionally equivalent program, that does not infringe IBM's intellectual 
property rights, may be used instead.

Information is provided "AS IS" without warranty of any kind.  THE INFORMATION PROVIDED IN THIS DOCUMENT IS DISTRIBUTED "AS IS" WITHOUT ANY WARRANTY, EITHER 
EXPRESS OR IMPLIED.  IBM EXPRESSLY DISCLAIMS ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NONINFRINGEMENT. IBM shall 
have no responsibility to update this information.   IBM products are warranted, if at all, according to the terms and conditions of the agreements (e.g., IBM Customer Agreement, 
Statement of Limited Warranty, International Program License Agreement, etc.) under which they are provided. Information concerning non-IBM products was obtained from the suppliers 
of those products, their published announcements or other publicly available sources.  IBM has not tested those products in connection with this publication and cannot confirm the 
accuracy of performance, compatibility or any other claims related to non-IBM products.  IBM makes no representations or warranties, express or implied, regarding non-IBM products and 
services.

The provision of the information contained herein is not intended to, and does not, grant any right or license under any IBM patents or copyrights.  Inquiries regarding patent or copyright 
licenses should be made, in writing, to:

IBM Director of Licensing
IBM Corporation
North Castle Drive
Armonk, NY  10504-1785
U.S.A.

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment.  All customer examples described are presented as illustrations of 
how those customers have used IBM products and the results they may have achieved.  The actual throughput or performance that any user will experience will vary depending upon 
considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the storage configuration, and the workload processed.  Therefore, no assurance 
can be given that an individual user will achieve throughput or performance improvements equivalent to the ratios stated here.
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