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This presentation will discuss the Simple Network Management Protocol.
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= Simple Network Management Protocol (SNMP)
= Basic SNMP components

= Summary
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This presentation will discuss Simple Network Management Protocol and it's components.
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= Simple Network Management Protocol is a UDP-based network protocol

= With SNMP you can monitor hardware devices on the network for scenarios that require
administration

= Common devices managed by SNMP include
— Computer hosts
— Routers
— Switches
— IP telephones
— Printers
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Simple Network Management Protocol is commonly known as SNMP. SNMP is a UDP-
based network protocol that is commonly used to communicate with hardware devices on
a computer network. SNMP provides a mechanism for monitoring hardware devices, and
altering their configurations by requesting information from a service running on the
hardware called an agent, and sending the agent requests to alter the hardware’s
configuration. Hardware devices that are commonly monitored and managed using SNMP
include computer hosts, routers, switches, IP telephones, and network printers. Using an
SNMP client to communicate with the hardware’s SNMP agent, information about the
current state of the hardware can be determined. Based on this information, requests can

be sent to the device using SNMP to alter it's configuration.
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= Managed device (also called the ‘slave’)
= Agent (software service running as a daemon on the slave)

= Network management system (commonly referred to as NMS)
— Read-only or read-write access to slave
— Gathers information from the managed device and can send settings to alter the
managed devices configuration if granted read-write access
— SNMP client to interface with slave’s agent

= Managed device is monitored by one or more network management systems
— Executes applications to monitor and control the slave
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The three basic components of an SNMP scenario are a hardware device to be managed,
a service that runs on that device called an agent, and a network management system.
The service that runs on the hardware to be managed using SNMP is called an agent. The
agent is commonly run as a daemon on the device and is constantly listening for requests.
When the agent receives an SNMP request from a client, it will return information
requested about the state of the hardware. One example of a commonly requested piece
of information for a computer system is it's hard drive capacity. SNMP clients can request
the capacity of the hardware to determine how close the managed device is to having a
full hard drive. A network management system consists of one or more computers on the
network that are accessing information about the hardware using the managed device’s
agent, and making adjustments to the device using SNMP based on that information. In
order to make adjustments to the hardware device’s configuration the SNMP client must
be granted read-write access by the hardware’s SNMP agent. If a client has read-only
access, it will only be allowed to receive information about the hardware’s state and is not
granted permission to change it's configuration using SNMP. SNMP client applications can
be developed to monitor a device’s configuration, and automatically send requests to
make adjustments to the hardware based on it's monitored data.
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= An SNMP agent on a managed device exposes status information as variables
— Various data can be made available about the device using SNMP for example:
¢ System name
* Free memory
* Processor usage
e Uptime

= SNMP agent can also accept requests from clients to perform ‘active’ administration
— Modify managed devices configuration

= Agent status information and active administration commands are defined in “MIB” files
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The SNMP agent provides information to SNMP clients, and makes adjustments to the
hardware device’s configuration based on requests it receives from those clients. Agents
can provide a wide variety of data about the hardware device. The information that an
agent has available to send to an SNMP client is defined in a management information
base, or MIB file. SNMP clients will use the agent’s MIB file to see what requests it can
make, and what information it can gather from the agent. It will also use the agent’s MIB

files to see what requests it can make to alter the hardware’s configuration.
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= MIB
— Management information base

— File that defines variables that can be read or set on the managed device using SNMP

« Defines information about the managed device that can be polled for using SNMP
clients

 Defines active management settings that can be set or changed to alter the device
configuration using SNMP
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An SNMP management information base file contains variables that can be read or set on
the managed device using SNMP. Clients get a copy of the hardware agent’s MIB files,

and use them to access data and send requests to change the hardware’s configuration
using SNMP requests. MIB files are flat text files.
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= Trap subscriptions
— Managed devices agent will send natifications to listeners
« Configure subscribers to be notified of trapped events
« Agent sends notifications to subscribers
« Agent is configured for which traps to send a natification for
 Actions can be taken based on natifications received by subscribers
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Trap subscriptions are notifications that can be sent out by the SNMP agent to SNMP
clients that subscribe to receive them. SNMP agents define variables for events, such as
error conditions, and will send a notification to registered SNMP clients when those events
occur. The clients to receive SNMP trap notifications are configured on the agent. The
managed device’s agent will send SNMP notifications to configured clients on the port
number they specify. Setting up a trap subscription is performed by a system administrator
who is responsible for configuring the managed device’s SNMP agent settings. Trap
subscription events can be used by SNMP clients to automatically take action to correct
hardware configuration of the managed device based on the trap that occurs.
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This section will summarize the SNMP overview.
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= SNMP agents are a running service that can be probed for status information or send
notifications to subscribers

= SNMPv2c communities can be used to restrict access to the SNMP agent

= Trap subscriptions can be configured to send natifications to listeners using a trap daemon
client

= Trap subscribers are configured on the agent
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SNMP is a network protocol that allows clients to gather information about a hardware
device, and manage it’'s configuration. The SNMP agent can be probed for status
information, and send notifications to clients using traps and trap subscriptions. SNMP
communities specify credentials to access the SNMP agent. Community settings allow
SNMP clients to have read or read/write access to hardware information, and can restrict
access to the SNMP agent based on host name. Traps are configurable items that can fire
event notifications to clients based on a specific hardware event occurring, for example, a
client can be notified of a processor cooling fan failure. Clients that want to be notified of
Trap events must be configured on the agent as a trap subscriber. Trap subscribers are
configured using their host names or IP addresses, the port number their SNMP trap
daemon is running on, and a community configuration that the trap daemon specifies.
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Your feedback is valuable

You can help improve the quality of IBM Education Assistant content to better meet your
needs by providing feedback.

= Did you find this module useful?
= Did it help you solve a problem or answer a question?

= Do you have suggestions for improvements?

Click to send email feedback:

This module is also available in PDF format at:
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You can help improve the quality of IBM Education Assistant content by providing
feedback.
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