IBM PureApplication System and IBM Workload Deployer
IBM Business Process Manager Pattern V8.0

Troubleshooting
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This presentation covers workload troubleshooting of the Business Process Manager
Pattern V8.0 in IBM PureApplication System and IBM Workload Deployer.
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» Business Process Manager workload
troubleshooting introduction
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You will be introduced to some troubleshooting topics related to the Business Process
Manager workload.

BPMv80_IEA_08_Troubleshooting.ppt Page 2 of 18



= You have full control of the entire administration of all the virtual machines
— Same capabilities as with base Business Process Manager product

= Additionally, can go to the virtual machine in the virtual system instance panel for
more operations related to troubleshooting

—Can SSH into virtual machine using “root” (or “virtuser”) and your password (for
example putty)

—If enabled during deployment, you can VNC into each virtual machine
—Use SCP for file transfers (for example, WINSCP)
— Run MustGather to collect logs

= Can access the WebSphere Application Server administrative console
—All traces and logs available from the administrative console
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As with all virtual system patterns, while PureApplication System and Workload Deployer
provide some troubleshooting capabilities, you also have full access to the normal
administration capabilities of the deployed Business Process Manager virtual machines.
You can SSH into any of the virtual machines with the root or virtuser ID and password,
using a tool such as PUTTY. If VNC is enabled for the virtual machine, you can use VNC
to access it. SCP can be used for file transfers; for example, you can use WINSCP. And
you can use MustGather script packages to collect logs for troubleshooting. Additionally,
the WebSphere Application Server administrative console is available, with all of its normal
logs and tracing capabilities.
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/irtual machine details — part 1

(

= Open the running virtual system instance panel

= For each virtual machine, you can
— View Status
— SSH “Login”
— Manage operations (clone, start, stop, delete)

~ L4 aimcpwd017-BPM 1% [ 4%
PC Custom Node-A

[% General information
Created on: Sep 18, 2012 11:56:20 PM

From virtual image:

Part name: BPM PC Custom Node

L4 Virtual machine has been

Current status: started

Updated on: Sep 26, 2012 3:53:58 AM

On hypervisor:
In cloud group:

Registered as: aimcpwd017-BPM PC Custom

Node-A
Stored on: datastore_242
In virtual application: None provided
- IBM Business Process Manager Pattern V8.0 Troubleshooting © 2012 BM Corporation

The running virtual system instance panel provides numerous resources for
troubleshooting the virtual machines. Shown on this slide is the Login link that allows you
to log into the virtual machine with an ID and password. Also, the Manage link provides
the ability to clone, start, stop or delete the virtual machine. The Current status field tells
you the current status of the virtual machine.
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Virtual machine details —part 2/ 3

= Find the virtual machine’s dnsname and IP address

R ./ IBM products (with license count for isolated usage)

IBM Process Center Adv Hyper
Ed on RH Enterprise Lnx Svr for
x86 (64 bit) (5725-G76):

% Hardware and network
Virtual CPU count:

CPU shares on host:
CPU shares consumed on host:

100 PVU

2 (You must stop this virtual
machine in order to change this
value.)

2000
87.0

7168 (You must stop this virtual
machine in order to change this
value.)

Virtual memory (MB):

SSH public key: id_rsa.pub

aimcpwd017.pbm.ihost.com
(129.40.54.17)

MAC address 0: 00:50:56:b8:00:37

Network interface 0:
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This slide shows you where to find the IP address and host name of the virtual machine.
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Virtual machine details — part 3 /3
= Environment variables link

= Script package results and logs

= MustGather

= VNC and WebSphere console access

) Operating system

Name: Linux
Type: RedHat Linux
Version: 2.6.32-220.13.1.el6.x86_64

ISh:;, all environment variables l

Script Packages
» ConfigBPM v | Sep 19, 2012 2:10:47 AM
i[] Must Gather Logs v | Sep 19, 2012 4:02:24 AM

7 Consoles

e_std_out.log

VNC

= Consoles

VNC
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On the running virtual system instance panel, there is also a Show all environment
variables link and the results of all the script packages with their completion status and
logs. Note that you can run the MustGather script package at any time. You need to run it
with the root ID in order to download all the logs. Additionally this panel provides links to
the VNC console and the WebSphere Application Server console.
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* Logging service framework for collecting logs for all virtual systems

* Provides infrastructure for hypervisor edition images to collect logs via MustGather script
package
— Hypervisor edition image provides property files with list of log files/directories
— Create JSON files named <component>.json where component is a unique name within
/etc/logging to help identify which log files and folders to collect

« Can use extend and capture to permanently modify the MustGather
+ Supplement the existing MustGather collection per deployment

— If nothing is under /etc/logging, then only the “default” logs are collected:
« ae.tar
+ virtualimage.properties

Information center documentation:
http://pic.dhe.ibm.com/infocenter/worlode p/v3r1m0/index.jsp?topic=%2Fcom.ibm.worlodep.d
oc%2Fiwd%2Fhvt_logging.html

7 IBM Business Process Manager Pattern V8.0 Troubleshooting ©2012 1BM Corporation

Workload Deployer and PureApplication System provide a logging service for collecting
and downloading files and directories for all virtual system patterns (including the BPM
pattern) through the MustGather process. One can establish this logging framework
permanently in an image, use the extend and capture process to establish the logging
framework, or dynamically modify it for each deployment. The basis for the logging service
is to provide one or more json files in /etc/logging, one such file per component. If no json
files are provided in /etc/logging, then only the default files called ae.tar and
virtualimage.properties are collected.

You can learn more detail about the logging service in the information center
documentation in the link provided in the slide.
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MustGather script - calls the logging service script

= MustGather script is located in /tmp directory
= |t calls the loggingservicetar.py script in the same directory

= The logging service script looks in /etc/logging for the json files that provide details about the
files and directories to collect

= The cloudburst_collect...zip files are also stored in /tmp

i

s |

- ~

LEHB X /4 ANHRI OO

Name Ext

(£] install_pycurl.log
[£) install_python.log iet
[£) os_update.log et
(3] smash_install_debug.log
| Ioggmgservncetar,pyl fi
= | nstalixXC 10.sh
| <) must_gather.sh |

8
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The MustGather script is located in the /tmp directory in a virtual system virtual machine. It
in turn calls the logging service script that is located in the same directory. As stated on
the previous slide, the logging service script will look in the /etc/logging directory for json

files that tell it which directories and files to collect during the MustGather process. The
MustGather collections are also stored in the /tmp directory.
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MustGather — DB2 part (process center and process server)

For BPM, for the DB2 virtual machines, the following are the json files in /etc/logging with the
directories and files for the MustGather log collection.

AN e S

"type”: “Zile

Ty
“name”: I" home/bpminst/sqllib/db2dump/db2diag.log” l

11ib/db2dump/db2instl.nfy” |

{
"lo 3 "File®,
“na me/bpminst/sqllib/db2dump/stamlog”, | _?I l
"pattera™T wSTEE.Y. 153 I 9 X & |« AnHN) e S

}
] { "role"”:"CoCBase”,
} “types”: [
{

"logtype
"zype”
"name”

© 2012 BM Corporation
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Business Process Manager uses the logging services to collect the logs that are specific
to the virtual machine itself, by providing it's unique json files in /etc/logging. This slide
shows the directories and files collected in the MustGather process for the DB2 virtual

machines.

BPMv80_IEA_08_Troubleshooting.ppt Page 9 of 18



MustGather — custom node part (process center and process server)

For BPM, for the custom node virtual machines, the following are the json files in /etc/logging
with the directories and files for the MustGather log collection.

¥l QJ B X 7 |« . A !3 ) ._J & ﬁ?
{"role®:"BPM",
"types”: [

{

"logtype": "File",

"type": Zdizl

“name"”: I',’:p:,’IBM,’BPH/VSO,’p:c:zles,’SMicdez,’lcgs"l

)',[ . ) L?[ t l
"logtype": "File®, =
"type”: "dir", IH 2 L X @ o« ARHD OO
"name”: {/opt/IBM/BEM/vE0/logs"] { "role":"CoCBase”,
} “types”: [
] {
} "logtype”: "File",
"type": “diz®
“name":
“pattern
}
]
}
10 IBM Business Process Manager Pattern V8.0 Troubleshooting ©2012 1BM Corporation

This slide shows the directories and files collected in the MustGather process for the
custom node virtual machines.
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MustGather — DMGR part (process center and process server)

For BPM, for the deployment manager virtual machines, the following are the json files in
/etc/logging with the directories and files for the MustGather log collection.

LN A\ X @ o ANAD 0O
{"role":"BPM",
"types”: [
“logtype”: "File®,
"type": “"dir",
"name": |*/opt/IBM/BPM/vE0/profiles/BPMPSDmgriiode/logs "]
e
"logtype": "File®,
"type": id;:" ] jl I
"name®: Y|/opt/IBM/BPM/vE0/logs" =
} G ) Xa oo AN GO
1 { "role":"CoCBase",
} Types”: [
}
}
1 IBM Business Process Manager Pattern V8.0 Troubleshooting ©2012 1BM Corporation

This slide shows the directories and files collected in the MustGather process for the
deployment manager virtual machines.
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MustGather — HT TP part (process center and process server)

For BPM, for the HTTP server virtual machines, the following are the json files in /etc/logging
with the directories and files for the MustGather log collection.

" Yetenogging/is joon |
IR B X

{
“role”:"IHS",
"types”: [
{
"logtype”: "File",
"type": "dir"
"nam

AN HD S

12 IBM Business Process Manager Pattern V8.0 Troubleshooting

ame”: [/opt/IBY/BPM/KTIPServer/logs" | H| ]
NnHD X LB RS A
{ "role”:"CoCBase”,
"types”": [
logtype”:
type

© 2012 BM Corporation

This slide shows the directories and files collected in the MustGather process for the

HTTP server virtual machines.
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*** MustGather defect on Workload Deployer (only) — does not collect logs correctly ***
= Only for Workload Deployer systems that migrated to V3.1.0.2 from V3.1.0.0 or V3.1.0.1
= Resolved in V3.1.0.6

= Use generic Business Process Manager, WebSphere Application Server, or DB2
MustGather processes as per existing technotes

13 IBM Business Process Manager Pattern V8.0 Troubleshooting ©2012 1BM Corporation

At the time of writing, an internal defect is open against the Workload Deployer product
because, under specific conditions, the MustGather script is not working correctly. Your
Workload Deployer system will have this problem if you migrated to V3.1.0.2 from
V3.1.0.0 or from V3.1.0.1. If you obtained a new Workload Deployer system with V3.1.0.2,
then your system should not experience this issue. The MustGather log collection does
work as expected on PureApplication System. The issue is resolved in V3.1.0.6 of
Workload Deployer. In the meantime, the generic MustGather processes must be followed
for Business Process Manager, WebSphere Application Server, and DB2, as described in
existing technotes.
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Welcome Instances -~ Patterns -~ Catalog ~ Reports - Cloud -~ System -

Troubleshooting on 129.40.54.7

=| Logging

+| Configure trace levels

Troubleshooting

=| Configure trace levels
Default logger INFO
app.resources.healthCheck FINE
app.scripts.groovy.rainmaker.appliance INFO
app.scripts.groovy.rainmaker.auditing FINEST

app.scripts.groovy.rainmaker.cloud FINER
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In addition to logs at the virtual machine level, there are also logs available at the workload
level that can be useful for troubleshooting deployment problems. For PureApplication
System, you can find options related to these logs in the workload console under the
System tab and selecting the Troubleshooting option. For Workload Deployer, the
Troubleshooting option is under the System tab.

In the Logging section of the Troubleshooting option, there are several log options. For
Business Process Manager, you can ignore the Kernel Service and Storehouse log files,
since these relate strictly to virtual application patterns. There are links for viewing the
current log file and current trace file interactively. But typically you will download the log
files for review or to provide to IBM support. The log files are kept in an internal repository
and some of these log files are stored as archived files after they reach a certain size. If
you use the option called Download the latest log files only, then the archive files are
not downloaded and you only get the most recent logs. If you use the option called
Download log files, all the log files in the internal repository are downloaded and you will
get a significantly larger set of logs that includes all the archived logs. Additionally there is
an option to configure the trace levels, based on IBM direction.
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Deployment troubleshooting — interactive logs

Troubleshooting on 129.40.54.7

- Logaing
Storehouse log file

Kernel Service log file
trace file |

Lview current error file | [View curre

B, Download log fil

Ey Download the latest log files only

B 50 viordosd Deployer x Ewmwmvnﬂg I x IL ]
! e 2| e.log L‘ .'" F

& Busaso 120.40.54.72

; 1: getting
44834 P
ead=Shiml

ask getExecutorForTask: using

44833 VMwareSh:
VmDiskSizesF: i
. Client call [shim=Shiml endpoint=51 6 sdkVersion=V12s

call [shim=Shiml e:d;::::-sl_ﬁ

call [shim=Shiml method=call

AT R IR R T

'orTask: using

areShimTaskManager getExe rTask getExect
progressScale=2}

©2012 BM Corporation
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This slide shows an example of what you see when you select either the View current
error file or View current trace file options. A new browser window is opened and the

rolling, interactive log is displayed.
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Deployment troubleshooting — download logs

Troubleshooting on 129.40.54.7

= Logging

Kernel Service log file Storehouse log file

View current error file View current trace file

[}, Download log files

E}, Download the latest log files on

Rest APls:
= https://129.40.54.7/resources/trace.zip
= https://129.40.54.7/resources/trace.zip?latest

Name Size  Type Date Modified
Btrace-11.2p 234,765KB WInRAR ZIP archive  10/1/2012 1:14PM
Btrace.zp 53,435KB WInRAR ZIP archive  10/1/2012 1:05PM
16 IBM Business Process Manager Pattern V8.0 Troubleshooting ©2012 1BM Corporation

Here is an example of the difference in size between downloading all the logs and only the
latest logs. Also, shown on the slide are the Rest APIs that you can use to download these
log collections programmatically.

BPMv80_IEA_08_Troubleshooting.ppt Page 16 of 18



Deployment troubleshooting — downloaded latest logs

g trace.zip Name < Size
0.
Bensemblelogs.zp 2,235
Bservers.zp 3,237,7%
5] access.log 5,961,684
[£]) access_11.12.02_15.05.46.log 10,485,643
() access_11.12.06_07.25.39.log 10,485,635
) access_11.12.21_03.04.40.log 10,485,673
(5] access_11.12.26_14.34.27.log 10,485,712
(%) access_12.01.01_02.06.50.log 10,485,641
(%) access_12.01.08_07.06.03.log 10,485,710
[£) access_12.09.30_18.57.39.log 10,485,734 |
[%) appstart_purescale.app.log 6,698
‘:? appstart_purescale.app_setup.log 20,424
[£) appstart_purescale.app_start.log 0
El appstart_rainmaker.ensemble.log 6,465
%) appstart_rainmaker.ensemble_setup.log 1,180
(%) appstart_rainmaker.ensemble_start.log 0
[#) defauitog 11,809
[) defait-trace 4,638,864
(%) derby.log 2,643
(%) derbystatus.log 1,665
i 1,810,740
(%] global-context-snapshot.log 3,372,430
[Z] kernelservices.log 366
(%) setupfs.og 7,885
D storehouse.log 350
E[rcelog] 52,506,345
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This slide shows an example of the logs that are downloaded when you select the option

Download the latest logs files only. Typically the two most useful logs for
troubleshooting are the error.log and trace.log.
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