IBM Finance Forum 2012

Smarter Analytics. Smarter Outcomes.

I
|
Il
@
/
.
@
\

Klemen Koselj — Business Analytics Specialty Architect, Risk Analytics for CEE
09 May 2012

Using an Enterprise Governance, Risk &
Compliance (GRC) Platform to Improve Risk
and Compliance Initiatives

© 2012 IBM Corporation



[Jon]]
|||"|

i
ln
. ||
[
@

.

-

IBM Finance Forum 2012

Smarter Analytics. Smarter Outcomes.

The stakes are enormous...

UBS share price tumbles after trader loses $2bn

1510972011

UBS rogue trader loses $2bn
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As they always were...

&he New Hork Eimes

nytimes.com

aud Uncovered at Société Générale

PARIS — The French bank Société Générale said Thurasday that it had uncovered "an exceptional fraud” by a trader that would cost it £4.9
billion, or about $7.1 billion, and that it would seek new capital of about $2 billion.

The company, the second-largest listed bank in France, said in a statement that the fraud had been committed by a trader in charge of

"plain vanilla" hedging on European index futures.

The trader, who was not identified, "had taken massive fraudulent directional positions in 2007 and 2008 far beyond his limited authority,"
the bank said. "Aided by his in-depth knowledge of the control procedures resulting from his former employvment in the middle-office, he

managed to conceal these position

The bank =zaid the fraudulent position ly investigated and found

to be a case of "isolated fraud.”

% © 2012 IBM Corporation



IBM Finance Forum 2012

Smarter Analytics. Smarter Outcomes.

]
!!:u:
j@.iil
@

Growing need to manage risks that can impact business performance
Insider threats, cyber-crime and fraud cost billions and affect reputation

Network Security

Data Privacy

Access Control

Theft of information related to
SecurlD tokens affected 40 million

people who use the tokens to access
the internal computer networks of
25,000 corporations, including
defense contractor Lockheed Martin.

SONY ONLINE
ENTERTAINMENT

Personal information including
credit and debit card numbers
was stolen from over 100 million
PlayStation accounts.

SOCIETE
CENERALE

A trader familiar with access
controls from years spent in its
compliance department cost
Société Générale over $7 billion.
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“Operational” Risk Management Concept (day to day business)
OBJECTIVES
o
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Operational Risk — Control activities
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Risk has never been a bigger challenge than in today’s business

environment

...new regulations, globalization, increased risk and business

velocity, and an explosion of information...

NOV 1999
GLB Act passes
(repeal of Glass-Steagall)

FEB 1995

Barings Bank
Collapses
SEP 1998
LTCM
Collapses
= Events

B Regulations

JUL 2002
Sarbanes-Oxley
Act passes

OCT 2001

Enron, WorldCom,

Tyco Scandals

SEP 2004
COSO ERM
Framework

APRIL 2003 =
Solvency I
Endorsed

JUN 2004 :
Basel Il =
- Framework

SEP 2004
Merck
and Pfizer
Drug
Scandal

JUNE 2006

MAY 2008
J-SOx S&P Announces
Signed ERM Ratings

= JUL 2007
AS5 Approved
= by SEC

1995 | 1996 | 1997 | 1998 | 1999 | 2000 | 2001 | 2002 | 2003 | 2004 | 2005 | 2006 | 2007 | 2008 | 2009

JAN
2008
Société

= Générale

MAR 2005
Halliburton
Bribery Scandal -

FEB 2007
TJIX Credit Card Fraud

trading
loss

DEC 2009
SEC Proxy
Disclosure

Rules

July 2010
Dodd Frank
Passed

2011
Basel Il

DEC 2008
* Madoff Investment
Scandal

SEP 2008
Lehman Brothers
Files Ch. 11
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Most risk and compliance programs are fragmented

1.) Managed independently and in functional SILO’s

)
)
)
J
)
)
)
)
)
)
)
)
J

Strategic Risk
Credit Risk
Market Risk
Liquidity Risk
Operational Risk
Compliance Risk
Internal Audit
Financial Reporting
(SOX)

IT Governance
Business Continuity
IT Security Risk
Vendor Risk
Living Will

|
|
|
|
|
|
|
|

2.) Managed independently in LOB’s

CONSUMER CAPITAL COMERCIAL | [INVESTMENT ASSET WEALTH
RETAIL MARKETS LENDING BANKING SERVICES MGMT
3.) Managed independently of operational systems m @g}é@ -
4.) Managed for geo specific regulatory compliance
st
« Federal Reserve and OCC in US : % 4
« FSAin UK 0
« Bank of Canada y -

9 - i © 2012 IBM Corporation
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Challenges
* Expensive
» Costs of compliance exceeding $100M
annually and growing
 Cost of Non-compliance v Py
* Business disruption, fees, penalties, legal | 1.)is managed indepencently and in functional SILO's
and settlement costs. Typically 3x the 3 = NE R IE S
cost of compliance. cllg e ||€g| gl 23] 2|8 2] ¢ ¢
* SILO approach to management RIS S NN A
* Cost Of duplicate EffOFtS 2.) is managed independently in LOB's
* Leaves Slgnlflcant rISk Of ContrOI CONSUMER CAPITAL COMERCIAL | |INWESTMENT ASSET WEALTH
RETAIL MARKETS LENDING BANKING SERVICES MGNT

10

weaknesses “falling through the cracks”
resulting in reputational risk damage

Difficult to respond to regulatory inquiries
with accurate data

New regulations doubling every six years

Reactionary response today — inefficient &
contradictory

3.) is managed independently of operational systems
1 I 1oh rf 3|

HEEEES

4.) is managed for geo specific regulatory compliance
P |

— Federal Reserve and OCCin US 2
— FSAin UK ﬂ 3
— Bank of Canada Yy -

© 2012 IBM Corporation
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Example: Many regulations have common requirements
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Sarbanes Oxley
« Conduct risk, threat and security vulnerability assessments

» Design, implement and audit appropriate security controls
PCI DSS Requirement 6.6
* Ensure that all web-facing applications are protected against
known attacks

« Have all custom application code reviewed for common
vulnerabilities

* Install an application layer firewall in front of web-facing
applications
HIPAA Security Rule

* Implement appropriate security measures to address the risks
identified in the risk analysis;

* Maintain continuous, reasonable, and appropriate security
protections.

11 © 2012 IBM Corporation
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Example: Managing regulatory requirements in a silo

Regulations/
Standards

Requirements ‘ R3

R4 P Rx

0

l l

[@cs | [ @cs |

_/

Controls | @c1 | | @c2 | @c3
—
YT
« Control testing « Control testing
» Assessments » Assessments
* Audits  Audits

12

I
« Control testing
* Assessments
* Audits

© 2012 IBM Corporation
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An integrated approach reduces redundancies in control testing,
assessments and audits

Regulations/
Requirements
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Controls [E}Cl ] [E’Zicz ][E’} 3 ] [E"}C4 ]

N _
—

 Control testing
 Assessments
13 ° AUdltS © 2012 IBM Corporation
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GRC Maturity Model — What Level is Your GRC Program?

2. FRAGMENTED

Some interdependencies are in place, but do not benefit from

1. UNAWARE

Businesses at this stage do not understand the
interdependencies of governance, risk and compliance, and
few if any IT resources are allocated.

« No defined risk and compliance ownership

I:'_l

f Departmental Initiatives

&Enterprise GRC

4. ALIGNED 5. OPTIMIZED

Aligning and leveraging GRC to realize business benefits Using common enterprise approach to GRC — integration of
across departments on an integrated level. GRC and performance management.

« Strategic approach to GRC across departments * GRC is integrated throughout the business

« Silos eliminated * GRC expectations are part of annual strategic planning

+ Common process, technology & information architecture * Extensive measurement and monitoring of risk and
across departments compliance in the context of business

« Trending and reporting across departments

14 . . . . . © 2012 IBM Corporation
Source: GRC Maturity: From Disorganized to Integrated Risk and Performance, Corporate Integrity, 03/12
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The integrated approach harmonized directives, best practices and
policies for a rationalized control framework

Authority Documents

Best Practices

Regulatory

Industry Standards

Internal Policy

Harmonized Requirements

"h hh LR AR

Rationalized Control Framework

3

© 2012 IBM Corporation
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GRC is a transformational opportunity

LACK OF EFFECTIVE
OVERSIGHT

:':ﬁ‘h\l'gl'zlgngr A DISJOINTED STRATEGY
SILOS LACKOF ' POOR INTEGRATION
G VISIBILITY K ? 2 DUPLICATION
4 ﬁ 4 T
' O,
SLIPPING THROUGH
THE CRACKS

** Source: GRC Maturity: From Disorganized to Integrated Risk and Performance, Corporate Integrity, 03/12

EFFECTIVE OVERSIGHT

INTEGRATED
REPORTING |

INTEGRITY
& ANALYTICS |

ETHICS

INTEGRATED
Business GRC
Operators

STRATEGY
. L]

Compliance
Executive

S
HAreD TECHNOLOGY

T \|
COMMON METHODS ~ comMmON VOCABULAR
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Executive View: ERM Dashboard

Key Risks
Residual Risk
Name Description 10 Q1 10 Q2 10 Q3 10 Q3 Trend
& MA-CB-ERM-RSK-01 | Failure to implement core dient conversion {onboarding) Medium | Medium | Medium High ‘
A% MA-CB-ERM-RSK-02 | Failure to deliver services that meet the low risk tolerance of dients | Medium | Medium Low Lowe *
& MA-CB-ERM-RSK-03 | Failure to establish robust internal control and governance structure | Medium | Medium Low Loww -
& MA-CB-ERM-R.SK-04 | Failure to properly diversify product offerings and dient base Medium | Medium | Medium High ‘
& MA-CB-ERM-R.SK-05 | Failure to retain and develop talented employees Loww Low Medium | Medium *
Risk Heat Map 2010 Internal Loss Amount & Count
High 85 w 18 20
ig e s 186
Z 14 16 4
E 12
Residual ’ E 10 12 E
Medium
Impact 8 8 =
= 8 3
= 5} =3
g 4 . ®
Lows i3 2 2 ‘
T g
an Feb Mar r Ma un ul  Au Se| Qct MNov Dec
Loww Medium High J Ap L - E #
Residual Likelihood
Mandate Control Effectiveness Issue Status
100%% M % Effective P—
2 i, | e
B0% i %4 Mot Determined Sk
Asia Pac Closed [u] 1 Z 1
60%%
2
40% COpen o S o (]
‘Coi rate Closed 1 1
20% PO 0 L L (]
= = Open 2 2 1 3
e . . . : . erEA Closed 3 s 3 1
A G A oo | 5 5 :
f » & o <2 K ] 0 o 2
& ¥ & & ‘@ & North America | Closed 1 P P a
& & & < <& & Open 1 z o 3
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IBM OpenPages GRC Platform integrates key operational risk and
compliance functions
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Business Analytics software

CommandCenter”
Business Intelligence

Internal Audit Operational Risk

Management Management
Financial Controls Policy & Compliance
Management Management
IT Risk & Platform Extensions
Compliance
Management

SOLUTION cOMPONENT?

KRIs Entities
As SSessments P"Ocess

~ Issues ContrO's

Security
Document Management

Reporting i

18 © 2012 IBM Corporation
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Proven by the World’s Leading Companies
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Financial Services Insurance Manufacturing

r

WORTHINGTON

WOLSELEY

% BARCLAYS
¥ Lloyds TSB ﬁBSA

Bankof America. AE:IE.IGD Retail/C
e - etal onsumer
%7 ING lanz @

S
m

FIRSTRAND Energy and Power

BMO 9 Financial Group

Telecommunications

m

Health Services / Pharmaceuticals

T
6' AP NATIONAL BANK =
c OF GREECE y HCA

Cardina|Heahh Hospital Corporation of America®

1% © 2012 IBM Corporation
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Allianz case study

Reducing complexity while improving communication and
governance around risk

20

Allianz (i)

Business Challenge
+ Allianz has 22 operating companies in 70 countries reporting directly into the risk function in Munich
* Need to prepare for compliance with Solvency Il but also to look beyond this to best practice in the industry

* Need to satisfy regulatory requirements from multiple countries made it difficult to implement an operational
risk framework

* Need to standardize methodology and processes to reduce complexity
Solution

+ Allianz implemented a single, integrated solution for operational risk including scenario analysis, KRI's and
capture evidence

Outcome

» Improved standardization of processes across the group

Reduced the regulatory burden

 Better depth of information

Audit trail and documentary evidence, less frequent audits

Better and easier consolidation of information

© 2012 IBM Corporation
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Barclays case study
Integrated Operational Risk and Financial Controls Management

% BARCLAYS

Business Challenge

» Barclays operates in over 50 countries, employs 147,000 people, and serves over 42 million
customers and clients worldwide

* The company had multiple assessments and reports for risks and controls in Operational Risk and
Sarbanes-Oxley, which limited reporting options and resulted in high operating costs

» The company was also looking to align their systems to a common
risk management framework, a strategic goal for the company

Solution

» Barclays implemented a single, integrated solution for operational risk and financial controls
management, which was highly configurable to meet needs of business

» Implemented across UK, Continental Europe, United States Africa, Asia—Over 10,000 users
worldwide

Outcome

» Having access to this kind of data on one platform allows the firm to gain a better overall picture of
where the risks lie in the entire organization

» Added benefit of saving time and resources in the individual business lines

21 © 2012 IBM Corporation
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Analysts...

ChartisResearch

RiskTech100® 2011

Rank Rank Company Total Functionality Core Organizational Customer Market Innovation
2011 2010 Score Technology Strength Satisfaction Presence
1 7 |IBM US | 69.8% 79% 73% 65% 63% 72% 67%
2 1 |SunGard | US| 66.8% 76% 63% 70% 60% 71% 61%
3 2 |SAS US| 65.8% 77% 74% 63% 58% 62% 61%
4 9 |Oracle US| 63.3% 70% 72% 61% 57% 60% 60%
s | 6 |MoodyS gl 6250 61% 64% 64% 62% 62% 62%
Analytics
6 | s |Volters .50 62.00% 63% 56% 69% 61% 63% 60%
Kluwer FS
7 17 |Misys UK | 61.7% 68% 59% 62% 59% 62% 60%
8 4 |Fiserv US| 61.3% 62% 58% 69% 63% 61% 55%
9 5 |MSCI US| 61.3% 59% 53% 69% 63% 63% 61%
NIC
10 12 I(.E . US | 60.3% 60% 59% 62% 58% 61% 62%
Actimize




IBM Finance Forum 2012

Smarter Analytics. Smarter Outcomes.

IBM Risk Management, C-Suite Solution Domain Summary
Financial Services Industry View

23
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Better Business Outcomes with GRC

Lower costs, reduce redundancy and improve
efficiencies by rationalizing your information
architecture

Deliver consistent and accurate information about the
state of risk and compliance initiatives to assess
exposure

Improve decision making and business performance
through increased insight and business intelligence

24

Business
Analytics

”
~
\

© 2012 IBM Corporation



®
___m:__

_ _-V

© 2012 IBM Corporation

25



[Jon]]
[}
1
ln
o
T
7
.
@
AY

IBM Finance Forum 2012

Smarter Analytics. Smarter Outcomes.

Trademarks and notes
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. IBM, the IBM logo, ibm.com, OpenPages, are trademarks or registered trademarks of International Business Machines
Corporation in the United States, other countries, or both. If these and other IBM trademarked terms are marked on their
first occurrence in this information with the appropriate symbol (® or ™), these symbols indicate US registered or common
law trademarks owned by IBM at the time this information was published. Such trademarks may also be registered or
common law trademarks in other countries. A current list of IBM trademarks is available on the Web at “Copyright and
trademark information” at www.ibm.com/legal/copytrade.shtml.

. Other company, product, and service names may be trademarks or service marks of others.

. References in this publication to IBM products or services do not imply that IBM intends to make them available in all
countries in which IBM operates.
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