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The Security Intelligence Life Cycle: Boundaries of QRadar Roadmap 

IBM Security Intelligence 



© 2015 IBM Corporation 

IBM Security 

8   

QRadar delivers embedded intelligence to find true offenses 

Servers and mainframes 

Network and virtual activity 

Application activity 

Data activity 

Configuration information 

Vulnerabilities and threats 

Users and identities 

Global threat intelligence 

Security devices 

Extensive Data Sources …Suspected Incidents 

•  Automated data collection,  
asset discovery and profiling 

•  Automated, real-time,  
and integrated analytics 

•  Massive data reduction 

•  Activity baselining 
and anomaly detection 

•  Out-of-the box rules  
and templates 

Embedded Intelligence 

True Offenses 

Automated 
Offense 

Identification 
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Security Intelligence platform that enables 
security optimization through advanced threat 

detection, meet compliance and policy demands 
and eliminating data silos 

 

Portfolio Overview 

QRadar Log Manager 
•  Turnkey log management for SMB and Enterprises 
•  Upgradeable to enterprise SIEM 

QRadar SIEM 
•  Integrated log, flow, threat, compliance mgmt 
•  Asset profiling and flow analytics 
•  Offense management and workflow 

Network Activity Collectors (QFlow) 
•  Network analytics, behavior and anomaly detection 
•  Layer 7 application monitoring 

QRadar Risk Manager 
•  Predictive threat modeling & simulation 
•  Scalable configuration monitoring and audit 
•  Advanced threat and impact analysis 

QRadar Vulnerability Manager 
•  Integrated Network Scanning & Workflow 
•  Leverage SIEM, Threat, Risk to prioritize 

vulnerabilities 

QRadar Incident Forensics 
•  Reconstruct raw network packets to original format 
•  Determine root cause of security incidents and help 

prevent recurrences 

QRadar Product Portfolio 
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A Real World Example  
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About Target Corporation 

§  Target Corporation is an American retailing company, founded in 1902 and 

headquartered in Minneapolis, Minnesota. It is the second-largest discount retailer in 

the United States, Walmart being the largest. The company is ranked 36th on the 

Fortune 500 as of 2013 and is a component of the Standard & Poor's 500 index. Its 

bullseye trademark is licensed to Wesfarmers, owners of the separate Target Australia 

chain, which is unrelated to Target Corporation. 

§  The first Target store was opened in 1962 in Roseville, Minnesota. Target grew and 

eventually became the largest division of Dayton Hudson Corporation, culminating in 

the company being renamed as Target Corporation in August 2000. Target operates 

1,916 stores in the United States; it began operations in Canada in March 2013 and 

operates 127 locations through its Canadian subsidiary. In December 2013, a data 

breach of Target's systems affected up to 110 million customers. 

Source: Wikipedia 
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In November and December 2013, cyber thieves executed a successful cyber attack against 

Target, one of the largest retail companies in the United States. The attackers surreptitiously 

gained access to Target’s computer network, stole the financial and personal information of as 

many as 110 million Target customers, and then removed this sensitive information from 

Target’s network to a server in Eastern Europe. 

 

John Mulligan, Target’s Executive Vice President and Chief Financial Officer, testified that his 

company “had in place multiple layers of protection, including firewalls, malware detection 

software, intrusion detection and prevention capabilities and data loss prevention tools.” He 

further stated that Target had been certified in September 2013 as compliant with the Payment 

Card Industry Data Security Standards (PCI-DSS), which credit card companies require before 

allowing merchants to process credit and debit card payments.  

 

Source: “Kill Chain” Analysis of the 2013 Target Data Breach; Committee On 

Commerce, Science and Transportation 
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Kill Chain Timeline 
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•  Fire eye event 
•  False position prone 

•  Users don’t fully trust 
•  No additional activity 

information 
-  What traffic 

preceeded and 
followed, from and to 

where ? 
•  Network and business 

context 
•  Are these or can they 

reach critical assets 
•  No business process for 

triaging and analysing 
•  Ignored ! 

First Trigger – Already Compromised  
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•  More alerts 
•  Different areas of 

network 
•  Not correlated with 

other activity or in the 
context of the business 

or network 
•  Not enough visibility 

or context 
•  Still ignored !  

More Alerts – No Linkage 
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•  Too Late 
•  Nightmare business 

scenario unfolds 

DOJ Notification – 40 Million Records Gone 
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•  Nightmare 
•  Worst case business scenario 

Continued Breaches Undetected 
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•  Security Logs + Events 
•  Network Flow Data 
•  Vulnerability Data 
•  Network Topology 
•  Asset profile with 

business context, risk, 
ownerships 

•  Correlation Rules 
•  Behavioural Analysis 

 
•  Increased incident 

relevance 
•  One incident case and 

analysis workflow 
•  Integrated Forensics – 

Rapid confirmation of 
attack 

•  Massive reduction of 
window of exposure 
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