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A termékcsalad funkcionalis attekintése

li Endpoint M
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of Linux ¢ i0OS * Android *« Symbian » Windows M

 Network discovery » Patch management » Security configuration ¢ Windows and Mac

- « Soft distribution baselines power management
* Managed endpoint oftware distributio + Vulnerability  Wakeom LA
hardware inventory « OS deployment Vulnerability
» Managed endpoint « Remote control « Current power usage

software inventory * Network self- baselines and savings
» Server management quarantine models

» Software use Analysis .
 Personal firewall

* PC software license

compliance analysis * Multi-vendor anti-
malware management

» Endpoint protection

T 1console, L agent L server, many 0SS
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Tivoli Endpoint Manager: alacsony TCO, valodi megtakaritas

Korabbi TEM

megkozelités megkozelités
Bevezetés 90 000 eszkozre 6 honap 1 hét
Felligyeleti szerverek darabszama 25 1
Eves aramfelvétel (USA arak) $6.9M $4M
Javitasi ciklus 7 nap 5 perc
Szoftver leltari ciklus 3 hét 20 perc
Sebezhetdség-vizsgalati ciklus 6 honap 3 nap
Biztonsag-konfiguracios ciklus 5 hénap, 6 FTE 2 hét, 1 FTE

.|--.] Gondoltam, megosztom Veled és a sracokkal [...] A Microsoft javitasok teritése reggel 5:00-kor indult aprilis 20-an,
0sszességében 579 047 teritendd javitassal, ami nalunk ebben a pillanatban az eddigi legnagyobb ilyen jellegd
vallalkozas volt. Ebbdl délutan 3:00-ig 527 916 darab kertilt végrehajtasra. Ez azt jelenti, hogy 10 6ra leforgasa alatt az
érintett javitasok 91,17%-a sikeresen lefutott!

Nem hiszem, hogy lenne még egy olyan termék, amely ehhez hasonlé eredményt tudott volna nalunk produkalni. [...]"
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Zart ciklusu, kliens oldali hazirend-kikényszerités

Fixlet Uzenetek
» Készen kapott szabalyok
« Uz. és bizt. ,legjobb gyakorlat”

» Egyszeri sajat hazirend készités
Fhammnfﬁm
I.r

.
vmdwmjanmn

an op | . \
relay in minutes . . iw

‘Cable/DEL

Egy szerver és konzol

» Magas biztonsag,
magas rendelkezésre allas

» Adatgyjtés

* Analizis és riporotok
,-'y &
L= MEBe

© P

Datacenter @n\'\ij/ @ A e
Aaport Coffes Shop
Egy intelligens 4gens
« Allandd 6nértékelés Virtudlis infrastruktara
* Folytonos allapot-kikényszerités » Barmely TEM &gens kijelolése
» Minimélis kihatas (<2% CPU) * Beépitett redundancia

» Meglévé rendszerek kiaknazéasa
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Folytonos javitas-megfelel 6ség ellen 6érzés és
kikényszerités

» Automatizalt patch-kezelés sokféle operacios rendszerhez és
alkalmazashoz

* Biztonsagi és megfeleléségi kockazatok csokkentése a javitasi ciklusok heti
nagysagrendrdl napi/oras nagysagrendre valo csokkentésével

» Patch-szintek atlathatdsaga flexibilis, valds ideji monitorozassal és
riportozassal

» Helytelen javitasok automatikus megakadalyozasa a téves végpontokon
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Valos ideji monitorozas és riportozas

Microsoft Patch® Information

Patches Needed
Total Patches Needed: 21
Total Critical Patches Needed: 8
Computers Needing at least one Critical Patch: 3 (100%)

Number of Relevant Patches (#total)

All Patches: 43 /4,155

Critical Patches: 8/1518

Average Relevant Patches per Computer

All Patches: 17.00

Critical Patches: 267

* - A Microsoft patch is any security bulletin, security advisory, hotfix or service pack and
excludes warnings, administrative tasks, and superseded content.

14

TS OO T YR e I SO T AT U oI T

Total Patches Needed by Severity
22

20
18

16

12

10

Critical Important Moderate Liow Unclassified

Deployment Information

BES Agents Deployed: 3

Total Number of Windows Agents Deployed: 3
Latest Microsoft Patches: Tue, 14 Sep 2010

Microsoft Patch Sites Subscribed:

Patches for Windows (English)

Severity of Relevant Patches

B Critical

. Important Maderate Low B Unclassified
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Egyetlen megoldasban megvaldsitott vallalati végpon ti
biztonsag-feltigyelet

» Biztonsagi beallitasok és javitasok folytonos kikényszeritése

» Patch-szintek atlathatosaga flexibilis, valos ideji monitorozassal es
riportozassal

* Mas gyartoktol szarmazo anti-malware és tlzfal-védelem kdzpontositott

felligyelete
o Készen kapott ,legjobb gyakorlatok” a szabalyozasok altal megkivant
allapotok eléréséhez
» Trendfelismerést és analizist biztositd biztonsagi valtozas riportozas
« A vdllalat altal potencialisan nem ismert végpontok felderitese
» Halozati 6n-karanténozas
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Megfeleléseqg: antivirus, anti-malware

b BigFix Enterprise Console

Fie Edt ¥ew Go Tools Help

5 Back » W Foriiad - | 1 show Hidden

entent " show Nor-elevant Content: | ¢ ¥Refresh cansole |

% ‘Warnings (38)
01 [y Reports (2)
f1- 5 Product Updates (7)

e [ T

Manage Scanning (1)
% Configuration {0}

[]--@ Troubleshaooking (24)
) Device Contral
-5 All Endpaint: Protection

4

j Endpaint Protection Domain
E--E Client Manager for Endpoint Prokec

L
« [ClenkMansgerfor Srcpont Frobection Overvis

- @ Manage Definition Updates {313

[]--@ Deploy AY applications (2)

ELEEEE
0 all Content

ﬁ BigFix Management

' Endpoint Protection

.1. Patch Management

ﬂ- Security Eonﬁguration

@ Systems Lifecycle

Anti-Virus Health Status

iio

258

W Healthy Old Definitions | AV Stopped W Other / None

Anti-virus Deployment Information

| BES Agents Deployed

Computers with Anti-Virus

Anti-¥irus Agents Deployed (incl multiple A ¥ per computer)

| Computers with Multiple Anti-¥irus Agents Deployed

&

| McAfee

Symantec
Trend Micro
Sophos

eTrust

.An.ti.-l‘.u'lglware \.-‘endur Pr.u]:iui:-ts”l.ns.{alléd-

| | anti-Malware L atest Available Definition

Fri, 30 Jul 2010 |
Fri, 30 Jul 2010
Fri, 30 Jul 2010

nia

Fri, 30 Jul 2010

|Connected to database ‘bfenterprise’ as user fim_resch!
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Sérilekenyseg-kezelés

Vulnerabilities to Windows Overview 2

Last updated 4/26/2011

2 Total Computers by Maximum Detected Vulnerabilty Rating

BES Agent Overview

BES Agents Deployed: 21
M High (1)
Total Number of Windows Agents Deployed: 13 3 Medium (0)
Total Number of Agents Evaluating: 1 (T.6% O Low (0}
Applicable Tasks: W Bnsnecited (0)
o . 5 - + H Mone (12)
Vulnerabilities to Windows Systems: Enable "ACCEPTED" Evaluation
Vulnerabilities to Windows Systems: Dizable "ACCEPTED" Evaluation
BE Vulnerabilities to Windows Summary
Total Unique Detected Vulnerabilities Severity of Uniquely Detected Vulnerabilities
Total Unique Detected Vulnerabilities: 11 e
|
Total Unique Detected Vulnerabilities Rated High: 9
i e H High (3}
Total Unique Vulnerabilities: y
@ Medium (2}
Total Unique Vulnerabilities: 2 655 B Low (0)
Total Unique Detected Vulnerabilities Rated High: 1853 B Unspecified (0}

Bl Total Computers by Maximum Vulnerability Rating Summary

Total Computers by Vulnerability Rating

Total Computers with Maximum Vulnerability Rating of High: o
Total Computers with Maximum Vulnerability Rating of Medium: 0 Total Detected Vulnerabilities by Severity
Total Computers with Maximum Vulnerability Rating of Low: 0 0 3
Total Computers with Maximum Vulnerability Rating of Unspecified: 0
3
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Biztonsagi és megfelel6séqi riportok

| Filters

Source Site [ All | None )

| FRIT windows 2002 Server Security Tas
[¥] FRIT windows %P Professional Worksta
[] deffs Staples AI% 5.3

SCM Checklist for DISA STIG an Solaris
SCM Chacklist for DISA STIG an Solaris
SCM Checklist for DISA STIG on Windoy
SCM Checklist for FDCES on Windaows Te
Staples SCM Checklist an AIX 5.1 Test
Staples SCM Chacklist on AIX 5.2
Staples SCM Chacklist on AIX 5.2 Test
staples SCM Checklist on AIX 5.3 Test

Staples SCM Checklist on Windows 200

OO00ODOOoOoDoOocC

UNIX_SCM
chack 05 (Al | Mone )
V] windows xp

theck Type [ All | None )
Application Lag

Event Audit

File Security
Placeholders

Privilege Rights
Registry Values
Security Log

System Access

[EX U CN CNR CUR X CX CURER

System Log
Non-Compliant Computers

\vi A7

o 4

Computer Filters

wWindows Machines

(edit

Component Name

Control-016.004

Minimum Password Length - Windows P

Control-020, 020

Metwork access: Sharing and security model for local accounts -

Contral-016, 003

Minirnumn Psssword Age - Windows P

Control-017 001

Account lockout durstion - Windows %P

Contral-020, 031

Metwork security: Do not store Lab Manager hash value on nex

Contral-020.010

Dewices: Unsigned driver installstion behavior - Windows HP

Control-020.028

Metwork access: Do not allow storage of credentials or (MET Pas

Contral-020,01F

Intersctive logon: Do not dizplay [ast user narme - Windows %P

Control-020,027

Metwork access: Do not sllow snonyrmous enumeration of SAM

Control-020,01%

Intersctive logon: M qe text for users attempting to log on

Contral-020, 032

Metwork security: LAN Manager Authentication Level - Windows

Control-020.021

Interactive logon: Humber of previous logens to cache (in csse

Current Compliance Level

Non-Compliant| Applicable Category

3 5 Systerm Acce:
3 & Registry Val
3 5 Systarn Acce:
3 5 Systerm Acce:
3 & Registry Vale
3 5 Registry Valo
3 5 Registry Valo
3 5 Registry Vall
3 5 Registry Valo
3 & Registry Val
3 5 Fagistry Valo
3 5 Registry Val

Identifier

Control-016.
Contral-020,
Control-016.,
Control-017,
Contral-020,
Contral-020,
Control-020,
Contral-020,
Contral-020,
Contral-020,
Contral-020,

Control-0z20,

Y

67.0400

o5

windows
Windows
windows
wWindows
wWindows
windows
Windows
wWindows
windows
Windows
windows

wWindows

=P

=P

E

=P

=P

=P

#P

E

=P

=P

=P

L

Standard

FRIT windows
FRIT Windows
FRIT windows
FRIT windows
FRIT windows
FRIT windows
FRIT windows
FRIT windows
FRIT windows
FRIT Windows
FRIT windows

FRIT windows

Enabled

NN RNENENERENEE

[

[+]

cumulative Com|

Computers by Compliance Percentage

anduwios o aeguani
=
™

Compliance Percertage

Non-Compliance by Category

Soritu Lan

Average Compliance by

100

E

w)dwon weysis sbeinay

Category

o
&0
" . . . .
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Trendfelismerés és analizis riportozassal

sl 6L&) htip://192.168.1.148:8081 - Security and Compliance Analytics » Overview | — |
{2) Security and C i Analytics .. + —
B SECURITY AND COMPLIANCE ANALYTICS 50 Management ~  Account ~
Overview
(Base Report) - Save As... # Configure View...
Compliance History Computers by Compliance Quartile
00%
13 10
78 |
% Compliant ]
502 S
£s
5 1
o o o — : 0
e s . 0-25% 15-50% 50-75% 75-99% 100%
Creral Complance
1 3C er G including EMEA, 13 16 Checklists including SCM Checklist for
cmputer Groups . )
s Euile Ercicert ':c Jeing oo " DISA STIG un Scleris 10, 5CM Checklist for
me e, neering, Ffinance, Ly ra ic,
> — R eere 0 DISA STIG on AIX 5.3,and SCM Checklist
ou1s 0226 pzpendon,and NA oS 73 R EREC on Windows XP
2| Computers with OSs including WinXP
= P © 5.1.2600, WinZ003 5.2.3790, Wir2008 a0 ————— 3,572 Chedks in categories including NIA,
1 2,000
) 6.0.6002, Win7 6.1.750C, Mac OS X 10.6.6, 0 File / Directory Access, Systam Security,and
ouzs ozas ozand Linux Ubuntu 1C.04.1 LTS (2.6.32-24- oS s wzAccount Managamant
generic)
Check Results History
40,000
H W 29.233 Mot Apglicable
A W 2304 Non Compliane
3 ] 227 Geceprec (NT)
£ 20.00 I 59 Breepuen (C)
B soc2 comaliam
)
0ns 1 0237
Dune
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Valos idej Gt malware és sebezhet 6seéqg elleni védelem

Virusok, trojaiak, virusféergek, kémprogramok, rootkitek, webes
tamadasok es ezek variansainak karokozasa elleni védelem fizikai
és virtualis végpontokon

Valos idejd végpont-védelem biztositasa allomany és web
iIsmeretseég, viselkedés-monitorozas, virtualizacio-tudatossag es
személyes tzfal alkalmazasaval

Automatikus malware torles és végpont sérilekenysegek javitasa a
tamadasok elbtt

Az antivirus szolgaltatasok telepitettségének, frissessegének és
futd allapotanak folyamatos biztositasa

Virtualizacio-tudatossag a virtualis infrastrukturak eréforras-
versengeési jelenségének minimalizalasara

© 2011 IBM Corporation



EszkOz-korlatozasok

13

X X X

X X X X

Port letiltas

Tiltott kulcsszo
Hozzaférés-tiltas
Allomanyméret-tiltas

Nem engedélyezett USB
sorozatszam

Tiltott kulcssszo

Gyanus adattartalom — minta-
restrikcio

Nyomtatas-védelem

Tiltott kulcsszo

Gyanus adattartalom — minta-
restrikcio

Port letiltas
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Mobil eszk0z0Ok feligyelete

Biztonsagi alapelvek kikényszeritése

* jelszavak

» eszkoztitkositas

» titkositott mentes

* tavoli torlés

* levelezés- és vallalati adathozzaférés-kontroll
Jailbreak és root detektalas
Szoftver és hardver nyilvantartas
Szoftverterités
Tamogatott rendszerek: Windows Phone, Android, Symbian, iOS

Agent alapu + email alapu |
e G Lotus Nutes'
Exchange Server

© 2011 IBM Corporation



Endpoint Manager for Mobile Devices Dashboard

Mobile Device Management
1| Mobile Device Overview
i Setup (@)

I% TEM 8.2 Windows Components Upgrac

% Warnings (2]
4 [Ty Mobile Devices (26)
[ Ei Android Agents (1)
v £ Apple MDM (1)
v [ MS Exchange (11)
f» @ Lotus Traveler (13}
4 & Inventory
ﬁ Device Information (9)
I £ Lecation Information
4 & Apps Management
:_.il Installed Apps
ﬂi Offered Apps
iy App Offer Tasks (0)
» [ Security Policies
4 T Applei0Ss Profiles
1| 105 Profile Configuration
@ Paszzcade (0]
@ Exchange ActiveSync (0}
g Restrictions (0)

« Mobile Device Overview

-

Mobile Device Overview

Device Count by Type

14

12 4

I

Bevice Count

Android

iPad

iPhone

WinMobile
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,Deny Email Access” szabaly

Description

This task will deny targeted mobile devices access to their email server (Lotus Traveler or
Microsoft Exchange). Use Allow Email Accessto restore access.

Actions

® Click here to deny email access.

| Description | Details Applicable Computers (13)

Action Histony (0]

4 I% Applicable Computers (13)

4 [] By Retrieved Properties
i B By Computer Name
- Bl By 05
i E5] By Agent Type
I+ [ By Last Report Time
i B2 By User Name
- £ By Metwork Adapter - Windows
i B3 By Locked
|- £ By BES Relay Selection Method
B3 By Relay
i £ By Free Space on System Drive
i B3 By Total Size of System Drive
I £ By Subnet Address
i 2] By BES Relay Service Installed
- Bl By Test OS5
i £5 By IP Address

I B3 By Group

Computer Mame

B Android bfé8fac3fildee2e
B Android 32067 26cfdb008S
B AppisKi31B6DAAT

! Android 5514 FCEDCOCS48F0EESEL...

B Android_354795044824958
B Android c4207440ef0a1524d
B AppiE7938)5M3NR

! B0ASBEIEE144024 43608 40300933F ...

W Appl7wos224E845
B Android 8f166312739dc043
B Applocanzasatap
B Android_1292e80b9e00£5f9
B Appl3049uUKATD

05

Android 2.3.6
Android 3.1

Apple-iPhone3C1/...

Android 2.2
Android 2.2
Android 234

Apple-iPhone?Cl/..,
PocketPC/B(5.2.19..,
Apple-iPhone3Cl/...

Android 233

Apple-iPod/705.18...

Android 234

Apple-iPadlC1/81...
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Felhasznalobarat iOS profilbeallitasi varazslo az Apple MDM API-hoz

Profile Details

[

[

B
B
o 3
NS
B

T@

Identity Passcode

|¥| Require passcode on device
Enforce the use of a passcode before using device

Allow simple value
Permit the use of repeating, ascending, and descending charcter sequences

Require alphanumeric value
Require passcodes to contain at least one letter

Minimum password length
Smallest number of passcode characters allowed

Minimum number of complex characters
Smallest number of non-alphanumeric characters allowed

Maximum passcode age (1-730 days, or none)
Days after which passcode must be changed

Auto-Lock (1-5) minutes, or 0 for none
Device automatically locks when time period elapses

Passcode history {1-50 passcodes, or 0 for none
The number of unique passcodes required before reuse

Grace period for device lock
Amaount of time device can be locked without prompting for passcode on unlock

Maximum number of failed attempts
MNumber of passcode entry attempts allowed before all data on device will be erased

E Exit New Profile Mode L Save Profile
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Exchange szabalyok beallitasa és kikuldése TEM konzolrol

Exchange ActiveSync Mailbox Policy - Configuration

1) Choose a Client Access Mailbox Policy

General Password Sync Settings Device

(¥ Allow removable storage

[<

Allow Camera

<

Allow Wi-Fi

[

Allow infrared

&

Allow Internet sharing from device

[

Allow remote desktop from device

<

Allow desktop synchronization

Allow Bluetooth

Currently Enforced Policies
b
Name Hon-Provisionable ... Device Password R... | Default Creation Time Modification Time Device Count
Default True Falze True Thu Jul 21 12:23:43 GMT Tue Sep 27 10:06:25GW 5
Exchange Policy Exampk True True False Thu Jul 28 02:42:33 GMT Tue Aug 9 04:18:45 GT 3
Exchange Policy Example Falze Falze Falze Tue Aug 30 04:18:18 GM Tue Aug 30 051233 GM 1

Device Applications

Other
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Lotus Traveler szabalyok beallitasa es kiktildése TEM konzolrdl

Lotus Traveler Device Security Settings - Configuration

Windows Mobile = Nokia  Apple  Android

Device Security
|¥| Regquire device password
|| Prohibit ascending, descending and repeating sequences
|_| Reguire alphanumeric value
Minimum password length: 8

Minimum number of complex characters: 0

2
5
Auto lock period (maximum): 30 @ minutes
Password expiration period: 50 @
Password history count: 0 @
| | Wrong passwords before wiping device -
| | Prohibit unencrypted devices
|¥] Prohibit camera

|v|] Prohibit devices incapable of security enablement

Violation Action
Enforce

Enforce
Enforce
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Kosz onom a figyelmet!

maiier softw
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