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= An overview of some of the technologies that can be
used when securing CICS Web Services:

 Security challenges

e Transport level security
e Message level security

= Detalled look at some WS-Security scenarios:

Setting user ID on URIMAP definition
Basic authentication

|dentity Assertion

XML Digital Signatures

XML Encryption

a bk wbhPF

Thanks to the following people for their input to this presentation: the redbook team Robert Herman
and Luis Aused Lopez. And also Fraser Bohm, Arnauld Desprets and Patrick Kappeler.
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Technology Overview




Security challenges

<SOAPMessage
in clear text>
User: Tellerl
Account No.1234
Balance

Bank Teller 1 f

Tampering:
No integrity

U =

Network C

Bank Data
Center

Eavesdropping:
No confidentiality

L]

<SOAPMessage
in clear text>
User: Tellerl
Account No.1234
Balance
7

Attacker Spoofing:
No authentication
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HTTPS:
point-to-point
protocol-level
security
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Without WS-Security, CICS Web Services can be secured using any technique
that can be applied to a browser based application, such as HTTPS

However, this still leaves a number of gaps:- end-to-end (rather than point-to-
point) credentials, signature, encryption, etc.




Bank Teller 1

<SOAPMessage
with WS-Sec>

[Security Token]
L User: Tellerl
Password: XYZ

—
Authentication d

_Security Token |

~ ] ™ Digital Signature
Integrity —]

__ Signature

Account
Confidentiality ——— No.

_ Encryption | Balance

4

g
(n.a' I ‘l..a E:)

Bank Data
Center

The SOAP message shown above contains three pieces of security data:

* A security token (UsernameToken) used to authenticate and identify user Tellerl
» A digital signature to ensure that no one illegally modifies message while it is in transit.
* An account balance XML element which is encrypted to ensure confidentiality



Support for the following is provided by the CICS WS-Security Message
handler, DFHWSSEL: Shipped via APAR PK22736 (PTFs UK15271 and
UK15261)

*Authentication based on basic authentication (UsernameToken) or X.509
certificate (BinarySecurityToken)

ldentity Assertion based on trust tokens (basic authentication or X.509
certificate )

*Signature validation of inbound message signatures, for RSA-SHA1 & DSA-
SHAL.

*Signhature generation for the SOAP Body on outbound messages using RSA-
SHAL.

* Decryption of encrypted data in inbound messages AES 128,192& 256 or
triple-DES, with key wrap RSA 1 5 and AES 128,192& 256 or triple-DES.

* Encryption of the SOAP Body content with the above algorithms.
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A user-written message handler program can:
- extract the UsernameToken from the SOAP header
- validate the username and password

* set the user ID of the CICS task to the username passed in
the header

SSL can be used for integrity and confidentiality

This ‘*hand-crafted’ approach is very appropriate for
applications with ‘simple’ security requirements and has
significant performance benefits.
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Security scenarios
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URIMAP can set

user ID or trans DFHWSSE1 can
id validate signature
l and decrypt
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WebSphere
Application
Server V6

Soap message
with no security

CICS TS V3.1/

CPIH and
ORDR run

with user ID
CIWSNW

Service requester

Browser

Service provide;/

Windows

URIMAP Y
| Request @— with — C
:'\l/ A _® v USERID = | 0
HTTP
<: P SOAP/HTTP | g
P

z/OS

e User ID (CIWSNW) for transaction is specified in URIMAP definition

e Transaction id ORDR is dynamically chosen for pipeline alias
transaction based on type of request (default trans id is CPIH)

- All placeOrder service requests run with same user 1D




URIMAP definition

CEDA DEFine Urimap( SECPORDR )

Urimap : SECPORDR

Group : S3C1

Description ==>

STatus ==> Enabled Enabled | Disabled

USAge ==> Pipeline Server | Client | Pipeline
UNIVERSAL RESOURCE IDENTIFIER

SCheme ==> HTTP HTTP | HTTPS

HOST ==> *

(Lower Case) ==>

PAth ==> [exampleApp/placeOrder

ASSOCIATED CICS RESOURCES
Webservice ==> placeOrder

SECURITY ATTRIBUTES
USErid ==> CIWSNW



Browser

@T

L

UsernameToken
generation

User-written header processing program
validates user Id and password and sets

user ID for CICS task

@

WebSphere
Application
Server

P

T O

i

Service requ?(ster

Request A| |r\
<SOAP/HTTP(S)>
A

CPIH runs
with user ID
CIWSNW

2

\CICS TS\V3.1

ORDR runs
with user ID
WEBAS3

Response

Windows

Wice\grovidﬂ
P

I
Request C e
O_ S P iy O

| E
L D

N

E

z/OS

<wsse:Security>
<wsse:UsernameToken>
<wsse:Username>WEBAS3</wsse:Username>
<wsse:Password>password</wsse:Password>
</wsse:UsernameToken>
</wsse:Security>
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Basic authentication configuration

WebSphere

*Configure the request generator
 Include UsernameToken in SOAP message request

CICS

* Pipeline configuration file

* Run user-written header processing program which validates
user Id and password and sets user ID for CICS task




¥ web Deployment Descriptor X

Web Service Client Security Extensions

Editor For Web Service Client Security Extensions

Component Scoped References

Service References
Service References

79 service/DFHOXCMNService
79 service/DFHOXCMNService?
%seruice;‘DFHD}iCMNSewicea]

fdd Edit Remaove

Port Qname Bindings

The Fallowing are port qualified name bindings of the selected

service reference

adOFHDECMMPort

fdd Edit Remaove

Client Service Configuration Details

Default Mappings

Request Generator Configuration
selected Port Qname Binding

Details
Integrity
Confidentiality

......

ik security Token

Add Timestamp
Property

The following is the Request Generator Configuration For the

Response Consumer Configuration

The following is the Response Consurmer Configuration For the

selected Pork Qname Binding

Required Integrity
Required Confidentiality
Required Security Token
Add Timestamp
Property

fent Cepile prrent Deseripior

[Hequeﬁt Generst or Configuration

[H‘ES ponse Consuner Corfiguration

Client Bindivg configu @ tor

[Reql_ESt Gererator Configuration ]

NHSE Consumer Corfiguration

Crverview | Servleks | Filker | Security | References | WS Handler | Pages | Variables | W'S Extension | W'S Binding | Extensions | Source

N




eb Deployment Descriptor X

Editor For Web services client bindings
Component scoped references

Service references

The Following are Web services referenced in this client binding

P19 service/DFHOXCMMSer vice
’.’":'_f SErVicE

add Remaove

Service References Details

Port Qualified Mame Binding
Port qualified name bindings of the selected service reference

S4DFHOXCMMPOrt

add Edit [ Cifent Deploprrent Desoriptor

Port Qualified Name | [Hequeﬁt Generst or Configuration ]

Default Mappings [H‘ESp:unse Comsumer Corfiguration

Parameters of Servic_ _____ _____

Security Request Generator Binding Configuration

Fecurity configuration For generating request messages

Trust Anchor
Certificate Store List
Token Generator

Key Locators

Key Information
Signing Information
Encryption Information

Property

Security Response Consugher Binding Configuration

Security configuration For consgming response messages

Trust Anchor
Certificate Store L5t
Token Consume
Key Locators
Key Informalion

Signing Infgrmation

Client Bindivg configu @ tor j

[Reql_ESt G ere rat or \Gonfiguration ]

N

[HESp:nse Conzumer Corfjguration ime Binding

N\

Cwerview | Servlets | Filker | Security | References | WS Handler | Pages | Variables | WS Extension | WS B%g Extensions | Source




Configure service requester for basicauth

Client deployment descriptor:

Specify the type of security
token

Client binding configuration:

Specify the security token
iInformation

:@:Securitr Token Dialog

Marme: I basicauth
Token tvpe:ﬁ_lsername j j
LIRI: [

Local name: I htkp:)/docs, nasis-open. orgfwss 200401 foasis-20040 1 -wss-username-token-profile-1,

(0] 4 Zancel

@ Token Generator dialog

Token generator name; | basicauthToken
Token generatar class: |cn:urn.iI:um.wsspi.wssecuritv.tn:uken.UsernameTDkﬂnGeneratnr j
Security koken |I:|asin:auth j
v LUse value type
Yalue bype |Llsername Token j
Local name: | htkp:)/docs, nasis-open. orgfwss) 200401 foasis-20040 1 -wss-username-
LR; |

all back handler: com.ibm.wsspi,wssecurity, auth, callback, MonPromptCallbackHandler j

| WEBAS3 \

| REDBOOKS

ser ID:

Password:
[ Use key store
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CICS pipeline configuration for basicauth

<service>
<terminal_handler>
<cics_soap 1.2 handler>
<headerprogram>
<program_name>CIWSSECH</program_name>

<namespace>http://docs.oasis-open.org/wss/2004/01/oasis-
200401-wss-wssecurity-secext-1.0.xsd</namespace>

<localname>Security</localname>
<mandatory>true</mandatory>
</headerprogram>
</cics_soap_1.2 handler>
</terminal_handler>
</service>
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Header procesing program CIWSSECH

Pseudo code

Check if invoked for RECEIVE-REQUEST, else exit
Check for correct URI, else exit

Obtain WS-Security header from DFHHEADER container
Parse the header

Verify the credentials extracted
Put user ID into DFHWS-USERID container
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What user ID is used to run Web service request ?

INQUIRE TASK
STATUS: RESULTS - OVERTYPE TO MODIFY

Tas (0000274) Tra(CPIH) Sus Tas Pri( 001 )
Sta(U ) Use(CIWSNW ) Uow(BDFAD304E2ED1740) Hty(RZCBNOTI)
Tas (0000275) Tra(ORDR) Sus Tas Pri( 001 )

Sta(U ) Use(WEBAS3 ) Uow(BDFAD304E4DEE18E) Hty(EDF )
SYSID=S3C1 PPLID=A6P0OS3C1

ORDR transaction runs with user ID WEBASS3, that is the user ID passed in the
SOAP Security header.



Scenario 3 - What is ldentity assertion ?

[HIRNRRRRARARRIRRRRRRNEE]
Mainframe
e
== p—
& - ) e
CICS

Need to consider two models:
» Trust token model
 Blind trust model

Legacy Application



* Requirements specified using <authentication> element of DFHWSSE1
configuration in pipeline configuration file e.g

<service handler _list>
<wsse handler>
<dfhwsse configuration version="1">
<authentication trust="signature" mode=" basic">
</authentication>
</dfhwsse_configuration>
</wsse handler>
</service handler_list>

* CICS processes two tokens
 ldentity token (the asserted identity)

* Trust token (used to check that the sender is authorized to assert
identities)

* Trust relationship is established using surrogate definitions
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trust mode meaning

basic basic The trust token is a username token with a password
The identity token is a second username token
without a password. CICS puts this username in
container DFHWS-USERID, and this user ID is used
to run transactions in CICS.

signature The trust token is a username token with a password

The identity token is an X.509 certificate. CICS puts
the user ID associated with the certificate in container
DFHWS-USERID, and this user ID is used to run
transactions in CICS.

signature basic The trust token is an X.509 certificate.
The identity token is a username token without a
password.

The identity token and the body must be signed with the
X.509 certificate.

_ The trust token is an X.509 certificate.
signature The identity token is a second X.509 certificate.

The identity token and the body must be signed with the
1st X.509 certificate (the trust token).
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trust

mode

meaning

sighature

basic

CICS adds the following tokens to the message:
e The trust token is an X.509 security token.
» The identity token is a username with no password.

The certificate used to sign the identity token and
message body is specified by the <certificate_label>.

The user ID placed in the identity token is the contents
of the DFHWS-USERID container (which, by default,
contains the running task’s user ID).

1
il
I
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[
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Trust token model

WAS sends trust token and identity
token for each request

Trust token options are 3
usernametoken or X.509 certificate

CICS validates trust token for each
request

Advantages

CICS supplied function
Works for any transport mechanism

Disadvantages

Trust re-established for each
request

Performance

Blind trust model

WAS only sends identity token

Trust needs to be establised using
a transport based mechanism (e.g
SSL client authentication)

Advantages

Trust can be establised at socket
connection and is not required for
each request (if connection
persists)

Performance

Disadvantages

Trust model dependent on
transport mechanism

User-written approach because
DFHWSSE1 does not support
blind trust



User-written header processing program
sets user ID for CICS task

Browser

<:HTTP

:

jv)

-

User authenticates with
user ID LLOPEZ

UsernameToken
generation ORDR runs
@ with user 1D
@ LLOPEZ
WebSphere
Application
Server CICS TSV3.1
Service requ?(ster Serwce\pé)wdﬂ
I
SOAP/HTTPS | E R
L D
G G
Response Response N
E
Windows z/0S

<wsse:Security>
<wsse:UsernameToken>
<wsse:Username>LLOPEZ</wsse:Username>
</wsse:UsernameToken>
</wsse:Security>
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ID assertion configuration

WebSphere

*Configure the request generator

 Include UsernameToken in SOAP message request based on
Run As identity

CICS

* Pipeline configuration file

* Run user-written header processing program which sets user
ID for CICS task
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Configure service requester for ID assertion

Client deployment descriptor: 4 Security Token x]
Marne: | Assertedld
. . Token tvp{|Llsername Token ] j
Specify the type of security w |

token

Local name: | htkp: ) /docs, nasis-open. argfwss 200401 foasis-20040 1 -wss-username-token-profile-1,

o) 4 Zancel |




Configure service requester for ID assertion

4b Token Generator

Token generator narne: I Id&ssertionTokGen

Token generatar class: |n:n:um.ibm.wsspi.wssecurit';.f.I:n:ukﬂn.LlsernameTDkenGeneratDr Li

Security token: | AssertedId L]
W Use value type

Client binding

CO nfl C] U I'atl on. Yalue bype: |Llsername Token Li
Local name: | htkp: fidocs, nasis-open. orgiwss 200401 foasis-200401 -wss-username-token-profile- 1, 0# UsernameToken
URI: |

Specify the security
token generation
information for
ldentity
assertion

#

Callback handler: |
User ID: |
|

Password:
| Use key stare

ke

alias: I Key password: Kew name: |

Callback Handler Property:

com.ibm.wsspi wssecurity, koken, IDAssertion.isUsed krue
cor.ibm . wsspi, wssecurity boken, IDAssertion. useRunAsIdentity  true
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CICS pipeline configuration for ID assertion

<service>
<terminal_handler>
<cics_soap 1.2 handler>
<headerprogram>
<program_name>CIWSSECS</program_name>

<namespace>http://docs.oasis-open.org/wss/2004/01/oasis-
200401-wss-wssecurity-secext-1.0.xsd</namespace>

<localname>Security</localname>
<mandatory>true</mandatory>
</headerprogram>
</cics_soap_1.2 handler>
</terminal_handler>
</service>
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Header procesing program CIWSSECS

Pseudo code

Check if invoked for RECEIVE-REQUEST, else exit
Check for correct URI, else exit

Obtain WS-Security header from DFHHEADER container
Parse the header

Put user ID into DFHWS-USERID container
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INQUIRE TASK
STATUS: RESULTS - OVERTYPE TO MODIFY

Tas(0000115) Tra(CPIH) Sus Tas Pri( 001 )
Sta(U ) Use(CIWSNW ) Uow(BF7020A462194C09) Hty(RZCBNOTI)
Tas(0000116) Tra(ORDR) Sus Tas Pri( 001 )

Sta(U ) Use(LLOPEZ ) Uow(BF7020A462C6FA09) Hty (EDF )
SYSID=S3C1 PPLID=A6P0OS3C1

ORDR transaction runs with user ID LLOPEZ, that is the user ID used to authenticate
with the WebSphere Application Server

Important:

This simplistic scenario assumes that the distributed and host user registries are
synchronised. When this is not the case, a mapping can be done in the service
requester, for example, using Tivoli Federated Identity Manager (TFIM).




Scenario 4 — What is an XML Digital Signature ?

XML
SHA-1
Alice's Alice "signs" the
hash (encrypts the
ML sQC{ hash with her
—4{// private key)

sm- DI .
Bob decrypts the If hashes match:

7 signed hash with » XML didn't
“©  Alice's public key change in transit
XML » Only Alice could
SHA-1 have signed
Sl ) h 7
Bob hashes the /

XML to derive the
hash




Scenario 4 — Signing a SOAP

e X.509 security token generation
e Digitally sign message with private
key of WebSphere certificate

message

Validate message request
with public key of
WebSphere certificate

ORDR runs
with user ID
WEBAS1

@ WebSphere
Application CICS TS V3.1
Server , .
. Service provider
Servite requester P
Browser —— |
| A N C P
N A Request — @ - E | g
HTTP P SOAP/HTTP I w D
P H S R
/ -
@) Windows XP zIOS V1.7 3
mikee01
Validate message response <WSS€159C_U”W> _ Digitally sign message
with public key of CICS <Wsse:B|nar}/Secur|t.)./Token> response with private key
certificate @ | | e eG+9iKsop0Qijaghfty.\ 2"fhYHSgtDu..... of CICS certificate
(X.5009 certificate)

</wsse:Security>

</wsse:BinarySecurityToken>




WebSphere Application
Server V6.1 CICS TS V3.1

Service requester Service provider
C

P < SOAP/HTTP > !

key store name = c:\SG247206\keystore\was.jks KEYRING=Ciws.Ciwss3cl

i

ey store RACF m
~® > @
[label
-

00O XxO

Response

cert cert
1 X

label

WebSphere " L Gt Encrypted CICS
private key WebSphere CICS certificate private key

certificate and  &nd public key /

public key WebSphere
certificate and
public key

PKDS key label

CICS certificate
and public key




Creating CICS certificate In RACF

RACDCERT ID(CIWS3D) GENCERT
SUBJECTSDN(CN('CICSCERT")

T ('Ciwss3cl-cert)

OU('PSSC)

O (ITSO"

L ('"Endicott’)

SP('New York")

C ('US))
NOTBEFORE(DATE(2005-01-01) TIME(00:00:00))
NOTAFTER (DATE(2014-12-31) TIME(23:59:59))
KEYUSAGE (DOCSIGN DATAENCRYPT)
WITHLABEL('CICSCERT")

SIZE(1024)
ICSF

RACDCERT ID(CIWS3D) CONNECT(ID(CIWS3D) LABEL('CICSCERT")
RING(Ciws.Ciwss3cl))
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= ICSF (Integrated Cryptographic Service Facility) must be configured
with cryptographic devices and started

= ICSF is a software component of z/OS which provides an application
programming interface which CICS uses to request crytographic
services

= Cryptographic hardware requirements depend on System z server
(29, 2990, z890 etc)

= On the z9 an optimal cryptographic hardware configuration is a
combination of CPACF and CEX2

= CPACF (CP Assist for Cryptographic Functions) for shared secret
key functions

= CEX2 (Crypto Express2 Feature) for public key and shared secret
key functions
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Importing WebSphere certificate into RACF

RACDCERT ID(WEBAS1) ADD('CIWS.WASCERT.DER')
WITHLABEL('WASCERT') TRUST

RACDCERT ID(CIWS3D) CONNECT(ID(WEBAS1)
LABEL('WASCERT") RING(Ciws.Ciwss3c1))
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Digital signature configuration

WebSphere
» Configure the request generator
= Sign SOAP body of message request

= Include BinarySecurityToken (X.509 certificate)

» Configure the response consumer
* Validate signed response

CICS
* Pipeline configuration file
» Validate signed message

» Authentication using X.509 certificate
» Sign SOAP body of message response
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Configure service requester for signing

4F Integrity

Client deployment descriptor: G Irtegrty nane: [t bod

Crder: K =l

W
Parts Dialect \ | Parts Keyward |

http:,l',l'www.ihm.cum!wehsphere!wehsmd body ) j

Create integrity message part —

¢ Token Generator

Token generator name: | gen_dsigtgen

Token generator class: |c::lm.ihm.wsspi.wssecuritv.tnkﬂn.KSDQTDk&nGeneratur

Security token: |

Client binding configuration:

W Use value bype

Value bype: {z509 certificate token 3 ) — -]
Local name: | http:/fdocs. nasis-open, orgfwss/2004/01 /oasis-20040 1 -vwss-x S0 TR —— | . @

LRL: | -

Callback handlet: |c-:urn.iI:um.wsspi.wssecurity.auth.n:alll:uan:k.XSDQCaIIbackHandIer /

User 10 | _— Specify the security token

Password: | . . .
W Lse key store / generatlon InfOrmathn fOI'
WebSphere certificate

Password: | itso /
Type: | JKS j
key: /
alias: | Key password: Jw: "4

wascert_rsa itso (CI‘\I=was::erlzJ O=IEM, C=LI5|
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Configure service requester for signing (cont ...)

& Key Locator

Client binding configuration:

r

O

Create key locato

4 Key Information @

Password: | itso

Path: 5G4 7206 keystorelwas, jks

Type! JEE j
Key:

Alizs:

Key locakor name: | gen_dsigllocator

Key locator class: ||:|:|rr|.iI:um.wsspi.wssecurity.k&yinfn.KeyStureKeyanatnr

v Use key skare

wascert_rsa

kev information name: | qgen_dsigkeyinfo

k.ey infarmation type(] STRREF ] \ j
kev information class: | com.ibm.ws, webservices, wssecurity keyinfo, STRReferenceContentaeTEerae—
v Use key locakar /
Kev locator: | gen_dsigklocator / j
Keyv name: W/ j
Iv Use token
Token: | gen_dsigtgen| j
Property:

| Ky passmmTee_ '
itso CH=wascert, O=IBM, C=U5|

Client binding configuration:

@Specify key information type
— and key locator

o Attach WebSphere
certificate to request
 Sign with WebSphere
private key
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Configure service requester for signing (cont ...)

Client binding configuration: e e T (sigm_bady

Canonicalization method algorithm: |http:,I',l'www.WS.nrg,l'ZEIIIIl,I'1D,|':-:m|—em:-n:14n# j

SpeCIfy Slgnlng Informatlon I only FIPS compliant algorithms

InCI Ud I ng Slg natu re algorlth m W‘ hittp: f v w3, orgf 200009 < mldsig#rsa-shal ’ -

Key information name: | sign_kinfo
Key information element: |gen_d5igkevinﬁ:u j
4P Part Reference g|
Part reference name: | sign_part Client binding configuration:

Integrity part: ( ]intil:u:ul:l':.-' ]i\ﬂ
- @

[ Show only FIPS compliant algarithms

Digest method algorithm: |htt|:|:,I',I'www.w3.l:nrg,l'2EIEIEI,I'EI9,I'me|:Isig#sha1 j M essag e part to S | g n

(8] 4 [_: | Zancel |

Note: signing information also needs to be specified for the response consumer
configuration (not shown here) and the client application needs to be re-deployed




CICS pipeline configuration for signature

<service handler _list>
<wsse handler>
<dfhwsse configuration version="1">

<authentication mode="signature">
<algorithm>nttp://www.w3.0rg/2000/09/xmldsig#rsa-shal</algorithm>
</authentication>
<expect_signed body/>
<sign_body>

<algorithm>http://www.w3.0rg/2000/09/xmldsig#rsa-
shal</algorithm>

<certificate_label>CICSCERT</certificate label>
</sign_body>
</dfhwsse_configuration>
</wsse handler>
</service_handler_list>



Signed SOAP reguest message

<soapenv:Envelope>
<soapenv:Header>
<wsse:Security S:mustUnderstand="1"
xmlns :wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd ">
<wsse:BinarySecurityToken EncodingType="wsse:Base64Binary">
MIIDQTCC4ZzO7tIgerPlaidlg ... [truncated] X.509 cert
</wsse:BinarySecurityToken>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"> i
....signature data.... Slgnature
</ds:Signature>
</wsse:Security>
</soapenv:Header>
<soapenv:Body>
<p635:ca _request i1d>010RDR</p635:ca_request id>
<p635:ca_return code>0</p635:ca_return code> SOAP bOdy
[truncated]
</soapenv:Body>

</soapenv:Envelope>
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What user ID is used to run Web service request ?

INQUIRE TASK
STATUS: RESULTS - OVERTYPE TO MODIFY

Tas (0000055) Tra(CPIH) Sus Tas Pri( 001 )
Sta(U ) Use(CIWSNW ) Uow(BF3C2E9E2114284E) Hty(RZCBNOTI)
Tas (0000056) Tra(ORDR) Sus Tas Pri( 001 )

Sta(U ) Use(WEBAS1 ) Uow(BF3C2E9E24801B8B) Hty (EDF )

SYSID=S3C1 PPLID=A6POS3C(Cl

ORDR transaction runs with user ID WEBAS1 which is the owning user ID of the
WebSphere certificate



e Encrypt message with random secret key

e Encrypt secret key with public key of
CICS certificate

e Decrypt secret key with private
key of CICS certificate

e Decrypt message with secret key

WebSphere @
(W\Application CICS TS V3.1
Server : _
Service provider
Servige requester P
Browser — I
1 =
| R t Request C e
— [\ A eques [ v 5 £ _‘ >
/ = SOAP/HTTP | ” :
P A H < R
<—@ Response e
/ E
3
@ Windows XP 210S V1.7 B
mikeeO1
* Decrypt secret key <soapenv:Body> e Encrypt message
with private key of <EncryptedData xmins="..." |[d="wssecurity_encryption_id_xxxx" reSpo?ske with random
WebSphere Type="http://www.w3.0rg/2001/04/xmlenc#Content"> Secret key
certificate <EncryptionMethod Algorithm="..."></EncryptionMethod> * Encrypt secret key
e Decrypt message <CipherData> with public key of
response with secret <CipherValue>6LPABMFTISdc2xtnjiid...</Ciphervalue> | | WebSphere certificate
key </CipherData>
</EncryptedData>
</soapenv:Body>
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XML Encryption configuration

WebSphere
« Configure the request generator
= Encrypt SOAP body of message request

*Configure the response consumer
« Decrypt encrypted response

CICS
* Pipeline configuration file
« Decrypt encrypted request

* Encrypt response
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:

Configure service requester for encryption

& Confidentiality X

Client deployment descriptor: ;’::::E””E'“ :f”””"”‘“ <
Create confidentiality message _

part Parts Dialect  — ——— Parts Kevword |

|http:,I',l'www.il:um.cnm,l'websphere,l'webservic + \bodycontent )

€ Key Locator @

Key locator name: | gen_encklocator

Key locator class: | com.ibm.wsspi wssecuricy keyinfo, KeyStoreKeyLocator | Client bindin g CO nfi agu ration:

[v Use key store
Password: | iksin @
Type: e ] / Create key locator

Kew:
Alias: | kKew passwiord: g ¥
cicscert itso ‘k'f:r‘-.l='§:ICS'CERTJ O=IT20, C=U5




|
il
]

!!
"

Configure service requester for encryption (cont...)

Client binding configuration :

€ Key Information

ke information name: | genenckeyinfo

ke information tgge:([ KEYMAME ] j

Specify key information for

encrypting secret key with @)\

CICS public key

4 Encryption Information

Kevw information class: | com.ibrm.ws, webservices  wssecurity  kevinfo, KeyhameContentGenerator

[v Use kev locator

Ky e | gen_encklocator j
Key name: { CM=CICSCERT, O=IT50, C=U5 , j

Client binding configuration:

Encryption Mame: | enc_body|

| Show only FIPS compliant algarithms

@

_—

» Specify encryption algorithm
____used to encrypt the data

kew information name: | enc_kevinfo

» Specify encryption algorithm

ke information element: |genencke~;.-'inﬁ:u

Confidentiality part: |n:u:unF_I:u:u:|';.f

used to encrypt the secret
key

Lel L

Note: not going to show all screenshots for encryption here !! Don’t forget to specify the
response consumer configuration for encryption too (not shown here)
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CICS pipeline configuration for encryption

<service handler_list>
<wsse handler>
<dfhwsse_configuration version="1">
<expect_encrypted body/>
<encrypt_body>
<algorithm>http://www.w3.0rg/2001/04/xmlenc#tripledes-cbc
</algorithm>
<certificate_label>WASCERT</certificate_label>
</encrypt_body>
</dfhwsse_configuration>
</wsse handler>
</service_handler_list>



Encrypted SOAP request message

<soapenv:Envelope>
<soapenv:Header>
<wsse:Security S:mustUnderstand="1"
xmlns :wsse="http://docs.oasis-open.org/wss/2004/01/o0asis-200401-wss-wssecurity-secext-1.0.xsd ">
<EncryptedKey xmlns="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1 5"/>
<ds:KeyInfo xmlns :ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds : KeyName>CN=CICSCERT, T=Ciwss3cl-cert, OU=PSSC, O=ITSO, K . f
I=ENDICOTT, ST=NEW YORK, C=US ey INfo

</ds :KeyName>
</ds:KeyInfo>

<CipherData>
<CipherValue>rN8nTy+I1IPN/g4 [truncated] </CipherValue> Encrypted
</CipherData> Secret key
</EncryptedKey>

</wsse:Security>
</soapenv:Header>
<soapenv:Body>
<EncryptedData xmlns="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#tripledes-cbc" />

<CipherData>
<CipherValue>y3FFMZ4ck0Z]jfpydskgrNHQP9Pr [truncated] </CipherValue>
</CipherData>
</EncryptedData> Encrypted
</soapenv:Body> Data

</soapenv:Envelope>
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Summary
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Main considerations for designing a security solution
for CICS Web services:

ow to authenticate
ow to transport security credentials in the message
ow to ensure confidentiality and data integrity

* Whether to use WS-Security, transport security or both

» CICS supplied WS-Security support or user-written
message handler

 Performance considerations

« Whether identity assertion is required and how to
establish trust
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Further information

ITSO Redbooks
= “Implementing CICS Web Services” (SG24-7206-2)

= “Web Services Handbook for WebSphere Application Server 6.1”
(SG247257)

Information Centers
= CICS

http://publib.boulder.ibm.com/infocenter/cicsts/v3rl/index.|sp
= WebSphere
http://publib.boulder.ibm.com/infocenter/wasinfo/vérl/index.isp
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Questions
and

Answers

*

mpact-venture
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