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Learning Objectives
At the end of the session you should be able to:

= |dentify the major design issues when building a CICS
Web services infrastructure

= Know how CICS services can be secured using a
combination of WS-Security and transport security

= Understand how CICS can interoperate with WebSphere
Datapower acting as a hardware ESB

= Design an CICS Web services infrastructure for scalability
and high availability




Customer background

Very large financial services group

Business.... IT....

*Retail banking, insurance, mortgages | | « System z, DB2, CICS centric
etc... architecture

*20+ million accounts * Migrating to CICS TS V3.1

Large car insurer (8+ million policies) | | « Peak TX /day: 150M +

*Services large number of ATM
payments

« Service availability is paramount

Project scope

= Understand the viable alternatives for deploying a CICS
Web Services infrastructure

= Determine the best infrastructure bearing in mind the
security, workload management and performance
requirements

= Proof of concept based on chosen usage scenarios

= Benchmark to understand the main performance
implications of the chosen solution

= Understand the management and monitoring aspects
of the solution, and monitoring tool capabilities




CICS and SOA is big !

No of respondents 50

CicCs DB2 WAS IMS Other  Don't SAP  Siebel
<Now

Chart 11: Which System z middleware have you enabled, or do you plan to enable,
with web services?

Source: Arcati Limited - The Arcati Mainframe Yearbook 2007
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Two models of CICS SOA integration ['A] Adapter
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Major non-functional requirements

* End to end security
+ Caller’s identity must flow with message

= One group, multiple brands
* Physical or virtual brand separation ?

= 24/7
* High availability across normal and abnormal outages

= Performance
+ Scalability and reasonable cost

* Monitoring
* Know when a service is not performing

CICS Web services support (overview)

= protocol CICS Web Services
= operation Assist Utilities:
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= The pipeline is a set of message handlers that are executed in sequence
= Message handlers perform ‘infrastructure’ processing on request and
response messages and can be used for security, auditing, monitoring etc.




Datapower role

Service |Exported @mm, A Service
Requester| WSDL e WEE [T Provider

= Datapower provides a common access point for internal .Net and
external service requesters that need access to CICS services
providers (and vice-versa).
« intercepts and routes requests to the relevant service provider
« change in the location of the service provider only affects the
Datapower routing (service virtualization)
* service provider location remains transparent to the service requester.

= Provides identity mapping and auditing for service requests

= Provides possibility of message transformation for complex XML
messages

WS-Security or transport security ?
Bank Teller 1
<SOAPMessage
with WS-Sec>
iy [Security Token] :
L User: Teller1 ol Jots
Authentication Password: XYZ
Security Token | | Bank Data
- LI Digital signature Center
Integrity e o
Signature
Accunt
Contidentiality No. L2222
Encryption Balance V

« The WS-Security standard provides support for security tokens, XML
digital signatures and XML encryption

* The processing of XML digital signatures and encryption however is
very CPU intensive




Security solution based on Identity Assertion

- [0
Mainframe
cics """

Legacy Application
Asserted identity allows a trusted server to assert that work should run
under a different identity (the asserted identity), without the trusted
server having the credentials associated with that identity

End to end security scenario (WAS to CICS)

WS-Security <UsernameToken>
containing RACF id flows in SOAP

Configure WS binding header across trusted connection
for identity assertion

Requests
R A
SR SOAP/
HTTPS
(with
clientauth)
Any platform // 2/0S
WAS authenticates
requester (abc user 1) LDAP
RunAS caller LDAP entry RACF
includes RACF ID
(ABCUSR1) as uid Custom message handler

assigns CICS user ID




CICS configuration

https://abc.pssc.fr:20002/Accounts/AccountTransfer

SOAP message
Sevice ) Gl
Requester

URIMAP specifies
Webservice, pipeline and
sets transaction |D
Message handler sets user
ID based on WS-Security
header and audits request

TCPIPSERVICE Pipeline
specifies transport i —
requirements L
O 20
Pipeline config file E__h&i"_dlfrs__i
specifies message N 2
handlers T |
HE data mapping
. W
Pipelinef (/| ) P:;Z: )
Config WEBSERVICE oSS R (R m LINK]

TCPIPSERVICE definition

CEDA DEFine TCpipservice( TCPIPABC )

TCpipservice : TCPIPABC
GROup : WSIGOR
DEscription ==> TCPIPSERVICE FOR BRAND ABC
Urm ==> DFHWBADX
POrtnumber ==> 20002 1-65535
STatus ==> Open Open ! Closed
PROtocol ==> Http Iiop ! Http ! Eci ! User
TRansaction ==> CWXN
Backlog ==> (00005 0-32767
TSqprefix ==>
Ipaddress ==>
SOcketclose ==> 000030 No ! 0-240000 (HHMMSS)
Maxdatalen ==> 000032 3-524288
SECURITY
SS1 ==> (Clientauth Yes ! No ! Clientauth




URIMAP definition

CEDA DEFine Urimap(AcntTABC )

Urimap : AcntTABC

Group : WSIGOR

Description ==> URIMAP for brand ABC Account Transfer service
STatus ==> Enabled Enabled | Disabled

USAge ==> Pipeline Server | Client | Pipeline
UNIVERSAL RESOURCE IDENTIFIER

SCheme ==> HTTPS HTTP | HTTPS

HOST ==> abc.pssc.fr

(Lower Case) ==>

PAth ==> [Accounts/AccountTransfer

ASSOCIATED CICS RESOURCES
TCpipservice ==> TCPIPABC
TRansaction ==> TABC
PIpieline ==> PIPEHIGH

Webservice  ==> AcntTrn

Authorization checking for account transfer service

INQUIRE TASK
Tas(0000311) Tra(CEMT) Fac(C5TN) Run Ter Pri( 255 )
Sta(T0) Use(NIGEL2 ) Uow(CO70F226FD3AEAAQ)

Tas(0000330) Tra(TABC) Sus Tas Pri( 001 )
Sta(U ) Use(ABCBRAND) Uow(CO70F385DFACC098) Hty(RZCBNOTI)
Tas(0000331) Tra(TABC) Sus Tas Pri( 001 )

Sta(U ) Use(ABCUSRL ) Uow(CO70F385E02A7FD8) Hty(IRLINK)
SYSID=IGO1 APPLID=CICSIGO1

TASK 330 runs with user ID ABCBRAND (trusted id)
TASK 331 runs with user ID ABCUSR1 (asserted id)
Surrogate checking applies




WebSphere configuration

=  WS-Security identity assertion
+ Configure the request
generator
* Include UsernameToken
in SOAP message request
based on RunAs identity

General Properties

* Name

= SSL
» Configure JSSE truststore and T
keyStore ?wm + Foabepsscti®
+ Configure WebSphere to use [ |

dynamic outbound endpoint
SSL configurations (new in
V6.1)

Get certificate aliases

Security scenario (DP to CICS)

WS-Security <UsernameToken>
containing RACF id flows in SOAP
Configure DP XSLT header across trusted connection
for identity assertion

Requests Datapower
g POWET e SP
Processing SOAP/
Request from HTTPS
.Net or from 3rd (with
party Datapower clientauth)
f
z/OS

Authenticate

or identity service RACF

requester LDAP

Map external
identity to internal Custom message handler
identity assigns CICS user ID




Datapower configuration

= Web Service Proxy WSDLs
» For local endpoint (DP) and for target endpoint (CICS)

= SSL
+ Add certificates and create SSL Proxy Profile
»  Configure Crypto key for each brand

=  WS-Security
* Create Transform rule to
add UsernameToken to
SOAP message

= Routing
» Create Route rule to
route to brand CICS
TCP/IP port and to
dynamically choose client
certificate based on brand

One group, multiple brands

abc.pssc.fr
xyz.pssc.fr

= CICS router for inbound requests known as
‘Inbound Gateway Owning Region’ (IGOR)

= Location of service endpoint — based on brand
host names

= |GOR runs CICS wrapper program (‘meet in the
middle’ approach)

= Establishes transaction context (brand specific
transaction id and user id from UsernameToken)
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One group, multiple brands (cont..)

= Business logic program links to service requester

program in ‘Outbound Gateway Owning Region’

(OGOR)

= Runs CICS Web service requester program which
uses EXEC CICS INVOKE WEBSERVICE API to
call service provider

= Attaches UsernameToken to SOAP header

High availability configuration

DB2

LPAR1

I

I

CICS AOR
Brand abc

CICS AOR
Brand xyz

| =

DB2
Data Sharing

DB2

LPAR2

I

I

CICS AOR
Brand abc

|y S—

CICS AOR
Brand xyz

Link

CICS
IGOR

VIPA address

VIPA address

{

Brand abc
ad X

I

Brand xyz
—¥ >

SOAP/HTTPS ———— ~__— SOAPHTTPS
WebSphere WebSphere
App Server Datapower
.Net 3rd parties
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High availability tested scenario

Service Hit Rate User Load

Performance tests

Service Hit Rate User Load




Average Service Response Time

Changing the number of elements (inbound)

CICS as service provider

7.00

6.00

5.00 +

4.00
@ RequestComplex
3.00 -
2.00
1.00
0.00 T T T
10 50 100 200

Number of elements

cp ms per service

= Web service performance depends on the length and complexity of the message
= Note: each element in this test contains 10 sub-elements; the length of the 10

element message is 3.3K
20 x Msg Size = 3 x CPU
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Changing number of elements (outbound)

CICS as service requester

30.00

25.00

20.00

10.00
0.00 T T T
10 50 100 200

Number of elements

cp ms per service

= CPU cost for service requester is greater than for service provider (because CICS
has to parse the message response)
= More significant increase in CPU cost as message length increases

20 x Msg Size = 5 x CPU

XML transformation in Datapower

In this test Datapower XSLT processing transforms a complex response
(RequestComplexResponse) containing multiple elements into a
simpler response (RequestDataBlockResponse) containing one
element




CPU savings from using Datapower

CICS as service requester

30.00

25.00

20.00

@ RequestComplex

15.00 ® RequestDataBlock

cp ms per service

10.00

5.00

0.00 -
10 50 100 200

Number of elements

= CPU savings can be made by transforming messages in Datapower
= However this saving has to be offset against the additional effort of
developing XSLT transformations

Tivoli Monitoring

WebSphere DataPower
* Security

« Transformations System z

* Routing

+ Logging SOAP/HTTPS =
LRI == 5| Domain_abe ITCAM for B nauire |

AT_WSDL

‘A WSDL SOA Agent

AcntTXYZ

AcntIXYZ

/ \ BRAND xyz AOR
[0 software CICS

I';((:),:Morr ITCAM for CMEGAMON ITCAM SE
XE for
Agent ek for CICS |DataPower

ITM v6.1
- TEMS
\ V8.2 J

Tivoli Portal
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OMEGAMON XE for CICS

Gives service
counts

OMEGAMON XE for CICS

Response time goals
can be set for
transaction groups
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OMEGAMON XE for CICS

Then you know if a
service is not
performing

ITCAM for SOA (Datapower Agent)

ITCAM for SOA
provides information
on message counts,

sizes ... for each

service operation
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Summary

= CICS TS continues to add features for
interoperability
= Positioning CICS as a full participant in SOA
solutions alongside family of WebSphere products
= Proof of concept addressed major customer
requirements
- Security
— Availability
— Performance
— Monitoring

Thank You
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Questions
and

Answers
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