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Executive Summary

� Web applications are the greatest source of risk for organizations

� Rational Application Security enables organizations to address root cause of this risk

� AppScan leverages a mix of technologies (static & dynamic) to enable the right use cases

� AppScan is a key part of IBM Security’s full solution view of application security 
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Rational AppScan Suite

enables
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Rate of Security Breaches Steadily Increasing
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The Costs from Security Breaches are Staggering

4

Verizon 2009 data Breach 
Investigations Report

Ponemon 2009-2010 Cost 
of a data Breach Report
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Sources of Security Breach Costs
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Unbudgeted Costs:

� Customer notification / care

� Government fines

� Litigation

� Reputational damage

� Brand erosion

� Cost to repair
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Web Applications are the greatest risk to organizations
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� Web application vulnerabilities represented the largest category in vulnerability 
disclosures 

� In 2009, 49% of all vulnerabilities were Web application vulnerabilities

� SQL injection and Cross-Site Scripting are neck and neck in a race for the top spot

IBM Internet Security Systems  2009 X-Force®

Year End Trend & Risk Report
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Why are Web Applications so Vulnerable?

� Developers are mandated to deliver functionality on-time and on-
budget - but not to develop secure applications

� Developers are not generally educated in secure code practices

� Product innovation is driving development of increasingly complicated 
software for a Smarter Planet

� Network scanners won’t find application vulnerabilities and 
firewalls/IPS don’t block application attacks
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Volumes of 

applications 

continue to be 

deployed that 

are riddled with 

security flaws…

…and are non 

compliant with 

industry 

regulations
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The Solution - Security for Smarter Products

� Smarter Products require secure applications

� Security needs to be built into the development 
process and addressed throughout the development 
lifecycle

� Providing security for smarter products requires 
comprehensive security solutions deployed in concert 
with application lifecycle management offerings that:

• Provide integrated testing solutions for developers, QA, Security 
and Compliance stakeholders

• Leverage multiple appropriate testing technologies

• Provide effortless security that allows development to be part of 
the solution

• Support governance, reporting and dashboards

• Can facilitate collaboration between development and security 
teams
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Pre-empt Costly Risk Mitigation 
– Become Secure, by Design

Customer Speak!

“IBM has recognized this trend and 
has created comprehensive security 

packages that leverage various 
products to provide for multiple 
layers of security to customers”

Establish a security blueprint to create and 
maintain security governance, manage risk and 
ensure compliance

Embed security early into the software delivery 
process to enable on time and on budget delivery
of secure applications

“Embracing security in 
development allowed us to get 

ahead of schedule disruption and 
increased costs from security 

acceptance testing”

Reduce today’s most significant area of risk by 
adopting a cost effective and thorough application 
security program 

“We have more of our business 
supported by our web presence –
we can’t afford the business risk 

of deploying unsecured 
applications and services”
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Design Phase
�Consideration is given to security requirements of the 
application

�Issues such as  required controls and best practices are 
documented on par with functional requirements

Development Phase
�Software is checked during coding for:

� Implementation error vulnerabilities
� Compliance with security requirements

Build & Test Phase
�Testing begins for errors and compliance with security 
requirements across the entire application

�Applications are also tested for exploitability in deployment 
scenario

Deployment Phase
�Configure infrastructure for application policies
�Deploy applications into production

Operational Phase
�Continuously monitor applications for appropriate 
application usage, vulnerabilities and defend against attacks

Design PhaseDesign Phase
�Consideration is given to security requirements of the 
application

�Issues such as  required controls and best practices are 
documented on par with functional requirements

Development PhaseDevelopment Phase
�Software is checked during coding for:

� Implementation error vulnerabilities
� Compliance with security requirements

Build & Test PhaseBuild & Test Phase
�Testing begins for errors and compliance with security 
requirements across the entire application

�Applications are also tested for exploitability in deployment 
scenario

Deployment PhaseDeployment Phase
�Configure infrastructure for application policies
�Deploy applications into production

Operational PhaseOperational Phase
�Continuously monitor applications for appropriate 
application usage, vulnerabilities and defend against attacks

Manage,
Monitor

& Defend
Design

Develop

Build & Test

Deploy

Make Applications Secure, by Design
Cycle of secure application development

Outsourcing 
Partner

Functional Spec

Software
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Security is an Enterprise Responsibility
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Securing Applications is a Challenge
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Your Application Portfolio
Different types, different sources

Financial

In-houseOutsourced

HR Logistics Corp Internet

Legacy Open Sourced

Your Policies
Data Privacy
Regulatory Compliance
Outsourcer Accountability

Your SDLC Processes

� Large and diverse application 
portfolios

� In-house and outsource 
development

� External & internal regulatory 
pressure

� Pockets of security expertise

� Yet another task for developers

Need an efficient, scalable, 
automated way to develop and 
deliver secure applications…
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IBM Rational AppScan Suite –
Comprehensive Application Vulnerability Management
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REQUIREMENTSREQUIREMENTS CODECODE BUILDBUILD PRE-PRODPRE-PROD PRODUCTIONPRODUCTIONQAQA

AppScan
Standard

AppScan Source
AppScan

Tester

Security 
Requirements 

Definition 
AppScan
Standard

Security / compliance 
testing incorporated 

into testing & 
remediation   
workflows

Security 
requirements 

defined before 
design & 

implementation

Outsourced testing  
for security audits & 

production site 
monitoring

Security & 
Compliance 

Testing, oversight, 
control, policy, 

audits

Build security 
testing into the 

IDE

Application Security Best Practices – Secure Engineering Framework

Automate Security 
/ Compliance 
testing in the 
Build Process

SECURITYSECURITY

AppScan
Build

AppScan Enterprise

AppScan Reporting Console 
AppScan onDemand
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What is AppScan Source Edition?

� A static code analysis security testing 

solution with centralized control of security 

policies

� Allows organizations to create, distribute 

and enforce consistent security policies 

� Provides automated security testing by 

seamlessly integrating security source code 

analysis into the build process

� Enables security teams strengthen application 

security, protect confidential data and improve 

compliance 

� Enables the cost effective remediation of 

vulnerabilities early in the development 

process to support on-time delivery of projects

Benefits:
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IBM Rational AppScan Source Edition Solution
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IDE Plug-Ins
•• Investigate FlawsInvestigate Flaws

•• Remediate with Remediate with 
GuidanceGuidance

•• ScanScan

•• Confirm FixConfirm Fix

Reporting 
Console
•• Track ProgressTrack Progress

•• Compare ApplicationsCompare Applications

•• Customize DashboardsCustomize Dashboards

•• Manage Portfolio RiskManage Portfolio Risk

•• Combine BB/WB resultsCombine BB/WB results

Automation
•• Build integrationBuild integration

•• Automate ScansAutomate Scans

•• ANT, Make, Maven ANT, Make, Maven 
integrationintegration

•• Data Access APIData Access API

Security

•• Configure SoftwareConfigure Software

•• ScanScan

•• Triage ResultsTriage Results

•• Manage Security PoliciesManage Security Policies Core

• Knowledgebase

• Assessment Database

• Custom Rules
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Security Testing Technologies... 
Combination Drives Greater Solution Accuracy

Static Code Analysis (Whitebox )

�Scanning source code for security 
issues

Dynamic Analysis (Blackbox)

�Performing security analysis of a 
compiled application

Total PotentialTotal Potential
Security IssuesSecurity Issues

DynamicDynamic
AnalysisAnalysis

StaticStatic
AnalysisAnalysis

Best 
Coverage
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Approaches for addressing Web Application SecurityApproaches for addressing Web Application Security

StrategicStrategicStrategicStrategicStrategic

Addressing Web Application Security

� Enterprise-Wide

� Scalable Solution

Internal
Tactical

Internal
Tactical

� Manual Efforts, Desktop Audit Tools

� Internal Security Experts

OutsourcedOutsourced
� Consultants

� Pen Testing

Do NothingDo Nothing

17
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Security Testing Within the Software Lifecycle

Build

SDLCSDLC

Coding QA Security Production

Most Issues are 
found by security 
auditors prior to 

going live.

Most Issues are 
found by security 
auditors prior to 

going live.
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Security Testing Within the Software Lifecycle

Build

SDLCSDLC

Coding QA Security Production

Desired ProfileDesired Profile
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Hacking 102: Integrating Web Application Security Testing into Development 20

How BB Scanners Work

� Stage 1: Crawling as an honest user

http://mySite/editProfile.jsp

http://mySite/

http://mySite/login.jsp

http://mySite/feedback.jsp

http://mySite/logout.jsp
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Hacking 102: Integrating Web Application Security Testing into Development 21

How BB Scanners Work

� Stage 1: Crawling as an honest user

� Stage 2: Testing by tampering requests
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Hacking 102: Integrating Web Application Security Testing into Development 22

// ...

String username = request.getParameter("username");

String password = request.getParameter("password");

// ...

String query = "SELECT * from tUsers where " +

"userid='" + username + "' " +

"AND password='" + password + "'";

// ...

ResultSet rs = stmt.executeQuery(query);

White-box (Discovering SQL Injection)

User can change 

executed SQL 

commands

Sink - a potentially
dangerous method

Source – a method 

returning tainted string
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Hacking 102: Integrating Web Application Security Testing into Development 23

// ...

String password = request.getParameter("password");

// ...

"userid='" + username + "' " +

"AND password='" + password + "'";

// ...

String username = request.getParameter("username");

String query = "SELECT …" + username

ResultSet rs = stmt.executeQuery(query);

String username = request.getParameter("username");

String query = "SELECT * from tUsers where " +'

ResultSet rs = stmt.executeQuery(query);

White-box (Discovering SQL Injection)
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A Common Fix (not always the best for SQL Injection)

Hacking 102: Integrating Web Application Security Testing into Development 24

// ...

String username = request.getParameter("username");

String password = request.getParameter("password");

// ...

String query = "SELECT * from tUsers where " +

"userid='" + username + "' " +

"AND password='" + password + "'";

// ...

ResultSet rs = stmt.executeQuery(query);

// ...

String username = request.getParameter("username");

String password = request.getParameter("password");

// ...

String query = "SELECT * from tUsers where " +

"userid='" + Encode(username) + "' " +

"AND password='" + Encode(password) + "'";

// ...

ResultSet rs = stmt.executeQuery(query);

Sanitizer:

a method returning 

a non-tainted string
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Complementary Security Assessment

Static

� Findings directly tied to their locations in the 
source

� Test earlier in lifecycle

� Test sub-components of an application

� Easier automation

� Fast scanning

� Non-web-applications, infrastructure, middleware

� All control flows

� Illuminate architecture and logic

� Consistent Automation

Dynamic

� Simpler configuration
– No cross-domain requirement

� Lower learning curve

� Findings include attack vectors

� Captures dynamic activity (Spring, Struts, CAB)

� Scan unsupported source languages

� 3rd party applications (no source)

� Find configuration vulnerabilities

� Smaller finding sets

25
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Differences Between SAST and DAST Approaches

26
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Why IBM?

Excellence Award:
2010 Best Security Company

2007 Best Security Company – Watchfire

2006 Best Security Company - ISS

� IBM continues to demonstrate leadership in security

� IBM Wins ‘Best Security Company’

� IBM recognized as International Association of Privacy 
Professionals “Top Privacy Innovators” in 2009

� Rational is #1 in Application Security Testing Market Share

� According to Gartner and IDC

� Complete security from IBM Security Solutions

� 5 Security Pillars

� Enterprise-wide coverage of application security from 
design through development and into production

� Secure Engineering Framework – security practices 
employed by IBM and for customers (Redbook)

� Rational AppScan breadth of technologies and offerings 

� Solutions for all SDLC stakeholder use cases

� Leverages best-of-bread static and dynamic analysis

� Over 60 application vulnerability management innovations 
patented or publically disclosed

� Commitment to customer success – R&D Investment

� More than 100 resources, 6 labs, plus extended R&D 
teams

Total Potential
Security Issues

Dynamic
Analysis

Static
Analysis

Best 
Coverage
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IBM Investment & Commitment to Customer Success
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Global R&D Team

� Hawthorn NY research lab

� Tokyo research lab

� Israel research lab

� Ottawa development lab

� Toronto development lab

� Boston development lab

Acquisitions:

� Watchfire acquisition 2007 

� Ounce acquisition 2009

Product Team:

� 90 people in Rational development

� 13 people in IBM Research

Extended Team:
(enabling us to tackle broader security requirements)

� ISS team, including X-Force research 

� Tivoli team

� Datapower team

� Optim team

� GBS team

� Guardium team
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Technology Innovation in Application Vulnerability Management

� Over 60 innovative concepts patented or publically disclosed

� Patents covering:

– Static Analysis, Blackbox Analysis, Automated Hybrid Analysis as well as general 

security-related innovations

� Key patents in the area of
– Basic static analysis

– Basic blackbox security scanning 

– Basic hybrid analysis

– Automatic correction of security vulnerabilities

– Elimination of false positives

– Application state tracking

– Web 2.0 application scanning
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AppScan Source Edition Patents
– Patent 7240332: Method and System for Detecting Vulnerabilities in Source Code
– Patent 7398516: Method and System for Detecting Race Condition Vulnerabilities in Source Code
– Patent 7398517: Method and System for Detecting Vulnerabilities in Source Code (Continuance)
– Patent 7418734: Method and System for Detecting Privilege Escalation Vulnerabilities in Source Code

Automated Hybrid 

Analysis introduced 

in Fall 2008
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