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What is Event Management? — Extended into Complex
Networked Environments
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= L arge complex infrastructures, increasingly interconnected by variety of providers

= Ever increasing dependency on higher bandwidth / broadband for new “triple play” services (e.g., Voice,
Video, and Data)

= Maintaining high Quality of Service (QoS) is key for multiple services sharing the same network
* Increased range and reach of networks leads to reliance on skilled operators when solving problems

= Determining the actual cause of certain problems requires understanding events across IT and Network
disciplines

The goal of End-to-End Event Management is to consolidate events, to focus on “root causes” (and
identify related “symptoms”), and — where possible — to automate the resolution in response to any

problem in the entire environment reducing MTTR (Mean time to Repair) and maintaining QoS within the
network.
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Tivoli Netcool/OMNIbus

= Maximize Service Availability. Leverage hundreds of out-of-
the-box integrations, with included domain intelligent event
reduction rules, to monitor end-to-end infrastructure status

and health.
Market Leading = Reduce Operational Costs. Consolidate NOCs, tools and
Event Consolidation, Correlation & management sources into a single pane-of-glass and

Automation integrated management infrastructure.

: = |mprove Staff Productivity. Utilize normalization, de-
Meeting the challenges of duplication, aggregation, correlation capabilities, as well as
Dynamic Infrastructure Management time, device, and service based event reductions.
T el Eipmem kSofwars o Seamless Ul navigation based on common Tivoli GUI
e TR 5 ' architecture delivers task-based workflows that represent
common operations used to perform operations and service
management actions

= Minimize human intervention. Exchange information between
Greater complexity peer systems and automate maintenance actions and
Escalating event volumes procedures.

= Increase Confidence. Leverage proven availability and
reliability, with huge event throughput capability, trusted
system redundancy, failover and security.

More smart asseis
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Tivoli Suite
ITM, TEC, OMEGAMON

Data Network
(SNMP, Syslog)

Systems & Applications
(Mainframe, Unix, Windows)

Other Management Systems
(HP OpenView, BMC, Mercury...

Voice Network
(PBX, IVR, Class 5 switches)

Voice Over IP
(Cisco, Nortel, Avaya, Siemens)

End User Experience and
Transaction Monitoring

Security/Firewalls

End to end service monitoring

Non-IT Resources

(HVAC, UPS’s, Physical Securit

] g
Future

TBSM
Impact

Put events in a business context

Provisioning / Inventory
DSAs

Desktop and/or Web Views / i Customer Care / SLA Management
For event list console
Q / i Databases / Directories
\
| | /

@

Messaging / Web Services

\ Gateways
R Uni- & Bi-directional Information Integration
T > _
' Trouble Ticketing
'4._ = (TSRM, Remedy, Peregrine,

T

/

/ / ObjectServer

RDBMS
(Oracle, MS-SQL, DB2,

—_— i <+ i o Vantive, Clarify)
RDB

MS Tivoli Common Reporting

Netcool Reporter

MySQL, Informix, Sybase)
Deduplication
Correlation
Automation

FailOveg ObjectServer

ITNM
Topology based RCA
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Netcool/OMNIbus Integrations (250+)

Netcool Knowledge Library SNMP support (>175 MIBs), including:

Bridge MIB RFC 1493

MIB-Il RFC 1213/2096

RMON MIBs
OSPF MIB
BGP MIB
ifStack MIB
VRRP MIB
AICatel VIVIL-H Frooe
Alcatel OMC-S Probe
Alcatel OSOS TSM
Alcatel S12 Probe
Alcatel SMC 1360 S12 Q3 Probe
AMS Probe
Aprisma Spectrum Probe
ARCOM Probe
Ascom PANMAN Probe
Ascom TimePlex TimeView Probe
Avaya Definity G3 Probe
BMC Patrol Probe
CA Unicenter TNG Probe
Castlerock SNMPC Probe
CEMF Probe
CFS Probe
Ciena Oncenter Probe
CLOG Probe
CMS400 Probe
Comverse Probe
Dantel Pointmaster Probe
Datawatt Probe
Dawcom Probe
DEC VAX OpCom Probe
DFMS Probe
Eagle STP Probe
ECI LightSoft probe

ECI eNM, EMS-XDM and EMS-Syncom probe

EIF Probe

Email Probe

Ericsson ACP1000 Probe
Ericsson AXE10 TSM
Ericsson BNSI Probe

New and updated versions are developed and deployed on a quarterly

basis.

ATM Forum MIB RFC 1695 for ATM switches 31 different Cisco MIBs (including MPLS VPNs)

ATM Forum PNNI (Single Pier) MIB
ATM Forum ILMI MIB

ATM Forum LANE Client MIB
Frame Relay MIB RFC 1315

FDDI MIB RFC 1512

Gateway for MS SQL

Gateway for MySQL (ODBC)
Gateway for ODBC

Gateway for Oracle

Gateway for Peoplesoft Vantive
Gateway for Peregrine Service Center
Gateway for Remedy ARS

Gateway for Reporter

Gateway for Siebel 6 eCommunications
Gateway for Siebel 6 Field Service Desk
Gateway for SNMP

Gateway for Sockets

Gateway for Sybase

Generic Logfile Probe

Glenayr VMS Probe

Heartbeat Probe

HP IT/Operations Probe

HP NNM Probe

HTTP Common Log Format Probe
HTTP Server Error Log Probe

Huawei T2000 MML Probe

Hughes Probe

IBM Netview Probe

IBM/Tivoli TEC Oracle Probe
IBM/Tivoli TEC Sybase Probe
IBM/Tivoli TME 10 TEC Adapter Probe
IDNX Probe

INET Geoprobe Probe

Informix Probe

10C Probe

lon Networks Sentinel 2000 Probe
KBU Probe

W AAial, CAAC

21 Nortel MIBs

6 different Extreme Networks MIBs (inc VLANS)

Juniper MPLS VPN support

IV VG v 1 [IERVIVIV)

Mototola OMC-R 3GPP Probe
NET 5000 Probe

NET Promina Probe
Netlabs Probe

NewNet SMS Probe

Nokia Netact for Broadband Probe
Nokia Netact for Wireless Probe
Nokia NMS100 Probe
Nokia NMS2000 Probe
Nokia SBT Probe

Nortel BSSM Probe

Nortel DMS TSM

Nortel DMS10 Probe

Nortel EAl Probe

Nortel EC1 Probe

Nortel EVDO Probe

Nortel FMBB Probe

Nortel Magellan NMS Probe
Nortel MDM Probe

Nortel Meridian Probe
Nortel MG9000 Probe
Nortel OMC-R Q3 Probe
Nortel OSSI Probe

Nortel PTM Probe

Nortel PWI 3GPP Probe
Nortel STP Probe

Nortel USP Probe

NT Event Log Probe

Octel Probe

ODBC Probe

Okeford Probe

Open Nervecenter Probe

< ddddddNNINININ NN WD (NN NN NN (L

Vendor Alliances
(~25) on OPAL.:

Alcatel
Motorola
Siemens
Ericsson
Tellabs
Marconi
Lucent
Nokia
Huawei
Fujitsu
Ciena
Cisco
Juniper
Checkpoint
Cramer
Metasolv
SAP
Xtera
Voyence
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Probes are software components used to collect event
information and send it to the ObjectServer.

Probes enable the ObjectServer to be independent of the

systems or devices being monitored.

— Over 300 types of probe
— Both generic and vendor-specific probes exist

Probes can modify and enrich event information
— Use additional information from lookup tables
— Perform arithmetic functions

Probes are resilient
— Reliable TCP connection
— Store and forward functionality (SAF)
— Automatic fail-over to alternate ObjectServer
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= The ObjectServer obtains most of its event data via the probes
= Event data may be also obtained via Automations, Tools, Gateways or SQL

= Every probe comprises a binary, a rules file and a properties file:
= Probe binary retrieves and tokenises event streams, and sends the event to the
ObjectServer.
= |nterpreted rules file used to populate the field values within alerts.status
= Properties files determine the run-time settings of the probe.
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= Collection

= Source-specific code for integrating with 3" party systems and
event synchronisation
= Standard protocols: SNMP, Syslog, ODBC, 3GPP...
= Custom message formats: Socket, Lodfile
= Proprietary/APIl: Many Vendors

= Normalisation
= Common code for rules-based event processing:
» Normalisation
» Enrichment
= Human Readability

» Pre-classification for ObjectServer Correlation and Netcool
processing
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Device

Log file
Database

API

CORBA
Miscellaneous

Security
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if( match( @Manager, "ProbeWatch" ) )

{

else

switch(@Summary)

{

case "Running ...":
@Severity = 1
@AlertGroup = "probestat"
@Type =2

case "Going Down ...":
@Severity =5
@AlertGroup = "probestat"
@Type =1

default:
@Severity = 1

}
@AlertKey = @Agent
@Summary = @Agent + " probe on " + @Node + ": " + @Summary

@Manager = "Simnet Probe"

@Class = 3300

@Node = $Node

@Agent = $Agent
@AlertGroup = $Group

@Summary = $Summary

@Severity = $Severity

@ldentifier = $Node + $Agent + $Severity + $Group

if (nmatch($Summary, "Port failure"))

{
@AlertKey = $PortNumber

else if (nmatch($Summary, "Diskspace"))

{
}

if(regmatch($Summary, ".*Down.*")){
@ldentifier = "Down" + @Identifier
@Type = 1

}

if(regmatch($Summary, ".*Up.*")){
@Type =2

}

@AlertKey = $PercentFull + "% full"

= Base Fields

|dentifier
Severity
Node
AlertGroup
AlertKey
Summary
Agent

Type
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IBM Tivoli Netcool/OMNIbus Web GUI
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AEL Features

Active Event List

L0 T D

=

Q

3'2:3 I;! IZ‘JeFault

A | Ij Default

c<reHeBHe<NE<O-

Sev  AckS Node

Mo Beijing \,

Mo Beijing

Mo Berlin

"-'-\h
Last 0““”"“““@ 'm.ert Group Filter and view type icon

e ma 101655 I
Multi-column sortin

o9 009 10:18°28
0910509 10:458:258

on client-side
St

Stats
ats
Link

Dizskspace alert

Dizskspace alert

Fort failure : port reset

Mo device_0

Mo device 0

091009 10:22:46
n9/10/09 10:29:33

Systems

Systems

Machine has gone offline

Machine has gone online

Mo device_10
Mo device_10
Mo device_100
Mo device_100
Mo device_1000
Moo device_1000

Mo device_10000
Column locking
device_10000

Mo
device_10001

et

"'L'a g

ifiber of evé

091009 10:47:28
0910509 10:48:21

= |cons in Severity column

091009 10:43:40
09110509 10:47:55
091 0/09 09:42:50
091 0/049 09:46:55
12408009 15:55:30
12008009 16:32:56
12/08509 15:09:15

?fnnann Ar.ASLAaA

Link
Link
Systems
Systems
Systems
Systems
Stats
Stats

Statz Multiple

Lo

data sources ;

Link Up an port

Link Diown on port

Machine has gone offline
Machine has gone online
Machine has gone offline

Machine has gone online

Diskspace alert
Diskspace alert

Diskspace alert

el et e e

Iy
T
v i
Y
Alternative event selection. Tivoli LEF.
Hext refresh time indicator,
bt
>

m— g

63 101 r-:uws inserted, 63,102 rows updated, and 0 rows deleted,

127381

] ! 32124

|Data Sourcels): LK, MCOMS, GERMANY |Quiu:kFiIter: Mone I.ﬁ.utcu refresh in: 50 seu:.l
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Active Event List — ‘Tivoli Enterprise Console’ Style Look and
Feel

i Active Event List " I S o

Last10Minsi@LOADED, M 5 - Active Event List (ibm-0c4636b0e72 . micromuse. com: 165163

| File Edit Wiew ﬂ.lerts Tools  Help
) @J Q) 2% | @ Lastiovins [v|' [ @ pefau |
Sey |FreezellUnfreeze updates ko this window (Chrl+Z) | Alert Group Summary
& Mo WebServer3 Systems Machine has gone offline [1
& Moo WebhServer? Systems Machine has gone offline
¥ Mo LoadBalancerPrimary Systems Machine has gone offline
4 Mo links Link Link Down on part =
& Moo FirewallBackup Systems Machine has gone offline
& Ko WwebhServerl Systems Machine has gone offline
¥ Mo | FirewallPrimary Systems Machine has gone offline & |
& Mo link2 Link Link Down on port
¥ Moo London Systems Machine has gone offline
& Mo link3 Link Link Down on part
¥ Mo linkl Link Link Down on port
¥ Mo linkS Link Link Dawn an part
& Mo LoadBalancerBackup Systems Machine has gone offline
: Mo Moscow Systems Machine has gone offline
¥ Mo DatabasePrimary Stats Diskspace alert M
[ Il ] m
e ¥ N AlEvets &
1 rows selected Drata Sourcels) LOADED,MCOMS  QuickFilker: Mone  Auto refreshin: 10 sec,
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Event Dashboard
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Event Dashboard

Event Dashboard A& T 0O
F s mpl o=
& O
& FilterForGERMANY_UK S5 @ FilterForGERMANY =2 €D LastiOMins - 2= | @ Default . T
Total: 63055 | Total: 63055 | Total: 19103 | Total: 63052
Lowest: Clear  Lowest Clear | Lowest g Indeterminate | Lowest Clear
Metric: 0 Metric: 0 Metric: 3 Metric: 3
32150.0 32150.0 10420.0f 32150.0
16.075k - 16,075k o .21k - 16,075k —
0 I 0 I 0 i 0 i
& FilterForUk - Zo || @ alEvents o | @ Escalated - 2= || @ Information | 2=
Total: F3055 Total: 0 Total: 0 Total: 0
Highest: - | Highest: - | Highest: -
Lowest: Clear  Lowest - | Lowest - | Lowest -
Metric: 0 Metric: - | Metric: - | Metric: -
32150.0 10 10 10
16,075k | 5 5 5
0 [ i 0 0 0
& InMaintenance :':? @ MetennlStatus : :':? D TaskList : :':? ) Default :':?
Taotal: 0 Total: 4 | Total: 0| Total: 19103
Highest: - Highest: Warning | Highest -
Lowrest: - | Lowest: Warning | Lowest - | Lowest: Indetarminate
Metric: - | Metric: 2| Metric: - | Metric: 3
10 10 10 10420.0f
5 5 5 5.21k:
0 0 0 0 i
Ready, Data SDurce(s[: LIk, GERMA MY }lutn refresh in: 52 sec.
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Map Refresh

Internet DMZ

h

Firewall (Primary)

-

L

External Switch

Firewall (Backup)

Global Network

- - :ﬁ.- ar, A -%L .
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AV Q"% ©. = P
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= o »-A_r_aiv,*...' g o PO ,
& T K‘}?ﬂ'hﬂ? S g - g
- L I TR e
N\ ),

w7 ] : ﬂ'._
. "mlf"'kw’ ﬁ '

.
Internal Network '

U

Database (Primary)

Load Balancer (Primary)

Load Balancer (Backup)

Internal Networlk Switch

Web Server 1

Web Server 2

DMZ switch

Database (Backup)
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Clear Event Trigger

Configuration of NCOMS on dash:4100

P i User

Mame ¢ Group Kind

audit_config_alter... |audit_config |Database
: audit_config_alter... |audit_config |Database
§§ audit_config_alter . |audit_config |Database
% audit_config_alter... |audit_config |Database
&% audit_caonfig_alter... audit_config  |Signal
B audit_config_alter... |audit_canfig |Database
2| % audit_config_alter... jaudit_config  |Signal
E audit_config_alter... |audit_config |Database
: audit_config_crea... |audit_config |Database
audit config crea... |audit config |Database
audit_config_crea... [audit_config |Database
: audit_config_crea... |[audit_config |Database
2| ¥ audit_config_crea... |audit_config  |Signal
= audit_config_crea... [audit_config |Database
audit_config_crea... [audit_config |Database
audit_config_drop...|audit_canfig |Database
audit_config_drop...|audit_config |Database
audit_config_drop...|audit_config |Database
audit_config_drop...|audit_config |Database
= audit_config_drop... |audit_config  Signal
) §§ audit_config_drop...|audit_config |Database
_: g audit_config_drop...|audit_config |Database
2| ¥ audit_config_per... |audit_config |Signal
gé%autnmatic_backup automatic_... (Temporal
: L hackup_counterp... gateway_tri... Signal

Priority | Debug | Enabled |Group E..

X false | o true | X false |
X false | o true | X false
X false | o true | X false
X false | +f true | X false
X false | o true | X false
X false | + true | X false
X false | + true | X false
X false | + true | X false
X false | + true | X false
X false |+ true | X false
X false | + true | X false
X false | + true | X false
X false | o true | X false
X false | + true | X false
X false | o true | X false
X false | + true | X false
X false | + true | X false
X false | + true | X false
X false | + true | X false
X false | +f true | X false
X false | o true | X false
X false | o true | X false
X false | + true | X false
X false | X false |« true
X talse | X false | o true [T

RS U U U U I I I (IR Y Y S U Y U R U U I [ I R Y Y

b B Visual

b E System : -
7 '§§::1Rnws: 83
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Trigger Language

-— Fapufdte q teble with ITA Tpoe S0 events corresroanding ta any
-— uncledred Tppe &1 events.
for cach row problcm in alerts status where
problem.  TMA5tatus = " and problem. Tywipe = 20 and
problem.seyerity’ > 0 and
fproblem. Manager in

[ select Matager from alerts. status where Severity =
QOand Type = 210
begin

insert into alzAas. itm_problem_ewvents values |
froblem. identifier, problerm. Lastccurrance,

proflem.  TMHostyame, croblem TMStatas, problem. I TMTime,
proflem. TMEventiDiata, problem. TMEesetFlag, problem I TMThrulode,
proflem. I TMAppILakbel,

IT ™ a T = =

L - L e L

e rmm e | m e o L
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Event Clear Trigger and Dashboard Status
Update Demonstration
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E IBM Software Group | Tivoli software

Tivoli EIF Probe

|::}Eminu-;mm|m

= = Eventsynchrontzation now
e (Ithar awant Nows

to OMNIbus.
= Maps TEC event fields to OMNIbus fields.

ln
L
@

= Sends Event Integration Facility (EIF) events (Tivoli Enterprise Console Events)

© 2011 IBM Corfdration




What we need for sending EIF events

» Postzmsg

= Omnibus IP and receive ports and put it into a config file with the below contents:

i
#=

Licensed Materials - Property of IEM
"Restricted Materials of IBM"

Sample program file showing updates for OMNIbus to allow error
events to be sent to EIF probe

(C) Copyright IBM Corp. 2007 All Rights Reserved.

ﬁ#?#ﬁﬁﬁﬁﬂ:ﬁ

ServerLocation=192.168.18.5
ServerPort=9998

#BufferEvents=N0D
BufEvtPath=/tmp/itm_sync_error.cache
#BufEvtMax5ize=4096

© 2009 IBM Corporation



= Create a RED color event:
» postzmsg.exe —f my.conf —r CRITICAL —m contest EventlD=101
situation_name="team1" satuation_status="Y" integration_type="U"
situation_origin=team1 situation_displayitem="'team1’' team1 ITM

» Create a GREEN color for clear event:
» postzmsg.exe —f my.conf —r CRITICAL —m contest EventID=101
situation_name="team1" satuation_status="N" integration_type="U"
situation_origin=team1 situation_displayitem="'team1’' team1 ITM
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Access to Omnibus Web GUI

Mozilla Firefox
Elle Edit Wew Higtory Bookmarks Took Help
7y - |28 Googe P

2 Tivoli Integrated Portal - Mozilla Firefox

File Edit Yiew Higtoy Bookmarks Tods dalp

W c X o A bttpss: /192 168, 10.5: 16316/ brn/orsoledugoen, jep Ty - |-§l- GLqu e X w e /1192 10105
: E Lo Most Visited | | Getting Started . Latest Headlines

IDMMW

) Tivoli Integrated Portal

[ Mt Wisited [ ] Gotting Started 5. Latest Headlnes
| 73 Tivoli Integrated Portal _ — =
0 Muzilla Frefox 5 fes e open source softwars Fom the nan-profit Mozila Fourdation, E| T __[ﬁ T 3‘
u ) - Pragramming Contest 2011
= i — =0
. E=
ol
1 Users and Groups.
I Troubleshooting
= Availability
& Setiings

PC Table

R
Y | a5 v

o] : l@ ﬂ' -ﬁ y: &F: Lo
Yee 2e* s B GV &

Tt

Passweord:

TTIE-HEE, SEST-%0L (0] Copyright
eruad US Gosarmment

LTICENSED MATERTALS PROPERTT OF TRM 5724-63,
35 40P Schaduls

Intarnatonal Businass Machines Corp. 2005, 2009 &l Rights Ras
Lsars Rastricted Rights - Use, duplication or dicclosure #a strict
Contrat wth 1B Corp. TBM is & regicterad tradamark of the 1BM Corp.

-..| Biiprif- ... [[@TivoliTn... [[seshoeton

| BwWindows... | B Comman... | 532 Wind... | & Uiitied

Hstrt| |2 ESMES
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» Click -> Start -> Command Prompt
= cd “Desktop\Poly Training\Dashboard Lab”

= sendevent team<your team no.>
— E.g.: sendevent team1
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