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Las compafias que
intercambian informacion
confidencial on-line, son

aun cuando invierten
| IBM Software Group en seguridad de red y desktop.

Teenagers who's computers were seized by the FBI fo wrddat/a\
hacking into a company web site

Business impact of application security breaches

Increased costs Public Disclosure &
Brand Damage

il “75 percent of hacks occur at the
application level.” THEWALL STREETJOURNALJ

I By 2009, 80 percent of companie “VISA will start levying

will have suffered an application fines this month for lack of

security incident. [PCI] compliance’by

Gartner, 2005 Robin Sidel (October 6,
2007)
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Ultimos informes de especialistas X-Force
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Figura 10 Web Arefeation Winarabitas by Anask Tashnigue 2004 — 2008
Biqura 7 Farcanmge of Dipclosures thar ar Wab Appicaran Yune abines 2008 !
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Nivel de Seguridad e inversion no estan equilibrados

; % de ataques %0 Costes
Security

"" Seguridad Gasto
«Buffer Overflow
«Cookie Poisoning
eHidden Fields
«Cross Site Scripting
«Stealth Commanding
eParameter Tampering
«Forceful Browsing
*SQL Injection
*Etc...

1 5% delos ataques a la seguridad informatica
estan dirigidos hacia el nivel de las aplicaciones Web

2 / 3 de todas las aplicaciones Web se consideran vulnerables
Gartner

Sources: Gartner, Watchfire
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?‘ “Nuestro sito Web es seguro”
Security

Tenemos auditores de
seguridad que hacen
tests de intrusiones cada

trimestre

Tenemos firewalls

|
-

Usamos instrumentos de
control de la
vulnerabilidades de la red




‘ IBM Software Group | Rational software

Seguridad de red vs. seguridad de Aplicacion-
Soluciones complementarias.

, Info Security Landscape |
Desktop Transport Network

‘ Web Applications \
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Network & Application Security solutions
address different problems
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Seguridad en todas las fases del entorno de
desarrollo

Requerimientos ‘

Codigo Build QA Seguridad || Produccion

Involucracion de la Seguridad
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Rational End-to-End Application Security...with Ounce

REQUERIMIENTOS CODIGO BUILD QA SEGURIDAD PRODUCCION
- (4E [
& | 5g | |
Def Requisitos AppScan Developer AppS(_:an Build AppScan Tester AppScan (desktop) AppScan OnDemand
(plantillas de seg) s fooomminm ones “ (scan agent & (Saa$)
Ounce Labs clients)
AppScan Enterprise / Reporting Console >
| | | i =
(enterprise-wide scanning and reporting) g =
Los req de seguridad > Automatizacion de Revisiones de Revision y Pruebas
o R AT 99nstrucmon de seguridad/ Seguridad/cumplimient cump||m|_ento de externqllza_das para
del disefio y la codigo seguro en el cumplimiento de o incorporado en los segurldaq,_ audltorlas de
implementacion (Sl et revisiones en el workflows de teseoy  controles, politicas, seguridad y
proceso de Built remediacion auditorias, posibles monitorizacion de
descuidos servidores de
produccion

Mejores practicas en la seguridad de las aplicaciones

N I
Orientar la sggu_ridad Soluciones de auditoria de
desde el incio seguridad para departamento
de Seguridad IT
_ g
—~,

Seguridad en el cicho de vida de desarrollo
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Visibilidad para toda la empresa

CSO / CIO Divisions Applications Compliance Officers Developers

Group Portal
o Security Issues

Entire Organization
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IBM Adquiere Once Labs
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= Application security is the largest category of vulnerability disclosures (55% in 2008)
Rational acquired Watchfire in 2007 to address customers’ Application Security Testing needs
» AppScan continues to be recognized as the leader in Dynamic Analysis Security Testing (DAST)
» Ounce Labs is a recognized leader in Static Analysis Security Testing (SAST)
Application security markets are converging

» The combination of these two industry leading technologies provides the most accurate solution in the
market

» Ounce’s technology enables Rational to fulfill our vision of moving testing earlier in the development process

Continues to add to our competitive advantage in the application security testing segment

»  Only vendor to offer complete solutions for both SAST & DAST

»  Only vendor to offer complete integration across the software delivery lifecycle

»  Only vendor to offer a complete IT security solution across all major domains (IBM Security Framework)
Ounce is a good fit

» Mature technology that supports all key development technologies and languages (Java, .NET, C/C++)

»  Excellent integrations with Rational SDLC products and for the developer — Rational’s traditional user base
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