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Por que IBM ? 

IBM es el único vendedor de seguridad en el mercado  que cubre  end-to-
end de todos los controles de seguridad

Network, Server, and 
End-point

Physical Infrastructure

People and Identity

Data and Information

Process and  
Application

IBM HP CA SYM EMC ORCL CSCO VZ
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Protección de Datos e Infraestructura
� 3 niveles de protección

Seguridad de los datos en 
tránsito

Protección del CPDPrevención de fugas de 
información
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Protección del perimetro

Proventia ® Network IPS

Agenda
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� Que hace…

–Bloquea múltiples tipos de ataque, mientras que el tráfico legítimo pasa  
intacto.

� Como funciona…

–Identifica y analiza más de 198 protocolos y 
formatos de datos

–Bloquea ataques con más de 3000 
algoritmos de seguridad

� Como ayuda…

–Recupera ancho de banda y previene de costosos problemas de 
seguridad

� Por que ISS .. 

–Único vendedor del mercado en recibir constantemente los mejores 
resultados en efectividad de seguridad

Proventia® Network IPS Attack Blocking
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� Que hace…

–El cliente dispone de un buffer de tiempo para instalar parches 
cuando una nueva vulnerabilidad es descubierta. 

� Como funciona …

� Virtual Patch protege de la 
vulnerabilidad en vez del xploit

� El grupo de  investigación X-Force 
detecta entre el 20 y el 50 % de 
agujeros de seguridad 

� Previene de los ataques Zero-Day

La diferencia...
Investigación = Ahead of the Threat!
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8 August 2006
IBM ISS releases Virtual Patch 
for Microsoft Windows Server 
Service buffer overflow 
(MSRPC_Srvsvc_Bo) 
vulnerability.

http://iss.net/threats/306.html

23 October 2008
Microsoft publicly 
announces 
vulnerability and 
MS patch in 
Bulletin MS08-067.

http://www.microsoft.
com/technet/security/
Bulletin/MS08-
067.mspx

IBM ISS Virtual Patch protects customers until they can download and install security updates from software vendors.

Future exploits/worms.

http://blog.threatexper
t.com/2008/10/gimmiva-
exploits-zero-day-
vulnerability.html

La diferencia...
Investigación = Ahead of the Threat!



IBM Seguridad

© 2009 IBM Corporation

Security Content – Application Protection WEB 2.0

� Industry Leading NIPS with Targeted Web Application  Firewall Protection 
features (WATCHFIRE) : 

� SQL (Structured Query Language) Injection
� LDAP (Lightweight Directory Access Protocol) injection 
� XSS (Cross-site scripting)
� HTTP (Hypertext Transfer Protocol) response splitting
� JSON (JavaScript Object Notation) hijacking
� PHP (Hypertext Preprocessor) file-includes
� CSRF (Cross-site request forgery)

� Expanding PCI-DSS Coverage to include:
– Payment Card Industry (PCI) Requirement 6.6 which went into effect on June 30, 2008. 

6.6 Ensure that all web-facing applications are protected against known attacks by applying 
either of the following methods:

�Reviewing public-facing web applications via manual or automated application vulnerability security 
assessment tools or methods, at least annually and after any changes (Rational Appscan & PSS)

� Inspecting the contents of the application layer of an IP packet, as well as the contents of any other 
layer that could be used to attack a web application (PSL & Server Sensor or GX & MX + 
Websphere Datapower)

� Multi-Product Portfolio Impact with the Protocol An alysis Module (PAM) :
- The IBM Protocol Analysis Module (PAM) forms the core of network intrusion detection and 
protection in current IBM Proventia products. It identifies and analyzes 198 network 
protocols and data file formats . As it parses the protocols and monitors the traffic, it 
employs a variety of techniques to report any of over 2800 interesting events as they occur.
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Proventia Network IPS Product Portfolio
� XBeam

10-40 
Gbps

� GX3002
10 Mbps

� GX4004

� GX4002
200 Mbps

200 Mbps

� GX5008

400 Mbps

� GX5108

1.2 Gbps

� GX5208

2 Gbps

� GX6116
6 Gbps

Telc
o

EnterpriseSMBROHO/SOHO

Real-time network protection
– Pre-emptive protection against critical network 

threats

• Deploy at network perimeter

• Deploy in front of key data centers

– “Virtual patch” technology
• Deep packet inspection technology

• Protects applications and IT infrastructure
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Virtual Security Appliances
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Virtual appliance protege segmentos fisicos de red
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Virtual appliance protege segmentos de red virtuales
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IBM ISS Reduce el costo y la complejidad en los ent ornos virtualizados

� Diferentes productos y servicios optimizados para e l mundo virtual , de esta forma los 
clientes podrán beneficiarse de los producttos virt uales de una forma segura 

– Protección de Host Virtuales

– Virtual appliances (IPS y Correo)

– Seguridad para virtualizadoras ESX/ESXi y Vmware server

– Reducción de costes (ahorro espacio , energetico, refrigeración …)

– Escalable , consolidado y fácil desarrollo
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IPS Plataforms

Blade-based IPS
• Network core and carrier focus

• Crossbeam, IBM BladeCenter

• Virtualization

Support for Crossbeam AP 8400/8600 APM 
cards (up to 10 per chassis)  

� Integrated network switch

–Load balancer

–Traffic routing

� Robust high availability

–Port redundancy

–Standby blades

–Box-to-box HA

� Performance

–Up to 1 Gbps throughput per blade
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IBM Proventia Network Security Controller

� IBM Proventia Network Security Controller

– 10 Gbps interface to balance 10 Gbps network 
segments across multiple Proventia Network IPS 
appliances

– Extend the life of existing NIPS appliances

– Full active bypass functionality eliminates the need for 
additional hardware on the network

– Plug and play setup and management



IBM Seguridad

© 2009 IBM Corporation

Proventia Network IPS Management

� Browser-based local management 
interface (LMI)  

� Central Management through 
Proventia Management 
SiteProtector:

– Simple, powerful configuration and 
control

– Robust reporting, customized event 
viewing and event correlation

– Comprehensive alerting and 
response options

– Scheduled data retention to be used 
for compliance efforts

– Highly scalable to accommodate 
hundreds of Proventia Network IPS 
appliances
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Reports
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Protección del perimetro

Proventia ® MX UTM

Agenda
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� Que hace…

–Bloquea múltiples tipos de ataque, mientras que el tráfico 
legítimo pasa  intacto.

� Como Funciona …

–Incluye la última tecnología IPS, AV,VPS, 
AntiSpam, WebFiltering, NLB, QOS, 
FW+VPN & VPN SSL en un solo appliance

� Por que ISS ? 

–Fabricante reconocido 
mundialmente con gran 
capacidad de I+D (X-Force)

Proventia® Network MFS Attack Blocking
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Descripción General
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La diferencia...
Investigación = Ahead of the Threat!

� Últimas tecnologías en Seguridad
� Más de 7400 vulnerabilidades bloqueadas 

por defecto
� 340 Mil Virus Bloqueados (sophos)  

� 93%  de los nuevos virus bloqueados por 
el VPS

� 90 Mil millones de  URL’s registradas
� 4 Mil millones de imagenes registradas
� 95% del Spam Filtrado

– 1 de cada 10,000 Falso positivo

� Protección Spyware Multicapa
� Servicios gestionados OPCIONAL

RENDIMIENTO AL MEJOR COSTE!

Mx0804

Mx1004

Mx3006

Mx4006

Mx5008

Mx5110
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� Los programas maliciosos son 
detenidos antes de ejecutarlos

–Virtualiza en un entorno seguro

–El entorno replica una API Windows , 
CPU, memoria, etc.

–Se analiza el programa en busca de 
comportamientos anómalos

� Se complementa con un antivirus 
tradicional

� 93% de efectividad sin 
actualizaciones

La diferencia...
Investigación = Ahead of the Threat!
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Rendimiento

247 Mbps

MX5008A:
313 Mbps

230 Mbps

MX5008A:
298 Mbps

170 Mbps143 Mbps50 Mbps30 MbpsVPN Max Speed (AES 192) 

150 Mbps

Less than 3000 
users

135 Mbps

Less than 3000 
users

120 Mbps

Less than 1000 
users

94 Mbps

Less than 500 
users

34 Mbps

Less than 100 
users

15 Mbps

Less than 50 users

Firewall
�7400+ vulnerabilities blocked by IPS
�Antivirus on all protocols
�95%+ of spam blocked
�URL filtering for over 9B web objects

566 Mbps

Less than 3000 
users

496 Mbps

Less than 2000 
users

360 Mbps

Less than 1000 
users

200 Mbps

Less than 500 
users

43 Mbps

Less than 100 
users

25 Mbps

Less than 50 users

Firewall
�7400+ vulnerabilities blocked by IPS
�Antivirus on Mail protocols
�URL filtering for over 9B web objects

800 Mbps
Unlim. users

730 Mbps
Unlim. users

450 Mbps
Unlim. users

200 Mbps
Unlim. users

100 Mbps
Unlim. users

100 Mbps
Unlim. users

Firewall
�7400+ vulnerabilities blocked by IPS

1.8 Gbps
Unlim. users

1.6 Gbps
Unlim. users

600 Mbps
Unlim. users

200 Mbps
Unlim. users

100 Mbps Unlim. 
users

100 Mbps
Unlim. users

Firewall Only

MX5110MX5008MX4006MX3006MX1004MX0804
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Protección del perimetro

Proventia ® Network MAIL 

Agenda
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Proventia Network Mail - Multi-layered Email Protection
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Proventia Network Mail Security System 
MS3004N

Product Features

– Easy to install appliances

• Physical or virtual

• Proventia set-up assistant

– Dynamic host reputation

• 300 mail/second

– Gateway-to-gateway encryption

– Directory integration objects

– 40+ foreign languages supported

– Flexible and granular rule set

Mail Security

Proventia Network Mail Security System
Virtual Appliance – MS1002-VM

Proventia Network Mail protege el correo de forma preventiva y 
controla el spam de forma segura
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DLP 
Data loss prevention

RED

Agenda
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Plataforma de Protección de Fuga de la Información en Redes: 
Evolución desde la protección del perímetro a la protección de los datos

“… según Gartner, los riesgos que provienen del interi or de las organizaciones son responsables del 70% d e los fallos de 
seguridad”

Pervasive Security in a Connected World, Wachovia, April 2007
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XPS : Controlar el 100% del tráfico

Los analistas estiman que el 90% de las organizaciones no 

controlan adecuadamente la salida a internet

30
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Gen 1 Extrusion:  Solo Detección

31
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Gen 1.5 Extrusion: Prevención Límitada

32
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Gen 2.0 DLP:  Prevención Global

33
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DLP en redes - Extrusion Prevention System (XPS)

FW
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Servicios Gestionados
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8 Security 
Operations 

Centers

9 Security
Research
Centers

133
Monitored
Countries

20,000+
Devices under

Contract

3,700+
MSS Clients
Worldwide

2.5 Billion+
Events
Per Day

IBM Global Security Reach

IBM has the unmatched global and local expertise to  deliver 
complete solutions – and manage the cost and complex ity of security
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IBM maintains worldwide Security and Privacy 
Research and Development capabilities

TJ Watson (Hawthorne)
� Cryptographic foundations
� Internet security & "ethical hacking" 
� Secure systems and smart cards
� IDS sensors & vulnerability analysis
� Secure payment systems
� Antivirus
� Privacy technology
� Biometrics

Zurich
� Cryptographic foundations
� Java cryptography
� Privacy technology
� Multiparty protocols
� IDS & alert correlation
� Smart card systems and application

Almaden
� Cryptographic 

foundations
� Secure government 

workstation

Haifa
� PKI 

enablement
� Trust 

policies

New Delhi
� High-performance
� Cryptographic 

hardware & 
software

Tokyo
� Digital 

watermarking
� XML security
� VLSI for crypto

(Atlanta)
� Vulnerability Discovery
� Vulnerability Analysis
� Malware Analysis
� Threat Landscape Forecasting
� Protection Technology Research
� Security Content and Protection
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IBM Internet Security Systems
Ahead of the threat.™

Gracias

Raúl Pérez García


