Monitorizacion de usuarios y cumplimiento
normativo
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Framework de Sequridad de IBM

(3 INTERNET SECURITY SYSTEMS™

IBM Security Framework S Tivoli I Rational
Information Management
SECURITY GOVERNAMCE, RISK MANAGEMENT

AND COMPLIANCE i 1BM Global Business Services

Information Management

PEOPLE AND IDENTITY

(3 INTERNET SECURITY SYSTEMS™
1) [N Lotus. BV Systems Group

Information Management

DATA AND INFORMATION

APPLICATION AND PROCESS
HETWORK, SERVER AND END POINT Tivoli

PHYSICAL INFRASTRUCTURE

(3 INTERNET SECURITY SYSTEMS™

Common Folecy, Event Manding asd Reperting - QMY 'BM Systems Group

Tivoli. § Rational.

Information Management i ¥, (E5

(3 INTERNET SECURITY SYSTEMS™
IBM Systems Group

IBM Security

= Seguridad en IBM

— 15,000 investigadores y
desarrolladores involucrados en
iniciativas de seguridad

— Mas de 3,000 patentes de gestion
de seguridad y de gestion de riesgo

— Mas de 200 referencias cliente y 50
casos de estudio

— Mas de 40 afos de éxitos
securizando el entorno mainframe

— Gestionando mas de 2.5 billones de
eventos de seguridad para nuestros
clientes

— El Framework de seguridad IBM

© 2008 IBM Corporation
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(3 INTERNET SECURITY SYSTEMS™

IBM Security Framework & Tivoli I Rational
Information Management
SECURITY GOVERNAMCE, RISK MANAGEMENT

AND COMPLIANCE i 1BM Global Business Services

@ PEOPLE AND IDENTITY

(3 INTERNET SECURITY SYSTEMS™

DATA AND INFORMATION S—
1) [N Lotus. BV Systems Group

@ APPLICATION AND PROCESS
@ HETWORK, SERVER AND END POINT Tivoli

@ PHYSICAL INFRASTRUCTURE

Einmemsca Prlacy, Evert Handing asd Regoring N Tivoli

(3 INTERNET SECURITY SYSTEMS™

IBM Systems Group

Tivoli. § Rational.
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(3 INTERNET SECURITY SYSTEMS™

IBM Systems Group

IBM Security

= Medir grado de conformidad con
soluciones Tivoli

= QOtras Soluciones para el
cumplimiento normativo

= Casos de exito en la gestion de
accesos
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Auditoria de Identidad

= Auditoria del aprovisionamiento: ¢ Quién tiene que
permisos? ¢ Cuando se modifico la cuenta?

= Auditoria de acceso web :¢ Cuando se cambio la
contrasena? ¢ Cuantos login se realizaron? ¢ Cual fue |
accedida?

= Auditoria de operaciones de logon: ¢ A que aplicacione
accedio el usuario?

¢ QUE FALTA?

Auditoria de acceso al dato

Correlar acciones

Auditoria de la actividad en las aplicaciones

Determinar que es “normal” y que no lo es

|dentificar comportamientos andmalos y riesgos potenci

IBM Security

a URI

ales
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¢, Qué esta haciendo la gente en Mi Red?

privileged users

El 87% de los ataques internos estan causados por u  suarios I

IBM Security

© 2008 IBM Corporation



[ AUDIT_200503.AUDIT (C:

Fle Edit Tools

Synkax  Buffers

Documents and Settings'ross'Desktop) - G¥IM2

Window  Help

¢,Como doy sentido a todo esto?

E

File Edit Window  Help

=10l x|

Tools

Swntax  Buffers

2 AOdRE v | ianRRABR(SSA|THO

"F‘@‘n"@‘T‘@"H"@,-,‘@‘@‘c‘@‘@‘@‘@‘@‘@‘@‘@‘L"@‘F‘@SEcun1T?‘L‘az‘@s'ai ‘z"nts‘[ Security audit (SECURITY) on APPLES,

system id: 2874
Batch process login

|»

Auditable event:

“@“H“EAZAH (E] @“@“@ Event time: 1-MAR-2005 B0:02:089 .84
“@ G @APPLES. @" S EDSAB:[SYS1.SYSCOMMON. ][ SYSEXEJLOGINOUT .EXEF @ E~@* 71" [FIP: 20482844
@ L @ FESECURITY "H @+ @ Process name: BATGH_448
IjANAGA@ “@HOH" Y @ Exyz Username : SYSTEH
“R Ex@HY : Process owner: [SYSTEM]
b . Image name: DSAB:[SYS1.3YSCOMMON. |[SYSEXE]LOGINOUT .EXE
@ H"@"Y H @ @@ @ Posix UID: -2
“@"G"ECYGHUS . @ S EDSAB:[SYS0.5YSCOMMON. ][S':'SEXE]LI]GINI]UT EXE"F @ A"@ T |pocix GID: _2 (ZXFFFFFFFE)
“EL*E"F ESECURITY L @2 "R@5c%nz"nx @“H“@) Ewl* $"EE ESYSTEH
3TH R/ RTD R ATETH R W AP TH R X" Apijiji Security audit (SECURITY) on CYGHUS, jystem id: 20873
CETHTRTYTHTRTRTETR Auditable event: Hetwork login
“E°GTACYEHUS . "B S EDSAB:TSYSA. SYSCOMMOM. 1TSYSEXETILOGINOUT .EXE"G R A"@" T [Event time: 1-HAR-2005| 0A:02:16.11
“ETLTE 232191;-50
HhS‘H‘Hb Edit Tools Syntax Buffers Window Help HHE_P2_BGYO4
@“[ﬁl S g ek nS3A T SERUER
A@ L [npr 5 17:28: 30_syslug su{pam i 9]: authenticatio ‘#SBDMMUN.][SVSEXE]LBGINUUT.ExE
- tty= ruser=acristal rhost=s Remote node id

- Apr 5 17:22:83
Apr 5 18:81:81

™ Apr 5 19:81:81

™~ Apr 5 28:81:81
Apr 5 21:81:81
Apr 5 22:81:61
Apr 5 23:081:81
Apr 6 B8:81:81
Apr 6 B81:81:61
fApr 6 B2:81:81
Apr 6 B3:81:81
Apr 6 B83:33:29
Apr 6 B4:81:82
Apr 6 B4:83:46
Apr 6 B4:38:82
fApr 6 B5:81:81
Apr 6 B6:81:61
Apr 6 B87:81:61
fApr 6 BB:81:81
Apr 6 B8:42:11
Apr 6 B8:42:43
ruser=
Apr 6 B8:42:49

syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog

rhost=18.181.1.154

syslog

sshd(p p351]:
crund(pam nix)[18436]: session
crond{pam_§nix)[16438]: session
crond{pam_| n1x)[1ﬂhhﬂ]: session
crond{pam_| 184421 session
crond{pam_| unlx) 1644471 : session
crond{pam_unix)[18446]: session
crond{pam_| unix) 184481 : session
: session

crond(pam1un13}[11633}”

cession
cession
tession
cession
cession
cession
cession
cession

crond{pam_unix H
crond(pam_unlx)[1103?].
sshd{pam_unix)[11841]:
sshd{pam_unix)[11671]:
user=ebarrios

sshd{pam_unix)[11877]:

cession

session
session opened for user ebarrios
authentication failure; logname=

closed
closed
closed
closed
closed
closed
closed
closed
closed
closed
closed
closed
closed
closed
closed
closed
closed
closed

for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for

session closed for user acrist

user
user
user
user
user
user
user
user
user
user
user
user
user
user
user
user
user
user

session opened for user ebarrios

Remote node fu

HQM  |pemote username:

HOM  Jpgsix UID:

Egn Posix GID: -2 (%XFFFFFFFE)

ﬂgﬂ Security audit (SECURITY) on CYGHUS, system id: 2873 —
HOH fAuditable event: Batch process login

vgn [Event time: 1-HAR-2885 08:82:32.61
Hou |PID: 20219477

MQH |Process name: BATCH_443

MQH |[Username: SYSTEHM

HJH |Process owner: [SYSTEH]

HQH

HQH

HQH

HQH

HQH

HQH

by {uid=8)

uid=8 euid=8 tty=ssh
by (uid=0) =
22,45 Top

IBM Security
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Ahora los log de tu empresa en un unico lenguaje

N R

Translate logs to “English”

[The Consul InSight ™ Suite]

Tivoli Compliance InSight Manager ahorratiempoy d  inero a tu departamento

IBM Security © 2008 IBM Corporation
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Dashboard  Trends

0 = W

Reports  Policies  Groups

@® A A

Settings Regulations Log off

L= Dashboard

Compliance Dashboard

Enterprise Overview

Settings Trend graphic

on What o
Finance high p

Finance low p
Clisnt data p
HR data p
System data p

Oither p

Events by top event count by "on What™ and "Who™ for Oct 1, 2005 till Nov. 28, 2005. Percentage of Exceptions for Oct 1, 200 a

I
alwiE “_f f

100 E’lﬂ contactzales@consul.com
Direct'Line: #1 703 675 2022
Toll Free (US enly): 800 258 5077
B~
EMEA and Asia Pac:
: contactzales@consul.com
B0- Direct Line: <31 15 251 3333

——T\—J—J—T* T—- 40- I\ T
R R

_f_f_f_*r’_ 1'_1'_7*
ff FF e

l:|
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= Database Ove

rview

33 333

AggrDb S0X  Finance Baselll Banking Temp

AggrDb
Etatus Loaded & Selected
Loading Date: Noy 28, 2005
Content Aggregation of all collected material for the last 50 days,
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Dashboard History  Confinuity

i

Investigate Retrieval

L: Portal = Log Manager - Continuity Report

Log Continuity Report
» Graph
=il
] + June 24, 2005 = ~Export to PDF
= c:rmu:ucg_—|————|————|————|————|———————— @_E"FWLWE‘W‘
£ PublicWebsits | | | Retrieve selected Logfiles
i | E— | 1 1 1 1
Wfeb Server Public If I If If If I | 2|Regenerate Report L
1 I 1 il I - B S ——————— =
Internet Banking Public I I | ﬂﬁdjmtsm
L] CHMD1§_—[————|————|————————|————————
= Private Banking Sencar : “" I“" “-‘_I I —]r I | View *
| Private Banking Wie bsite — |r | @HﬁeTﬂ‘nﬂmrﬂa (GMT =1}
c:mn1_4—|————|————|———————————————— o
HF [ata Sencer _ | ‘@EYAMEGTMW
CRE01E— | — —|— — —|— e Wiy Browssr Timezone
FTF senrer Partners —]- ] O By Other Timezone
CRru1|:|2:->—|————|————|————————|———————— :
Partner Websener —[ ”' i | I [T | Filters -
B 1 T I o ] o [T— | i T e |
15 Patnar Site: I . | | [ Y e Sorting e
gl I._]r__ |I|‘ i — __l‘_ :ll‘___|ll‘________ zl startDate g
B ol —[ i e L l = ' l 2]l start Time ity
oo don ghoo 121.|:u:| 16k00 2000 41 Audited Machine i
[ E= 1 day [T ek T mordhe | wear [ ' N
= Legend C:
» List of Logfiles :
E T =] Continuity Logfile
. = > =] Missing Logfile
|:| =] 13 |33 kb [June 25, 2005 10:00 June 25, 2005 [12:00 (GHMT +1} IS Public website CRMOOT iﬁmﬁmg_m Logfile
[ =] |5 |21 kb, |dune 25,2005 |11:00 June 25, 2005 | 12:00 (GMT +1)| Window=s Server Web Server Public CRMOOT ~ Failed collect, not collected vet
[ |2 [1.3 mbliune 25,2005 |12:00 June 25, 2005 | 13:00 (GMT +1)| SAP Internet Banking Public | CRMOOT g“ﬂlﬂ?ﬂd SOTRES POSEA
= Archived Logfie
|:| =| |3 |5kb  (June 25, 2005 13.00 June 25, 2005 | 1317 (GMT +1)| Windows Server Private Banking Server CRKO132 @Cﬂrmpt Lﬂgﬁe
[E] {3 [213kb|June 25, 2005  |14:00 June 25, 2005 [16:30 (GMT +1)IS Private Banking Wsbsitz | CRM013 '
M=l |1 |94ke [June25 2005 |15:00 June 25, 2005 |19:00 (GMT +1)| Windows Server HR Data Server CRMO14 Report information L™

4 My Computer



"1"5- F X

0-90 BR & A x| 3-%id
2 i U P W % A
u L a
Dashboard Summary Heports Policy Groups  Settings Regulations Portal
L~ Portal * Dashboard = Reports » Database Top 10 Reporte * Direct Database Access
Direct Database Access Report
» Time period setup
WMonth Day Year Hour Iin.
Starttime | September | |v| 2006 | |v| |
Endtime |September |v| |7 [w| (2006 [w] 16 [w| |0 [v]
Execute Reset
Time zone | Event time zone v
+ EventList
Severity~ When v [ What 257 |where .57 (Who ... %r |from Where.. . %7 onVWhat o 57 (Whereto.. .57
2 Sun Sep 03 2006 09:00:02 GMT-05.00 (1 Logon : User ! Success MS SOL Server | Joe Security |MS SOL Server DATABASE ; -/ Unavailable WS SOL Server
-SLm. Sep 03 2008 090003 GWMT-05.00 |1 Access | Dbobject f Success |Oracle Finance |Wike Bonfire |[Oracle Finance DBOBJECT ; Finance!fn_pr/ Fn_pr |Oracle Finance
2 Sun Sep 03 2006 09:00:03 GMT-05.00 |1 Access : Dbobject / Success | Oracle Finance |Jim Hofferman | Oracle Finance DBOBJECT : Finance!fn_pr/Fn_pr [Oracle Finance
2 Sun Sep 03 2005 09:00.06 GMT-05.00 |1 Access | Dbobject f Success | Oracle Finance |Jim Hofferman | Oracle Finance DBOBJECT : Finance/fn_pr/ Fn_pr |Oracle Finance
-Sun Sep 03 2006 0%:00:06 GMT-05:00 (1 Access : Dbobject  Success | Oracle Finance |Max Doane Oracle Finance DBOBJECT : Finance!fn_pr/Fn_pr [Oracle Finance
2 Sun Sep 03 2008 09:00.06 GMT-05.00 |1 Logon ; User / Success Oracle Finance |Max Doane Oracle Finance DATABASE : - [ Unavailable Oracle Finance
2 Sun Sep 03 2006 09:20:00 GMT-05.00 |1 Logon : Uzer / Success MS S0L Server |Max Doane M5 SQL Server DATABASE : -/ Unavailable Oracle Finance
Sun Sep 03 2008 09:20.00 GMT-05:00 |1 Access : Dbobject f Success | Oracle Finance |Hax Doane Oracle Finance DBOBJECT  Financel/fn_pr/ Fn_pr |Oracle Finance
Sun Sep 03 2006 09:20.00 GMT-05.00 (1 Access : Dbobject f Success |Oracle Finance |Max Doane Oracle Finance DBOBJECT : Financel/fn_pr/ Fn_pr |Oracle Finance
2 Sun Sep 03 2008 09:20:00 GMT-05:00 |1 Logon ¢ User / Success DB2Z Server Jim Hofferman |DB2 Server DATABASE : -/ Unavailable DBZ Server
Sun Sep 03 2006 09:20.01 GMT-05:00 (1 Access ; Dbobject f Success [DBZ Server Jim Hofferman |DBZ Server DBOBJECT : Finance/fn_op / Fn_op |DB2 Server
Sun Sep 03 2006 09:20:01 GMT-05:00 |1 Access | Dbobject f Success |MS SQL Server | Joe Security  [MS SQL Server DATABASE ; - Unavailable DBZ Server
2 Sun Sep 03 2006 09.40.00 GMT-05.00 [1 Ll:rgl:rfff User | Success DBZ Server Mike Bonfire - |[ODB2 Senver DATABASE ; -/ Unavailable DB2Z Server
Sun Sep 03 2006 09;40.00 GMT-05.00 |1 Access ' Dbobject / Success | NS SOL Server [Mike Bonfire  |MS SQL Server DBOBJECT | Finance!in_Ig / Fn_lg |[Oracle Finance
2 Sun Sep 03 2006 09:40.00 GMT-05:00 [1 MS SOL Server |Joe Security |M3 SQL Server DATABASE ; -/ Unavailable Cracle Finance

Logoff :User / Success

{23455
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Dashboard Summary  Reports

sty
il

Lt

Settings

Regulations

consu

@ -8 8

-5 %

L= Dashboard * Regulationz

U i w

Summary

Poicies

W A

Groups  Settings Regulations Log of

consul 0

Compliance Modules

«~ Baselll

- Dashboard » Regulatons + Classifcaton Template

» Gramm-Leach-Blilgy Act (GLBA)

+ 15017799

+ Health Insurance Pprtability and Accountability Act (HIPAA)

Classification Template
) |
— Contact us. ;
L) intheus:
- What contactsaes@consul com
Diect Lne +1 703675 2022 a
s Alets generated by system deviess resources
ets - High Jets generatea by system devices resources - Hgh P 5
st et senre b sy e ez Low, Sreiine S S
-
Exposures descrotion of Exposures @m‘nsm com
rusion - Hign descrptonof nrusion - High
- ntrusion - Low descriton of Intrusion - Low 1 ?’1}3 5?5 2”22
S| o P B
- ntrusions. ntrusions reported by IDS devices Q-0 - BN@® ¥ e 8- 8
Documention | . y 1 @ " y;
~ When i ~ \ consul Q
. Dashboard Summary Reporis Polces  Groups  Sefings Requialions _Log of
alons - Poley Tempiie
Offce tours ormalworking hours for stff Fou sl
4|
Policy Template L)
Vieekens Hon-working doys
Help
+ Where
= Plase bgn o e Consul Sigh Sue.
» Policy Rules T wilgie you access o i
e ucts avaiabie wah his speci
- Attention Rules e s
7 " 7 " 7
Hyou
m Offe Hours Remoe Worksaton Descrpton
e | oon || |EEREo R e
| saminstatr
nruson - 0 [Revew
TR | Contact us
Customer medum (50 [Requres.
nformaton atention bgdess
Systems s
| Drect Line: 41703675 2022
P | |wammsters R - edum @ TokFres (US en): 800 258 5077
r— Financis- access (50 [Requres
- edum megum | atenton EMEA and Asia Pac:
- aammsrstos Customer Data access (50 [Reaures CecesGcme
-Hign megum | atenton Died Lhe: 131152513555
Administrators. Financial - Low access |70 Requires. -
high ‘ immediate.
atenton
i Sensive access (20 [Revew
# ow |
nknown Custoner 5 [Revew
Documention s 3 " e x
Q-0 - B@A 6|/ @ 8- K -
> i (e}
> 7 W V.
i v - A consul
Dashboard Poides  Groups _ Sefings Reguialions Log off
(- Dashboard > Reguitons * Sarbanes Gxiy Regustin Reports
Sarbanes Oxley Regulation Reports
i Pease agin ot the ConsulSight Sute. o
Sorbanes Oxiey (FFEC 1.1.1.4) Secrty Poyreport o descrton gen il
’ Sarbanes Oxiey (FFEC 1.2.1.1) lssifcaton report o descrpton suppld
Sarbanes Oxey (63,5.1.3) Securty st ks sentin e you org
xceptons password piease contactyour
Soroanes Oxiey (51.2) Operatona change cantol o kx
sctvty stc —
" Sarbanes Oxtey (51,6 Exteral conrocors Exceptons and faiures caused by Exemal Conractrs. RECHtactys,
F) ¥ Sarbanes Oxiey (63) aicius atacks Exceptons and faiures due o alcous atacks el
3 Serbanes Oxiey (8:4.2) Operato g [Actons performed by the I Admn sta. DrectLne +1 703675 2022
m“mml! Sarbanes Oxley (8.5) Network management
Sarbanes Oxey (87.41) Mol server Exceptons and fiures for he Hai Servr assets
Sarbanes Oxiey (57.6) Publcy avalable systems. [Actons and exceptions on Pubic Pubished Dat contectsaes@consulcom
Sarbanes Oxiey (9.2, 5.7) Review of user access rghs [Actions perforned by adminsirators on users. DrectLine:+31 15251 3333
Sarbans Oxiey (5.2..5,5.7) System access and use Sucossses and falures aganst ey assets
Sarbanes Oxiey (9:3) User respansiities and password use Logon fekures and successes ether ocaly or remot,
Sarbanes Oxiey (9.4 Network aceess control [Actons performed on and events and exceptions generaied by
etwork or Roter
Autntiation f comestons to remote computer systems
Detecton o acoesses to te diagnastic ports on servers.
atures.
Sorbanes Oxiey (85.5) System s Ussge of system tites
Sarbanes Oxiey (56) Appicaton access conrol [Actons, Exceptons and events on R Dat, Senstive Dat, User
Sensiive Dat, System, Fnancil Dat, Proprietary Data and General
oata
Sarbanes Oxiey (96,1 nformation access resnctons Who accessed sensive or pivate daa successfuly or
unsucosssiuly.
Sarbanes Oxiey (95.2)Sensie system solton Exceptons and faiures aganst senstive systems dota n assel groups
0
Sarbanes Oxiey (5723 Logging and reviewing events Exceptons and falures recorded by he nSigh system
c Exceptons and faiures for obe workers v
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Dashboard Surmmary Reports Policy Groups  Seftings Regulstions

L Dashboard = Regulations * Sarbanes Oxley Regulation Reports - Operational Change Control

Operational Change Control of Finance database

» Time period setup The svstem update report shows

changes to key system components.
This report when used with the incident
tracking report allowes changes to be
monitered and recorded and tracked via
an external incident tracking system.

WMonth Day Year Hour Idin.
Starttime |October  |w| [1 [+ 2006 |w| [0 [+ |40 |v
Endtime | November iv| 1 |v| 2008 iv| 0 |v| 40 |v|

Execute Reset Regulation El
Time zone |Gru1'l'—05:[][] Mew York, Mipigon, Pangnirtung |v| Faragaph 8.2
~ Summary report | Data Selection ¥
Who group ... %f Whatgroup ... % |OnWhat group ... 5 \Where to group ... %7 #Events -~ |#Pol.Excp. -~ |#Spec.Att «~ #Fail, ~ Eﬂiz@dhh&s&dnnﬂm Tolemg
Administrators System Administration | General Data Finance Server 1256 15 145 12 ) .
Administrators Swyatem Operationz Senzitive Data Finance Server 1352 i) 156 0 What DBA Actions,
Administrators System Updates Financial Data Finance Server 1543 154 456 &5 - System Actions,
- System Adminiztration,
Fin&dmin Staff System Updates Senzitive Data Finance Server S644 18 165 a - System Operations,
m System Actions Financial Data Finance Server CAER 125 14 o - System Updates
v System Operations Senzitive Data Mainframe FIN 836 91 kS 0
Cantact us =
m System Updates General Data Mainframe FIN 4875 4 46 2 B
In the US:
contactzalezi@conzul.com

Sensitive Data

oo

T Admin System Operations Mainframe FIN S48 189 16 0 Direct Line: +1 703 675 2022

T Admin System Updates General Data Mainframe FIN 5185 43 54 0 lallactl dhon L
Salesz System Actionz Financial Data Finance Server 7a i TG 0 EMEA § Asia Pac

Sy=stem System Actions Financial Data Finance Server 15654 L1 15 {1} contacizalesi@coonsul. com
System System Administration | Sensitive Data Finance Server 546 15 45 0 Direct Line: +31 15251 3333
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Dashboard Summary Reports Policy Groups  Settings HRegulztions Portal
L~ Portal * Dashboard = Regulationg = Sarbanes Oxley = Operational Change Report = Eventlist
Eventlist of IT Admin doing Authorization Objects on Financial Data on the Finance Se
» Time period setup
+ Event List
Severity~~ When s |gbe o | What w57 [Where oy (Who ... %
= Tue Oct 24 2008 14:32:44 GNMT+02:001 Grant : Priviege ' Success SRY_DC_034 (Windows}| Mike Bonfire
Windows) DavidDaa [Windows)
2 Tue Oct 24 2006 16:09:39 GMT+02:00{1 Grant ; Priviiege / Success | SRV_DC 034 (Windows}| Mike Bonfire |WS_ 03442 USER : David08a / SRV _DC 034
(Windows) David0ga (Windowsz)
2 Tue Oct 24 2008 16:20:49 GMT+02:00|1 Grant : Priviege / Success | SAY_DC_034 (Windows}| Jim Hofferman | WS 03442 USER : Adminiztrator/ |SRV_DC_034
Windows) Administrator (Windowsz)}
2 Tue Oct 24 2006 16:20:52 GMT+02:00{1 Grant : Privilege / Success | SRV_DC_034 (Windows}|Jim Hofferman | WS_03442 USER : Adminiztrator/ [SRV_DC 034
[(Windows) Adminiztrator (Windows) =
= Sat Oct 25 2006 11:21:25 GMT+02:00 {1 Grant : Privilege ' Success | SRV _DC_ 034 (Windows) | Jim Hofferman [SRV_DC_034 USER : Administrator/ | SRY_DC_034
(Windows) Adminiztrator (Windows)
2 Sat Oct 28 2006 11:21:49 GWT=+02:00 {1 Grant ; Privilege / Success|SRV_DC 034 (Windows}|Mike Bonfire |SRV_DC_034 USER : Unavailable ! SRV _DC 034
(Windows) Unavailable (Windows)
2 Tue Oct 31 2008 08:03.02 GMT+02:00{1 Grant : Priviege / Success| SRV _DC 034 (Windows)|Max Doane |[SRV_DC_034 USER : Richard(19 / SRV _DC 034
(Windows) Richard(19 (Windows)
Z Tue Oct 31 2006 08:03:02 GMT+02:001 Grant . Privilege f Success|SRY_DC_034 (Windows)|Max Doane  [SRV_DC_034 USER : Richardd1S/ SRYV_DC 034
(Windows) Richard01§ (Windows)
2 Tue Oct 31 2006 08:05:01 GMT+02:00{1 Grant ; Privilege / Success| SRV _DC 034 (Windows}|Jim Hofferman | SRV _DC_034 USER : ChinQ55 / SRV DC 034
(Windows) Chinds5 (Windows}
2 Tue Oct 31 2008 08:05.01 GMT+02:00{1 Grant ; Priviege / Success| SRV _DC_034 (Windows)|Joe Security |SRV_DC_034 USER . SeanD31/ SRV _DC 034
Windows) Seanl3 (Windows)
Z Tue Oct 31 2006 08:05:01 GMT+02:001 Grant . Privilege f Success| SRV _DC 034 (Windows) i Joe Securty [SRV_DC_034 USER : Seanl3l/ SRV _DC 034
(Windows) Seanl (Windows)
= Tue Oct 31 2006 08:10:00 GMT+02:00{1 Grant : Privilege ! Success SRV _DC_ 034 (Windows)| Mike Bonfire [SRWV_DC_ 034 USER : Rick053/ SRV _DC_ 034
Windows) RickD53 (Windows)
pid Tue Oct 31 2006 08:10:00 GMT+02:00|1 Grant ; Privilege / Success| SRV DC 034 (Windows) | Mike Bonfire [SRW_DC 034 USER ; RickB53/ SRV DC 034 |
(Windows) Rick53 (Windows}
2 Tue Oct 31 2008 08:30:00 GMT+02:00 {1 Grant : Priviege / Success| SRV _DC 034 (Windows}|Mike Bonfire |[SRV_DC_034 USER : RalphD3v / SRV _DC 034
Windows) Ralph037 (Windows)
2 Tue Oct 31 2006 08:30:00 GMT+02:00{1 Grant : Priviege / Success | SRY_DC_D34 (Windows)| Mike Bonfire [SEWV_DC 034 USER : Ralph037/ SRY_DC 034 Iv
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Dashboard Summary  Reports Policy Groups  Sefttings HReguisfions  Portal

L Portal * Dashboard = Regulations = Sarbanes Oxley = Operational Change Report = Eventlist » Event-detail

Event Detail
+ Event information
Field Group
Severity 2 (1=} - contactzalezi@iconzul.com
. — ) Direct Line; +1 703675 2022
When FriDct 31, 2006 08:05:01 GMT +02:00 Office Hours (10} 10 Toll Free (US only): 800 258 5077
What Grant ; Priviege / Success Security Changes a0
Administration 40 EMEA and Asia Pac:
Where SRV _DC_D34 (Windows) Finance Server 50 contactzalesi@consul.com
Who Jim Hofferman Administrators 30 AECEL R o e S S
Databaze Admin 30 —
Finance Admin 20
From Where KPWKSTO2 (Windows) Workstation 10
Omn What USER : Chin055 / Chin055 Authorization Objects 30
20
Where To SRV _DC_D34 (Windows) Finance Server 50
= Incident Tracking ¥ AUDIT_200503.AUDIT (C:,Documents and Settings'ross'Desktop) - GYIM2 =1olx]
= : File Edit Tools Syntax Buffers Window Help
» Additional information ANPE | ee | san| RS ASA | TaQ? 2
[ . “FEARTEKE, @RCREEEEREERELEF @ECURITY L B2 RS3” z A% @ H @) @D+@ 5 @8 ESYSTEM
~ Investigate ¢ “M*@x"@BATCH_440°H @/ @"D @ AR H @ W Apyyj"H @ X" Apijjiy
- "EHE"ZH E"R"E @
Time: Fri Oct 31, 20086 08:05:01 GMT +02:00 (<} |_'! rminute |VI “@ G EAPPLES. @S @DSAB:[S¥S1.SYSCOMMON. J[SYSEXE]LOGINOUT .EXE"F "R E"R T R"N'Ei"@"R"C R @ E"R"E"R @
L e : : “@"L"@"F @SECURITY H @+ @
Setected time zone: GMT+01:00 Rome, San_Marine, Sarajevo 1i"N G @-"BHOM"Y @ “@xyzz.bananajunior.con”L @2 E6N0dz"Ax"B H @) @t § B8 @HQH
: “R"@*"@MQMTC_P2_BG164"H @/ @ R™AR™A“H @ W APy "H @ X Apiijij
[ Fiter by Platform: SRV _DC- 034 (Windows) R YRR R B
[IFitter by User; Jim Hofferman “@ G ECYGNUS. @S @DSAB:[SYSO.SYSCOMMON. J[SYSEXE]LOGINOUT .EXE'F "R AR T R K "R, "@"R"C"R"@"E"R"E"A @
“@"L"@"F @SECURITY" L "@2"R$cHnz"Ax"@"H @) "Gult $ @8 ESYSTEM “M @="EBATCH_4
Investigate 43 H @/ @ DR AR H" R W AP "H "X "Apiiji
“EHRTYH ERR @
“@ G ECYGNUS. @S @DSAB:[SYSO.SYSCOMMON. J[SYSEXE]LOGINOUT .EXE"G "R AR T R K "R, "@"R"C R @ E"R"E"R Q@
"@"L"@"F"@SECURITY L "@2"@N"Lanz"A%"@"H @) "Rullt § @8 @SYSTEM “M @*"E@BATCH_
U3 H @/ "R D @ AT@ H R W AP “H "X " Apiiji
Logrecords... CETHETYHORER @
“@"G"@CYGNUS. @ S @DSAB: [SYSH.SYSCOMMON . ][ SYSEXE]LOGINOUT .EXE"Z @"A"R U R U BT AR "R E"R"E R A A
“@"L"@"F @SECURITY " H RI"EN! 5% "H @R A @ "R H @ A"@" A @ @ @ H &% "@F ILE
@ 10,35-41 ALl
1Ty O




Framework de Sequridad de IBM

(3 INTERNET SECURITY SYSTEMS™

IBM Security Framework '
Information Management
SECUIRITY GOVERNANCE, RISK MANAGEMENT

AND COMPLIANCE i 1BM Global Business Services

@ PEOPLE AND IDENTITY

(3 INTERNET SECURITY SYSTEMS™

DATA AND INFORMATION S—
1) [N Lotus. BV Systems Group

@ APPLICATION AND PROCESS
WebSphere
@ NETWORK, SERVER AND END POINT Tivoli

@ PHYSICAL INFRASTRUCTURE

Commsga Pobcy, [rent handing asd Regarting NI} 'BM Systems Group

(3 INTERNET SECURITY SYSTEMS™

Tivoli. j Rational.

Information Management i ¥, (E5

(3 INTERNET SECURITY SYSTEMS™

IBM Systems Group

15 IBM Security

= Medir grado de conformidad con
soluciones Tivoli

= QOtras Soluciones para el
cumplimiento normativo

» Casos de exito en la gestion de
accesos

© 2008 IBM Corporation




Es necesario el cifrado de la informacion?

16
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Format the drive or delete the
data

= Doesn’t remove the data -
data is still readable

Shredding
= Very costly, time-consuming

= Environmentally hazardous

Smash the disk drive

= Not always as secure as
shredding, but more fun

IBM Security

Over-writing
= Takes hours-to-days

= Error-prone; no notification from
the drive of overwrite completion

Degaussing

= Very costly, time-consuming

= Difficult to ensure degauss strength
matched type of drive

Professional offsite
disposal services

* Drive is now exposed to the
tape’s falling-off-the-truck issue

© 2008 IBM Corporation



The IBM Security Framewor! k

Tivoli Key Lifecycle Manager —
Data & Information

Common Policy, Event Handling and Reporting
W

= Brand new offering! GA in 2H08

= Single GUI to simplify configuration &
administration of key generation & 4
2 Systems
management i

= Easy to use Interface to do basic local
Key Lifecycle Management

= Significantly simplifies set up and use

Operating

of keys Ti_voli
_ Key Lifecycle
= Key management can be centralized, Manager

distributed, or both

= Helps avoid key/certificate expiration
problems Beneficios

= Key retention/availability for backed-up " IP rotg[gderola propiedad intelectual y la Imagen de
data, to address regulations/discovery aent .a _
rules = Reducir costes de cifrado

= Can be used to manage many = Cumplir las normativa legal

platforms, IBM storage, applications,
and legacy system keys

17 IBM Information Infrastructure © 2008 IBM Corporation



nalogia en el mundo mainframe

Desde la administracion de RACF a Tivoli Zsecure es com 0 esto:

=} Session A - [32 x

zSecure Admin+Audit for RACF USER overview Line 1 of 54

Users like Z% 30 Jan 2008 14:35

_ Identification of ZAADMIN zTe1
User name WAS ADMINISTRATOR
Installation data

_ Ouner SENIOR _ KEVIN SENIOR ITALY

_ User's default group ZACEG
Group Auth R SOA AG Uacc Revokedt Resumedt InstData

_ ZACEG USE _ __ NONE
System access Statistics
Revoked (may be by date) No Creation date 29Sepn0y|
Inactive, revoked or pending Yes Last RACINIT current connects 115ep07
Days of week user can logon SMTWTFES User's last use date 11Sep07|
Time of day user can logon User's last use time 10:46
Date user will be revoked (ddmmmyyyy or NOREVOKE)
Date user will be resumed (ddmmmygyy or NORESUME )
Password Password phrase
Has a password Yes Has a password phrase No
Expired password No Expired password phrase No
Password changed date 29Sep®5  Password phrase change date
Password expiration date Password phrase expiry date
0ld passwords present # [} 0ld pass phrases present # )
Failed passuord attempts # 0
Password interwval
Password interval in effect
Mixed case password No

Command ===>

O

Viajar por el tiempo desde 1982 a hoy!

IBM Security © 2008 IBM Corporation




Framework de Sequridad de IBM

(3 INTERNET SECURITY SYSTEMS™

IBM Security Framework '
Information Management
SECUIRITY GOVERNANCE, RISK MANAGEMENT

AND COMPLIANCE i 1BM Global Business Services

@ PEOPLE AND IDENTITY

(3 INTERNET SECURITY SYSTEMS™

DATA AND INFORMATION S—
1) [N Lotus. BV Systems Group

@ APPLICATION AND PROCESS
WebSphere
@ NETWORK, SERVER AND END POINT Tivoli

@ PHYSICAL INFRASTRUCTURE

Lomemge by, [vent Mandinng asd Regerting Tivoli

(3 INTERNET SECURITY SYSTEMS™

IBM Systems Group

Tivoli. j Rational.

Information Management i ¥, (E5

(3 INTERNET SECURITY SYSTEMS™

IBM Systems Group
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= Medir grado de conformidad con
soluciones Tivoli

= Otras Soluciones para el
cumplimiento normativo

= Casos de exito en la gestion de
accesos

© 2008 IBM Corporation




Gestion de Passwords

Ministerio en ltalia

- 20 aplicaciones por usuario

- expuestos a normas de proteccion
de datos por mal uso de credenciales

- un pobre control de accesos

. =

Single Sign On - business need

» Pasword management
“ Too many - complexity - policies (from “support"
view)
- Control + management ; growing needs
- Link to other department/applications (HR, TD, Med.
Dept.)
€
n Login speed on shared pc + session
management

n 12 step to identity & access management

D @ @ G Y )

Single Sign On - business need

n Security
- Too many - complexity (from “end user” view)
= Use of

= Anybody sharing any userid
- Use of default password
=~ No log off

.

=

Tivoli Compliance Value Proposition

T sottware  Gumncmss ASMARTER PLANET WITH A DYMAMI B RA ST RUCTU RE T=Es

B L

Simple Business Case “The average 10, 000 user company
wio discounting) spends $1 to $4 million on password
- Stews Hunt
resets per year. WP Glga informa ton G roup
Annual Annual Payback Year One
Password PV Reset Pericd — RO — Payback Year One
Resats Pear Cost Per Standard Standard Period — Suite ROH — Suite
Employee Employes (SEuser) (SEI user) {S99iuser) [(S99ruser)
2 S50 16,6 months 3% 23.8 months S196
4 s100 8.3 months 145%. 11.9 months 1012
-] s150 5.8 months 21596 8.0 months 150%.
-] s200 4.2 months z259%% 8.0 months Z00%e
10 s250 3.4 months 2539 4.8 months 250%6
= Average reset cost perincidemnt: $25

20 IBM Security

*Redujo carga del departamento IT en gestion de

passwords

* Evitar fuga de datos sensibles

* Mejora productividad y satisfaccion del usuario

medical

© 2008 IBM Corporation



MUCHAS GRACIAS

Emmanuel Roeseler : Southwest Tivoli Security Sales Leader
Emmanuel_roeseler@es.ibm.com
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