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Introduccion

 Los dispositivos Android y iOS han penetrado rapidamente en la
empresa, con las ganancias de productividad, junto con el aumento
en el riesgo y el costo

* IBM Endpoint Manager for Mobile Devices ofrece fuertes
capacidades MDM en una infraestructura que permite la gestion
unificada de todos los dispositivos de la empresa - de sobremesa,
portatiles, servidores, teléfonos inteligentes y tabletas

» IBM esta en una posicion unica para proporcionar aplicaciones de
extremo a extremo y la gestion de ciclo de vida del dispositivo movil
con la plataforma de desarrollo de aplicaciones moviles (MADP),
Mobile Device Management (MDM), y Telecom capacidades de
gestion de gastos
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aplicaciones de extremo a extremo y gestion de
ciclo de vida del dispositivo movil

Iniciativas del Cliente

dispositivos moviles

@ para moviles
y aplicaciones

@@ Conectar a, y ejecutar

en los sistemas de back-
- end en apoyo de la
Eﬁ telefonia movil

® dispositivos moviles

- Transformar el negocio
creando nueva
oportunidades

Garantizar mi
negocio movil

IBM Sample Offerings
- Worklight (MEAP)

» Cast Iron

S ——————

* Rivermine Telecom Expense
Management

* IBM Lotus Notes Traveler

» IBM Rational Application Developer
» Unified Communications Services

- WebSphere Application Server * IBM Security Access Manager | o
Web 2.0 and Mobile Feature Pack - IBM GBS - Security & Privacy * Mobile Application Platform
i M t
« IBM Websphere Portal Mobile practice anagement |
Experiences - Identity Manager * IBM GTS Mobile Enterprise

Services (MAPM)

* IBM GBS - Strategy &
Transformation and Mobile
Solutions Practice

* IBM Lotus Domino XPages
* Green Hat (an IBM company)

» Social Collaboration Software

* IBM WebSphere Comirerce M7.0.
Feature Pack 4 =

esta en una posicion unica para proporcionar

Desarrollar aplicaciones Gestiona Extender las capacidades
existente del negocio a los
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Android y i0S representaron el 79% de todos
los envios de teléfonos inteligentes

Share of global Q1 2012 de las ventas de teléfonos inteligentes a
usuarios finales, por sistema operativo

Symbian
8.6%

m Android miOS mSymbian mRIM ~ Bada = Microsoft mOthers
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Source: Gartner 2012; does not include media tablets
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Gestionando Dispositivos — Filosofia Tl

= Tl controla los riesgos a través de los puntos de control

=y |

oy

Windows 7

T‘/j Control del Dispositivo
— Las empresas proporcionan todos los equipos
“t@Control de la Complejifdad
. Pequenos conjuntos de plataformas / modelos soportados
QLi@ControI del SO

— Sistemas Operativos configurados, gestionados, y actualizados I\

Adobe
- o
por TI Cla citTRIX
Microsoft: ) b= "

Q4@Control de las Aplicaciones Office

— TI controla qué aplicaciones son autorizadas y su configuracion
&
% Control de la Red

— Trafico de red controlado por proxies y filtros web




Nuevos Retos — BYOD y Dispositivos Moviles

= Con BYOD y Dispositivos Moéviles, Tl pierde control
3¢ Control del Dispositivo o
— Los empleados traen sus dispositivos personales (BYOD) ”
3¢ Control de la Complejidad
— Multiples combinaciones diferentes de dispositivos y SO’s
¥€ control del SO

— Versiones de SO y upgrades gestionados por proveedores, OEMS,
users

3€ Control de las Aplicaciones

— Aplicacones actualizadas automaticamente por “App Stores” y
usuarios

3€ Control de la Red

— Dispositivos conectados a través de 3G/4G, WiFi,
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Solucién IBM Endpoint Manager for MDM

Microsoft Windows ¢ Mac OSX « IBM AIX « HP-UX ¢ Solaris * VMWare ESX
7 versions of Linux ¢ iOS ¢ Android « Symbian ¢ Windows Mobile

IT Operatio

* Security configuration
baselines

+ Managed endpoint » Software distribution
hardware inventory

+ Managed endpoint
software inventory

1 console, 1 agent, 1 server, many OS




Solucién IBM Endpoint Manager for MDM

IBM Endpoint Manager ofrece un sistema unificado de gestién
de la seguridad y la solucién para todos los dispositivos de la
empresa

Unix / Linux Servers AnQroid [i0OS / Symb_ian /
. Windows Phone devices
Windows & Mac Windows Mobile / Kiosks /
Desktops/Laptops POS devices

Soportando mas dispositivos....

...y mas capacidades.

Device Inventory Endpoint Protection S/W Use Analysis
Patch Mgmt Power Mgmt  Security Config Mgmt Mobile Device Mgmt
Configuration Mgmt Remote Control OS Deployment

I
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Solucién IBM Endpoint Manager for MDM =
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Apple Push
Notification

T ——
&

P T ——

TEM Server J

TCP port 2195 to
gateway.push.apple.com

Relay

Management
Extender for iOS

J

https / 443 TCP p
°»

w8 ﬁ

Servers, desktops, laptops*  Android devices* Apple iOS devices*

pple.com
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Solucién IBM Endpoint Manager for MDM

Funcionalidades requeridas

Categoria Capacidades Endpoint Manager

Plataforma Soportada Apple iOS, Google Android, Nokia Symbian, Windows
Phone, Windows Mobile
Gestion Politicas & Seguridad Politicas de contrasefias, encriptacion de dispositivos,

jailbreak & root detection

Acciones Wipe selectivo, wipe completo, acceso denegado a email,
bloqueo remoto, user notification, clear passcode

Gestion Aplicaciones Inventario de aplicaciones, tienda de aplicaciones
corporativas, whitelisting, blacklisting, Apple Volume
Purchase Program (VPP)

Servicios de Localizacion Ubicacion de dispositivos y localizacion en un mapa para
dispositivos de la empesa (pero no se trata de rastrear a los
empleados)

Gestion Accesos Corporativos Configuracion de Email, VPN, Wi-Fi

Gestion de los Gastos Habilitar/deshabilitar voz y roaming de datos

Politicas Flexibles Politicas basadas en grupos flexibles e informacién del

dispositivo (por ejemplo, dispositivos de empleados vs.
dispositivos corporativos)




Solucién IBM Endpoint Manager for MDM

Gestidon de los dispositivos méviles — La problematica

Seguridad/gestion de
Problemas

* Potenciales Accesos no

. GEER G Autorizados (pérdida, robo)
"4 W3 E | « Dispositivos no

« Mail / Calendario / Contactos | 4 N E securizados conectados a

« Accesos (VPN / WiFi) ﬁ la red

* Apps (app store) . . : .,
+ Enterprise Apps VPN /WiFi Corporate | * Falta de encriptacion

Network | « Fuga de datos
corporativos

Encryption not enforced
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Solucién IBM Endpoint Manager for MDM

Gestidon de los dispositivos méviles — La soluciéon

9 Usuario
Q\- Final

=
s > diz L "";; o T hbbd

II -. g F . L e 2

\_\/ v, EWJ Wi ®

* Personal Mail / Calendar
» Personal Apps

Corporate Profile

» Enterprise Mail / Calendar

» Enterprise Access (VPN/WiFi)

» Enterprise Apps (App store or
Custom)

(B
| f | Encryption Enabled

Secured by [EM
policy

VPN / WiFi

4

Corporate
Network
Access

Endpoint Manager for
Mobile Devices

» Habilitar Politicas de PW
 Habilitar encriptacion
Dispositivos

» Forzar backup encriptado
» Deshabilitar Sync

» Acceso Corporativos,
acceso email, y acceso App

» Wipe si perdido / robado

* Wipe datos corporativos si el
empleado deja la compania
(borrado selectivo)
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Solucién IBM Endpoint Manager for MDM

Los PCs y dispositivos moviles tienen muchas de las
mismas necesic ion

Gestion Moviles
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Solucion IBM Endpoint Manager for MDM

Beneficios de un enfoque basado en la gestion de puntos
finales para la gestion de los dispositivos moviles

= “Organizations...would prefer to use the same tools across PCs, tablets and smartphones, because it's increasingly
the same people who support those device types”
— Gartner, PCCLM Magic Quadrant, January 2011

= Although at some level mobile is unique, the devices are just another form of endpoints in your infrastructure.
This means whichever technologies you procure should have a road map for integration into your broader endpoint
protection strategy.
— Forrester, Market Overview: Mobile Security, Q4, 2011

Reducir Hardware & Costos de

Administracion

« “Single pane” para dispositivos » Enterprise-grade APIs permite
moviles, laptops, desktops, y integracion con service desks,
servidores CMDBs, etc (Integrated Service

« Un Unico servidor de Endpoint Management)

Manager permite gestionar » Contenido basado en un
mas de 250,000 dispositivos modelo de entrega Cloud.

« Un modelo de Permite actualizaciones
Infraestructura/administracion rapidas sin necesidad de
unificada reduce los instalacion manual

requerimientos FTEs
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Solucién IBM Endpoint Manager for MDM

Mobile Device Management # Mobile Device Overview
ﬂ Maobile Device Overview Fs
i Setup (9) Mobile Device Overview

@ TEM 8.2 Windows Components Upgrac
@ Warnings (2]
4 [ Mobile Devices (26)
fo @ Android Agents (1) [T .r | H J
> (5 Apple MDM (1) 1
» [ MS Exchange (11)
fs @ Lotus Traveler (13) 12 |
« & Inventory
@ Device Information (9) 10 4
t [ Location Information
4 & Apps Management
E Installed Apps
j Offered Apps
@ App Offer Tasks (0]
b ) Security Policies
4 & Applei0s Profiles
j 105 Profile Configuration

@ Passcode (0) o
@ Exchange ActiveSync (0 ]

@ Restrictions (0) Android iPad iPhone WinMobile

Device Count by Type

m

=]

Device Count
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Solucion IBM Endpoint Manager for MDM

La “Vista Dispositivos” permite a los administradores y helpdesk
ver detalles del dispositivo con facilidad y tomar acciones

Device Details Management Commands 05 Profiles Security Info
Device Name )
nmakhani's iPad Device Details - Android | Apple iOS
User Name GUID / IMElI  n/a
LA Ao Serial Number ~ V5044H82
Operating System Name BigFix iPad
Wi Manufacturer Apple
Model Last Server Communication  Mon, 25 Jun 2012 15:25:34 -0700
E e Authenticated User ID n/a
F LR Model  iPad
= Location not Supported o
=2 Device Ownership  Organization
; Phone Number n/a
= Last Report Time  6/25/2012 3:25:34 PM UuID / UDID  976e7dde31b9815Mf1d1alacdbbebc?
Manufacturer  Apple I Carrier n/a
Carrier n/a Model ID  MB2393LL
Phone Number n/a Locale/User Language en

Agent Version 8.2 11037.0

St Infe ti
Data Source  Apple MDM acds nonnee

Total Storage Space: 25 56 GB




Solucion IBM Endpoint Manager for MDM

Un proceso de inscripcion flexible, permite a las organizaciones
incluir un EULA y recoger datos de dispositivo critico y de los

empleados a través de preguntas personalizable

Enrollment Questions

Please answer the following questions

Mobile Device Enrolimr

Device ownership *
O 1 own this device

© My organization owns this
device

Department
[ Development '

(O Full-time employee

Please explain why you want
to be managed by MDM

r

awesome MDM solution. It must be
used for good and not for evil. Here
are the awesome terms for this
awesome MDM solution. It must be
used for good and not for evil. Here
are the awesome terms for this
awesome MDM solution. It must be
used for good and not for evil. Here
are the awesome terms for this
awesome MDM solution. It must be
used for good and not for evil. Here
are the awesome terms for this
awesome MDM solution. It must be

nnad far mand and nat fae sl Laes

@I agree

Contact support

( Submit) ( Cancel)

& Verified
Description  Install this profile to enroll for
managerment by 1BM BigFix,
Signed 1BM BigFix Profile Service
Received Feb 9, 2012
Contains Device enrollmant challengs

More Details

IEM BigFix Profile...

There are no recommended
apps available at this time.

Yo will recineg a notiication whan tha
admEnisiralor recommends new apps for
you, ¥You can also press the relfresh bulion
on the lop of the soreen 1o check for now

apps




Solucion IBM Endpoint Manager for MDM

Distribucion de aplicaciones utilizando el Enterprise App Store

sl Ve

R e ]
Mobile Client

There are naw app

Business

q Productivity
|rr::'pu.'i Travel

@>

Ju‘>

IBM Lotus Notes
B Lotus

ProductinTy
2 Apple
Fravel

7 4 Tripit - Travel Organizer €
Tripht

©

Produciaaly
Evernote
Evarnsle

©

Al Appe

9 3 91% =

Productivity

Evernote
419

Evernote

Upgrade

% New York Times ‘Top 10 Must-Have App’,
Winner: TechCrunch Crunchies, Mashable
Awards and the Webbys. %

Evernote is an easy-to-use, free app that
helps you remember everything across all of
the devices you use. Stay organized, save
your ideas and improve productivity. Evernote
lets you take notes, capture photos, create to-
do lists, record voice reminders--and makes
these notes completely searchable, whether
you are at home, at work, or on the go.

Key Features:

A®

Updates
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Solucion IBM Endpoint Manager for MDM

Un perfil de configuracion de iOS facil de usar expone las
capacidades de configuracion del APIs de Apple de MDM

Passcode

Restrictions

Allow simple
Permit the use
Device Functionality

LI Require alphd  Enable use of device features
Reguire passc

Exchange ActiveSync

. || Allow installing apps ] "
o | @ Minimum pas| Account Name

Smallest numy  [¥] Allow use of camera Mame for the Exchange ActiveSync account

Minimum nun |+ Allow FaceTime

° =
Smallest numi
1] Allow screen capture Exchange ActiveSync Host

90 @ Maximum pay [¥] Allow automatic sync while roaming Microsoft Exchange Server E
Days after whi ] Allow Siri
0 || Auto-Lock(13 | Allow Siri while device is locked V| Allow Move
Device automa . L Al X o t
[+ Allow voice dialing ow user to move messages from this accoun _
> Passcode hist
4 |j T::!;{fjmt?er 'Dsf [+ Allow In-App Purchase | Use Only in Mail

|| Force user to enter iTunes Store passw Send outgoing mail from this account only from Mail app

None ¥ | Grace period . .
Amount oftimd  [¥] Allow multiplayer gaming [v] Use SSL

. . v| Allow adding Game Center friends Send all communication through secure socket layer
10 |j Maximum nu

Mumber of pas [ | Use S/IMIME
Applications Send outgoing mail using S/MIME encryption
Enable access to applications on the device .
Domain
[+l Allraar nneo AfF YanTuhao Domain for the account

oo e I

[¥| Auto-populate user and email fields




Solucion IBM Endpoint Manager for MDM

Un Portal de autoservicio permite a los empleados localizar
los dispositivos perdidos y realizar tareas tales como bloqueo

de pantalla, “clear” la contraseina y device wipe

pus.ibm.com Logout
Device Name U=zer Mame Cperating System Data Source
blku=s's iFhone bkus@us.ibm.com i05 5.1.1 Apple MDM
blkus's ADRGA00L bkus@us.ibm.com Android 2.3.4 Mative
blkus's iFad bkus@us.ibm.com i05 6.0.0 Apple MDM

Actions Device Details 105 Profiles Apps Security

Device Commmands

Lock Screen Show Command History
Zlear Passcode Show Command History
Device Wipe Show Command History
Ay
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Solucion IBM Endpoint Manager for MDM

Notificacion iOS Jailbreak

aill Verizon = & 92 % v,

1205 [

Thursday, February 9 Thu Fri Sat Sun Mon Tue
64/48 61/52 57/46 55/46 54/43 54/45

¢ " = & R,

500 1,352.83 AAPL 494.22 GC

A 2.87 Cap: 461.3B /A 17.54 Cap
. . I
Mobile Client ; &!
1EE : g bi:iy . :
s ' VWarning: Your device is s Mobile Client

jailbroken «» Mobile Client

“Warning: Your device is jailbroken”
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Vista de las aplicaciones instaladas en los dispositivos Android y iOS

This dashboard lists the applications that are installed on managed devices.

Android Apps Apple i05 Apps
. Apps List

Tag checked as: 2l i i -
[ | Display Hame Tag 1 & Package Hame Description Version Computer Count
[ | Dropbox Blacklisted com.getdropbox. Dropbo: 142 147 151 4
[ | XFINMTY TV Blacklisted com.comcast. cim xfinityt 1.8.1 1
[ | ApptDialer Enterprise com. foxgroupco.apptdia 3.2 1
[_| Tripht - Travel Organizer Enterprize com.tripit. triptmobile 25,331 2
|| Mobile Client Enterprize com.ibm.tiveli. mobileclien 1.0.2, 8211053 3.2.11C 4
[ | Alfred com.alfredmokbile.alfred 0.6.8.5305 1
[| Trippy com.trippy.delightful 1.0.44 1
[ | MDb com.imdb.imdb 22 251 3
[| =Shazam com.shazam.Shazam 345 1
|| Kindle com.amazon.Lassen n/a 4
| Talkatone im.talkme.talkmeim 1.4.1 1
[ | Calculator Pro com.apalon. calculatorpro 1.3 1
| Flashlight com.jehnhaney Flashligh 4.1 1
| | iBooks com.apple.iBooks 335 1 ’/ =




Resumen

El primer paso para hacer realidad los beneficios de los
dispositivos moviles ! es dejar que los empleados los usen!

BYOD vy las complejidades de los dispositivos moviles requieren
un cambio en la mentalidad acerca del control de los
dispositivos Tl

Los dispositivos existentes de politicas de seguridad y de
gestion pueden ser ajustado para dispositivos moviles para
equilibrar las necesidades personales y empresariales

Las soluciones MDM (como IBM Endpoint Manager for Mobile
Devices) permiten a las organizaciones hacer cumplir las
politicas corporativas en los dispositivos moviles

Visite http://support.bigfix.com y empezar a probar la solucion




