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The role of an SOA appliance

Update application
servers individually

Point to Point

Secure, route, transform all applications 
instantly

No changes to applications

With SOA appliance

• As an ESB (Enterprise Service Bus) to route, transform, and help 
secure multiple applications without code changes

• Lower cost and complexity

• Enable new business with unmatched performance

Route

Transform

Encrypt/Decrypt

Validate

Authenticate
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How DataPower is used today

• SOA acceleration
- Example:  XML processing, WS-Security

Service 
Providers

Clients

In-the-clear 
SOAP/HTTP

Malicious
SOAP/HTTP

SOAP

SOAP

SOAP

Cobol/
MQ 
Appl

Cobol/MQ

Encrypted and 
Signed SOAP/HTTP

DataPower XI50

• Application-layer security and threat protection 
- Example: XML Denial-of-Service protection, WS-Security

• Protocol and message transformation
- Example: Convert SOAP to Cobol Copybook

• Content-based routing and data aggregation  
- Example: Routing based on Web Service parameters
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Clients

In-the-clear 
SOAP/HTTP

Malicious
SOAP/HTTP

SOAP

SOAP

SOAP

Cobol/
MQ 
Appl

Encrypted and 
Signed SOAP/HTTP

Clients

In-the-clear 
SOAP/HTTP

Malicious
SOAP/HTTP

SOAP

SOAP

SOAP

Cobol/
MQ 
Appl

Encrypted and 
Signed SOAP/HTTP
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Additional benefits XI50z
• Fast secure network between DataPower 

blade and target servers

• Virtual Network Provisioning 

• Dynamic Load Balancing (via Sysplex
Distributor)

• HMC Console Integration

• Blade hardware management

• DataPower Firmware Load and Update 

• Monitoring and Reporting 
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1 All statements regarding IBM future direction and intent are subject to change or withdrawal without notice, 
and represents goals and objectives only.

DataPower XI50z
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Legacy Enablement: XML Parsing, binary transformation 
and Security

5

• Backend can be anything: CICS, IMS, WAS, Message Broker…..
• Connection can be anything: binary over MQ, SOAP….

Client

Signed/Encrypted XML

SOAP/HTTPS

Significant 
CPU 

consumption 
for XML 

processing

Client

Reduced CPU 
consumption 

for XML 
processing

zEnterprise

Signed/Encypted
XML

SOAP/HTTPS

SOAP/HTTP                  
(with binary Cobol)
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Client

SOAP/HTTP

WAS+CICS connector

CICS Web ServicesSOAP/HTTP

CICS Integration (1)

Security and Management for CICS Web services

DataPower
XI50z

C
IC

S

C
IC

S
 A

p
p

lic
a
tio

n

M
Q

 S
e
rv

e
r

CICS

Brdg

M
Q

 C
lie

n
t

Cobol/MQ

DataPower
XI50z

Client

SOAP/HTTP

CICS Integration (2)

DataPower provides Web service enablement
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Client

SOAP/HTTP

WAS+IMS connector

IMS SOAP GatewaySOAP/HTTP

IMS Integration (1)

Security and Management for IMS Web services

DataPower
XI50z

DataPower
XI50z

Client

SOAP/HTTP

IMS Integration (2)

DataPower provides Web service enablement
IM

S
C

o
n

n
e
c
t

C
lie

n
t

IMS
O
T
M
A

Appl1
IMS

Connect

Cobol/TCP

Appl2

Appl3

IMS
O
T
M
A

Appl4

Appl5

Appl6

Cobol/MQ

M
Q

 C
lie

n
t

M
Q

 S
e
rv

e
r

MQ 

Brdg
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SOAP/HTTP
DRDA

DB2

Service provider 
façade (generated)

DB service request Content transformation 
XML to SQL (generated)

DB2 Integration (1)
DataPower provides enablement for Data Web services

Client

Service 
Provider

Augmented service 
request

SOAP/HTTP

DRDA

SOAP/HTTP

Client

DB2 Integration (2)
Web service requests are augmented with information from the database 
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Federated ESB use case

Z196 and z/OSzBX

Security check

Data integrity

Encrypt

Decrypt

Protocol switch

Routing

Semantic check

Mediation

Transformation

Protocol switch

WebSphere
Datapower XI50z

WebSphere
Message Broker

ESB

SOAP-HTTP 
/MQ

Business
Services
(requester)

Business
Services
(provider)

zEnterprise
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How DataPower is used in showcase

Branch Servers
J2EE application

WAS cluster on z/Linux

Systems Management
IBM Tivoli Monitoring, z/Linux

Core Banking System
Fidelity Corebank, CICS, DB2 z/OS (FSDM)

Internet Channel
Integration hub

WAS z/OS, WMQ, WPS, WBE

System Operations
LOB operations

Intranet

Business Intelligence
Cognos 8 BI z/Linux
Oracle BI AIX blade

3D Agencies
OpenSim z/Linux

Integrated Risk 
Management

FICO Credit Risk z/OS
PRM Fraud Management 

z/OS

Customer Avatars
Internet

Retail Payments 
BASE24-eps z/OS

ATM protocol 

TCP/IP

VISA ISO8583 

TCP/IP
Client / httpClient / http

Management/Analysts
Intranet

Bank Operations
Intranet

BDW
DB2 z/OS

@

Teller Internet ATM Retail / POS

Browser or client / http Browser or client / http Browser or client / http

Browser / http

Partners

SOAP / https

zEnterprise
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Partner

SOAP/HTTP(S)
CICS Web Services

Enabling Core banking Web services

ITCAM for SOA and ITCAM 
Agent for DataPower for 
service monitoring

Transform XML body into 
CICS binary Container 
and transport using 

MTOM/XOP

BasicAuth over SSL and 
propagate identity (DN) 
to CICS

Transfer external batch –
batch of transfers between 
accounts (message 
length=250K)

ITCAM for SOA and ITCAM 
Agent for DataPower for 
service monitoring

NoneXML digital signature and 
propagate identity (DN) 
to CICS

Transfer external – transfer 
between accounts (message 
length<5K)

ITCAM for SOA and ITCAM 
Agent for DataPower for 
service monitoring

NoneXML digital signature and 
propagate identity (DN) 
to CICS

Posting inquiry – retrieve 
list of account transactions 
(message length<5K)

Monitoring
Data 

transformationSecurityService

ITCAM for SOA and ITCAM 
Agent for DataPower for 
service monitoring

Transform XML body into 
CICS binary Container 
and transport using 

MTOM/XOP

BasicAuth over SSL and 
propagate identity (DN) 
to CICS

Transfer external batch –
batch of transfers between 
accounts (message 
length=250K)

ITCAM for SOA and ITCAM 
Agent for DataPower for 
service monitoring

NoneXML digital signature and 
propagate identity (DN) 
to CICS

Transfer external – transfer 
between accounts (message 
length<5K)

ITCAM for SOA and ITCAM 
Agent for DataPower for 
service monitoring

NoneXML digital signature and 
propagate identity (DN) 
to CICS

Posting inquiry – retrieve 
list of account transactions 
(message length<5K)

Monitoring
Data 

transformationSecurityService

WebSphere
DataPower

XI50z

zEnterprise

zBX z196

SOAP/HTTP

IEDN
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Solving the end-to-end security challenge

Web services 

requester

JAX-WS 

Web 

Services

Partner 
Application

CICS

RACF

z/OS
Security 

registry

Security 

registry

WebSphere 

DataPower XI50z

S
O

A
P
/H

TTP
(S

) SOAP/H
TTP

Smarter Banking Showcase

Authenticate

Bob

CN=Bob Clark,
OU=Retail,
O=IBMPartner1,
C=UK

RACMAP ID(PARTNER1) MAP
USERDIDFILTER(NAME('CN=Bob Clark,OU=Retail, 
O=IBMPartner1, C=UK '))
REGISTRY(NAME(‘DPDev’)) WITHLABEL(‘Partner1')

Map identity

RACF 
Userid ?

PARTNER1

Authorize

� RACF Userid

� Distributed

Identity

Audit Record

'CN=Bob Clark,OU=Retail, O=IBMPartner1, C=UK

Audit

Propagate

Identity
CN=Bob Clark,OU=Retail,

O=IBMPartner1,C=UK
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Web services 

requester

JAX-WS 

Web 

Services

Partner 
Application

CICS

z/OS

Long XML 
message

• >250K in length  

• > 18K elements

<tns1:transfer_pd_

bd><tns1:pstg_org

nl_amt>50</tns1:p

stg_orgnl_amt><tn

s1:pstg_orgnl_iso4

217>GBP</tns1:ps

tg_orgnl_iso4217>

<tns1:fee_on_debit

_ind>0</tns1:fee_o

n_debit_ind><tns1:

fsre_rfrnc_id></tns

1:fsre_rfrnc_id></t

ns1:transfer_pd_bd

S
O

A
P

/H
T

T
P

(S
)

S
O

A
P
/H

TT
P

Smarter Banking Showcase

1. Data transformation from XML 
to COMMAREA using WTX
2. Convert message to 
MTOM/XOP format 

Short XML

message

• 1K  in length  

• 1 element

<tns:w_comm_i>

<href="cid:f7269b7

9-2d87-4687-941d-

225829c20246"/></

tns:w_comm_i>

Binary 
attachment

• CICS COMMAREA

5 Batch Transfer services per second

0

1

2

3

4

5

6

7

8

9

10

TranExtB TranExtB-MTOM

C
IC

S
 T

O
R

 C
P

U
 (

A
P

P
L

%
)

CICS TOR 

zAAP %

CICS TOR GCP %

Saves MIPs

Message optimization for very large messages

WebSphere 
DataPower XI50z
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PostingInquiry and Transfer Web services

XI50z

0

100

200

300

400

100 200 300 400
Number of Web service clients

S
e
rv

ic
e
s

0

20

40

60

80

100%

System

Load%
Services/

Sec

# Users Web services/sec CICS DataPower End user DataPower 

RT ms RT ms  RT ms System Load %

100 100 19 23 47 6

200 200 22 25 48 13

300 290 23 30 50 19

400 352 30 40 60 22
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Service monitoring

DB2

ITCAM for

SOA

IBM Tivoli Monitoring

• Tivoli Enterprise Portal Server

• Tivoli Enterprise Monitoring Server

ITCAM for

SOA DataPower

Agent

OMEGAMON®

XE 

for CICS

ITCAM Agent

for

WebSphere

DataPower

zEnterprise

CICS TS

Tivoli Enterprise Portal

ITCAM for
SOA Agent

AOR

CPPEPM01

CWPISI05

TOR

TransferBTransfer

TransferBatch
PostingInquiry Posting

Transfer

AOR

CPPEPM01

CWPISI05

‘Simplify’ service interface

‘Secure’ service

‘Optimize’ service performance

Business 

partners
WebSphere 
DataPower

XI50  
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Partner channel

Partner channel
throughput

Partner channel
response time

Click here for more 
information on 

partner services 
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Partner service 
throughput

Partner service 
response times

Click here for 
more information 

on DataPower



18
©2011 IBM Corporation

Service operation
response times

Service operation
message lengths

DataPower
CPU

DataPower
memory
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XI50z positioning and added value

Accelerates time to 

value

Enables connectivity 

infrastructure with ESB 

capabilities

Integrates with System 

z assets including CICS, 

IMS and DB2 

Secures SOA, Web 2.0 

and cloud environments

Governs your evolving 

IT architecture

Increases scalability 

and throughput 

Consolidates
datacenter footprint

Reduces power 

consumption by up to 

35%      

Lowers TCO through 

simplified management 

and lower power cost

Secures physical integration of 

DataPower and virtual servers 

within zEnterprise through use of 

high speed private network 

Extends ESB integration across 

the zEnterprise

Centralizes installation,

operations and management of 

DataPower blade using zManager

Improves support with 

zManager monitoring and 

automatic “call home”

XI50

XI50z
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Additional Information
• zEnterprise BladeCenter Extension (zBX)

- http://www.ibm.com/systems/z/hardware/zenterprise/zbx.html

• WebSphere DataPower SOA Appliances home page

- http://www.ibm.com/software/integration/datapower/

• WebSphere DataPower Information Center (online help):

- http://publib.boulder.ibm.com/infocenter/wsdatap/v3r8m1/index.jsp

• developerWorks

- http://www.ibm.com/developerworks/websphere/zones/businessintegration/dp.html

• Redbooks

- http://www.redbooks.ibm.com/cgi-bin/searchsite.cgi?query=datapower

• zJournal

- http://www.mainframezone.com/z-journal 

• IBM Software Services for WebSphere

- http://www.ibm.com/developerworks/websphere/services/

• IBM WebSphere DataPower SOA Appliance Handbook

- http://www.ibmpressbooks.com/bookstore/product.asp?isbn=9780137148196

• DataPower SOA Appliance Customer Forum

- http://www.ibm.com/developerworks/forums/forum.jspa?forumID=1198

• Global WebSphere Community

- http://www.websphereusergroup.org/datapower

• Technotes

- http://www.ibm.com/search/csass/search?q=&sn=spe&lang=en&filter=collection:stgsysx,db
lue,ic,pubs,devrel1&prod=U692969C82819Q63


