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The role of an SOA appliance

« As an ESB (Enterprise Service Bus) to route, transform, and help
secure multiple applications without code changes

» Lower cost and complexity
« Enable new business with unmatched performance

Point to Point ‘ With SOA appliance
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Secure, route, transform all applications
Update application instantly

servers individually No changes to applications
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How NataPawar.ic
WebSphere. DataPower X150

AR XY

Method

Signature Yalidation
Credentials

XPath Expression

Retrieve Remote
WS5-Sec Token

1iean tnAav

@ Configure an Access Control Policy
AAA Policy Mame: IdProp

Define how to authenticate the user.

(Ofccept @ SAML Assertion with a Walid Signature

(ihccept an LTPA token

(Bind to Specified LDAP Server

{JContact a SAML Server for a SAML Authentication Statement
{yContact a W3-Trust Server for a WS-Trust Taken

(Contact ClearTrust Server

(Contact Netegrity SiteMinder

()Contact NSE for SAF Authentication

{)Custom Template

{JPass Identity Token to the Authorize Step

(Retrieve SAML Assertions Corresponding to a SAML Browser Artifact
{Use an Established WS-SecureConversation Security Context
(Use certificate from BinarySecurityToken

{lUse DataPawer AAA Info File

{JUse specified RADIUS Server

{walidate a Kerberos AP-REG for the Correct Server Principal
(#validate the Signer Certificate for a Digitally Signed Message.
{wWalidate the 551 Certificate from the Connection Peer

i

| DPDevCACryptovalidationCred Vl[ + ][ ]

| | ®Path Toal |

[ ®Path Bindings

yon (@) off

Help

TE|LE

&
>
T

L.

dbol/
viQ

,

vice
riders

b

Smarter Banking



-

_ Let's build a smarter planet,

DataPower XI50z

vy
oy

ii;[ﬂ::

(K]
Ik

el

Encrypted and
Signed SOAP/HTTP

In-the-clear
SOAP/HTTP

v

------

Malicious
SOAP/HTTP

— Additional benefits X150z

« Fast secure network between DataPower
blade and target servers

« Virtual Network Provisioning
- Dynamic Load Balancing (via Sysplex

Linux

z0S
z0S
z0S
z0S
z0S

EDEEEE Distributor)
] « HMC Console Integration
| | « Blade hardware management
gl 2 Blade Extension « DataPower Firmware Load and Update
ZEnterprise » Monitoring and Reporting

1 All statements regarding IBM future direction and intent are subject to change or withdrawal without notice,
and represents goals and objectives only. Smarter chking
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Legacy Enablement: XML Parsing, binary transformation
and Security

[l
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Q _ Significant
\ Sighed/Encrypted XML CPU
% > consumption

_ SOAP/HTTPS for XML
Client processing
zEnterprise
Signed/Encypted ' —
Q XML R  SOAP/HTTP,
SOAP/HTTPS (with binary Cobol)
Client

- Backend can be anything: CICS, IMS, WAS, Message Broker.....
- Connection can be anything: binary over MQ, SOAP....

Smarter Banking
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CICS Integration (1)

Security and Management for CICS Web services
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SOAP/HTTP CICS Web Services

AS+CICS connecto

SOAP/HTTP _

Client

DataPower
X150z

CICS Integration (2)

DataPower provides Web service enablement

Q

Q Cobol/MQ o | @
SOAP/HTTP = = Q1 »
S = —-Cm |2, g 3
g o ()] =

Client DataPower S =
X150z = g
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IMS Integration (1)

Security and Management for IMS Web services

S

3
S

Client

DataPower
X150z

IMS Integration (2)

1|
I
IMS SOAP Gatewa

SOAP/HTTP — SOAP/HTTP

DataPower provides Web service enablement

=

SOAP/HTTP

»

Client

DataPower
X150z

WAS+IMS connector

IMS IMS
Connect 0 Appli
o I\’I/i «—Appl2
=0
22°|  covortcp «<| [[A| |AppI3
§ 3 % I(I)VIS Appl4
g Cobol/MQ p MQ = Appl5
® |Brdg M Abol6
c_<2 A PP

Smarter Banking



vy
Ly o

* Let's build a smarter planet

DB2 Integration (1)
DataPower provides enablement for Data Web services
Service provider
facade (generated)
Q SOAP/HTTP - — ROA
; X =
Client
: Content transformation
DB service request XML to SQL (generated)
DB2 Integration (2)

Web service requests are augmented with information from the database

\ SOAP/HTTP
NS

: ——=  SOAPHTTP
S
Client . DRDA

Service
Al A

Provider
m Augmented service

request
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Federated ESB use case

Z196 and z/0S
WebSphere Busi
Business usiness
Services Message Broker Services
(requester) (provider)
Security check Routing
Decrypt SOA/D—STTP Transformation >
Data integrity g Semantic check
) Encrypt Mediation )
Protocol switch Protocol switch

zEnterprise /
©2011 IBM Corporation

Smarter Banking
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Teller Internet Partners ATM Retail / POS

Customer Avatars
Internet

e

_

Client / http Btowser / http SOAP / https ATM protocol VISA ISO8583 Client / http

— TCP/IP TCP/IP

3D Agencies
OpenSim z/Linux

Branch Servers
J2EE application
WAS cluster on z/Linux

Integrated Risk

Internet _Channel Retail Payments Management
Integration hub BASE24-eps z/0S —|  FICO Credit Risk z/OS
WAS z/0S, WMQ, WPS, WBE PRM Fraud Management
[ z/0S
BDW
DB2 z/0S

Systems Management Core Banking System 5 3
IBM Tivoli Monitoring, z/Linux | | Fidelity Corebank, CICS, DB2 z/OS (FSDM) Business Intelligence

Cognos 8 BI z/Linux
______ , Oracle BI AIX blade

ZEnterprise

Browser or client / http Browser or client / http Browser or client / http

System Operations
LOB operations
Intranet

Management/Analysts
Intranet

Bank Operations
Intranet

10 '
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Enabling Core banking Web services

zEnterprise

zBX

T e —
o - ;

2196

_ ;OAP’ HTTPO) |, ——==8|  SoAPMHTTP

W& xmL signature —
Partner WebSphere IEDN

DataPower
X150z
Data
Service Security transformation Monitoring

Posting inquiry — retrieve XML digital signature and | None ITCAM for SOA and ITCAM
list of account transactions propagate identity (DN) Agent for DataPower for
(message length<5K) to CICS service monitoring
Transfer external — transfer | XML digital signature and | None ITCAM for SOA and ITCAM

between accounts (message
length<5K)

propagate identity (DN)
to CICS

Agent for DataPower for
service monitoring

Transfer external batch —
batch of transfers between
accounts (message

L {ength=250K)

BasicAuth over SSL and
propagate identity (DN)
to CICS

Transform XML body into
CICS binary Container
and transport using
MTOM/XOP

ITCAM for SOA and ITCAM
Agent for DataPower for
service monitoring

Strorter Bootking
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A
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Enable Logging of
@ Allowed Access | (& on () off *
] N Attempts
l -
Log Level for Allowed | - . |
Rule: ? Access Attempts ”j;
[
. Enable Logging of
Rule Marne: I: Rejected Access | () on()off
Attempts
Create rule: .
. log Level for Rejected —
Access Attempts warning

% IBM CICS Explorer
Explorer Edit Operations Administration RT&  WLM  Window  Help

i 7] |._|>_‘| Resource |-$» CId
@ cicsplex . @ crcsplex | T O |[Er g 7@ w [ Bie | Ec e @y de[he s Fn G elF BT e @estT Bz @c|$cgo TO
Server: CM11 w(h. CMX02111 Conkext: CICSRTL0, Resource: TASKASSC, 5 records collected at 08-Apr-2011 13:04:258 w(,‘:, Task 1D JG %~

'3} PLE®BAZZ (1/4]) Region TaskID  Trans... Userid Distinguished Marme Realm

= '$' PLEXZE (3/4) CICSRTIO Q000057 RELT CICSUSER.

@ ZEWLSO1 (&CTIVE) CICSRTIO  00000&e9  OMEG CICSUSER
@ CICSRALO (CICSRALO) CICSRTIO Q000070 OMEG CICSIUSER
CICSRTIO  Qo0oy/o0  ZTE STCUSER.

&5 CICsRALL (CICSRALLY
CICSRAL4

£ CICSRTL0 (CICSRTLO)
& PLEXZEZ (3/4)

CICSRTIO 0000701 ZTE PARTHER1 CM=Bob Clark, OU=Retail, O=IBMPartnerl, C=UkK ... DPDev ..,

Generate an LTPA
Token @ on@off

Generate a Kerberos OD”@DH —

Create Reu SPHMEGO token

Request TFIM Token Oyon @ off —

Generate an ICRX token
for 2705 Identity | (5 on () off _hert, C=UK

Propagation

ActorfRole Identifier | |

12

ICRX Realm || DPREG1 | rter Banking
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Short XML
Partner message .
Application «1K in length Smarter Banking Showcase
* 1 element
Q <tns:w_comm_i> 2/0S
href="cid:f7269b7
Web services| JAX-WS -2d87-4687-941d- CICS
requester Web 25829¢20246"/></
Services ns:w_comm_i> F

!

/ Binary
Long XML attachment

© . Saves MIPs
message % o b
* >250K in length 3, o6 7h oS =7 e3 40 f2
* > 18K elements 1\9_ 60 £1 £5 4b £0 £0 4b J
<tnsi :transfer_pd_ 9 4 5 Batch Transfer services per second

bd><tns1:pstg_org

nl_amt>50</tns1:p 9

stg_orgnl_amt><tn .

s1:pstg_orgnl_iso4 EE' Z —
217>GBP</tns1:ps WebSphere 2 5 ZAAP %
tg_orgnl_iso4217> DataPower X150z g . s cesTonacr
<tns1:fee_on_debit % 3

_ind>0</tns1:fee_o 1. Data transformation from XML f

n_debit_ind><tns1: to COMMAREA using WTX 0 ‘

fsre_rfmc_id></tns 2. Convert message to e

13 1:fsre_rfrnc_id></t V MTOM/XOP format

ns1:transfer_pd b Smarter Banking
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Postinglnquiry and Transfer Web services

RN
1l
-|!|1I|

X150z
400 100%
300 | 80
3 60 | mmmm System
(8)
'S 200 - Load%
o 40 Senices/
0 Sec
100 - 20
0 —_—-——.——-— 0
100 200 300 400
Number of Web service clients
# Users Web services/sec CICS DataPower End user DataPower
RT ms RT ms RT ms System Load %
100 100 19 23 47 6
200 200 22 25 48 13
300 290 23 30 50 19
400 352 30 40 60 22

14
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Service monitoring
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‘Simplify’ service interface .
, P y : zEnterprise
Secure’ service
‘Optimize’ service performance
|| cwrisios
P Transfer ITCAM for TransferB // CPPEPMO1
— | 'Prrang,ferBatph SOA Agent : AOR
Y ostingInquiry Posting
e T
Business ’ WebSphere | ! Transfer | [ ——s cwrisios
rtner / DataPower | "
partners / X150 : 7 TOR [ crpePMOf
/ LT AOR
B CICS TS
/ /" . ' \
' - . |
,-’ A Tivoli. ENiCTETCRE
v = v
ITCAM for ITCAM Agent
SOA DataPower ITCAM for ||OMEGAMON® for
Agent SOA XE WebSphere
‘ for CICS DataPower
.
L IBM Tivoli Monitoring =
) ~* -Tivoli Enterprise Portal Server ——
< — — | - Tivoli Enterprise Monitoring Server P S RisIIaIELE
\ / Tivoli Enterprise Portal

15
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X150z positioning and added value

Accelerates time to
value

Enables connectivity
infrastructure with ESB
capabilities

Integrates with System

z assets including CICS,
IMS and DB2

XI50

Secures SOA, Web 2.0
and cloud environments

Governs your evolving
IT architecture

Increases scalability
and throughput

Consolidates
datacenter footprint

Reduces power

consumption by up to
35%

Lowers TCO through
simplified management
and lower power cost

Secures physical integration of
DataPower and virtual servers
within zEnterprise through use of
high speed private network

Extends ESB integration across
the zEnterprise

Centralizes installation,
operations and management of
DataPower blade using zManager

Improves support with
zManager monitoring and
automatic “call home”

Smarter Banking
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Additional Information

zEnterprise BladeCenter Extension (zBX)
- http://www.ibm.com/systems/z/hardware/zenterprise/zbx.html %
WebSphere DataPower SOA Appliances home page
- http://www.ibm.com/software/integration/datapower/
WebSphere DataPower Information Center (online help): Roptaes X0 S
- http://publib.boulder.ibm.com/infocenter/wsdatap/v3r8m1/inde:
developerWorks
- http://www.ibm.com/developerworks/websphere/zones/busine: T
Redbooks
- http://www.redbooks.ibm.com/cqi-bin/searchsite.cqi?query=datapow e e
zJournal  » BJ ou RNAL|
- http://www.mainframezone.com/z-journal CONNECTING
IBM Software Services for WebSphere DR r
- http://www.ibm.com/developerworks/websphere/services/ ‘_191 @
IBM WebSphere DataPower SOA Appliance Handbook woo|[NTERNET
- http://www.ibmpressbooks.com/bookstore/product.asp?isbn=9780137| 't it e satives
DataPower SOA Appliance Customer Forum T
- http://www.ibm.com/developerworks/forums/forum.jspa?forum|D=1198""
Global WebSphere Community
- http://www.websphereusergroup.org/datapower
Technotes

- http://www.ibm.com/search/csass/search?g=&sn=spe&lang=ené&filter=collection:stgsysx.db
lue.ic.pubs.devrell1 &prod=U692969C 8281963~ Smarter Banking




