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MaaS360°

try Fitwpriink 3 (B coamgpey

Invitacion personal

Desayuno
de trabdadjo

IBM MaaS360

No lo decimos nosotros.
MaaS360, la mejor solucion
de gestion de dispositivos

INVITACION DESAYUNO

Miércoles, 21 de enero de 2015
IEM Client Center Madrid
C/ Corazén de Maria, 44
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IBM Security

AGENDA

 Introduccion: IBM Security (Emmanuel Roeseler)

 Unified Device Management (Tito Irastorza)
 Novedades: MaaS360 Threat Management (Javier Jarava)
« Casos de éxito, licenciamiento y comercializacion (Tito)
« Cafe

 Demostracion MaaS360 (Javier Llorente)

 Resumen y Cierre

« Coctel

2 © 2015 IBM Corporation
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Gartner has recognized IBM as a leader in The Magic Quadrant ...

Enterprise Mobility Management Suites

Figure 1. Magic Quadrant for Enterprise Mobility Management Suites

Client Management Tools

. Microsoft
. IBM AirWatch
. Mobilelron
SAP
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. . . . Citrix
. Srma= Goed Technology
. . Dell Kaca . Soti
EATe:hnnIngias. BMC Software
@ Absolute Software
@ Kaseya @ symantec
Accelerite Novell
. . . T . BlackBerry . Sephos
Landesk
FrontRange
. Matrixd? | . Absolute Software
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= .ManageEngme 3 angoe obo
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COMPLETENESS OF VISION As of May 2014 COMPLETENESS OF VISION 5 As of June 2014

Source: Gartner (June2014)
Gartner, Magic Quadrant for Enterprise Mobility Management
Suites, Terrence Cosgrove et. al., 3 June 2014.

Magic Quadrant for Client Management Tools
Kevin Knox, Terrence Cosgrove, May 22, 2014

This Magic Quadrant graphic was published by Gartner, Inc. as part of a larger research note and should be evaluated in the context
of the entire report. The Gartner report is available upon request from IBM. G00260863

© 2014 Gartner, Inc. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors
with the highest ratings. Gartner research publications consist of the opinions of Gartner's research organization and should not be construed as statements of fact. Gartner disclaims
3 allwarranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose. © 2015 IBM Corporation
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IBM Security EERL®
Best-in-Class Devices and Management
Figure 2 Forrester Wave™: Enterprise Mobile Management, Q3 14
Risky Strong
Bets Contenders Performers Leaders
Strong ~1IBM
A MobilelronCitrX IBM:
Good Technology . .
e g YA A Leader in Enterprise
irWat .
e Y e AP () Mobility Management
Sophos(- ) Soti IBM is a Leader in the 2014
_ BlackBerry .
Trend Micro Forrester Wave for Enterprise
Kaspersky Lab Absolute Software Mobile Management ranked
McAfee ¢
Current G;? Highest in Current Offering and
=R LANDesk received top scores in 20 out of 27
categories.
Market presence
Weak 1 QQQ
Weak Strategy » Strong
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The IBM MobileFirst Platform for iOS provides enterprise-class software for building and
deploying elegant iOS apps that integrate with enterprise systems. The platform also offers
industry-leading mobile device management capabilities so your clients have flexible options for
managing iPhone and iPad across their company.
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IBM Unified Device and Persona based Management

Smartphones & Tablets
...... m
®
MaaS360 .
by Fiberlink, an IBM company MOb”e
Apps

-'"ﬁ-'_\_h\"'l'a--- __hh}f_-a\'-\.
SaaS, On-premise, or MSP
Integrated Reporting

Comprehensive Security

e Lowest TCO a
PC’s, Macs, POS, ATMs — i Distributed Data Centers
e g —
On and off-network —

Physical and Virtual

HE B E O B OF

Lifecycle Server
Management

Power

Core
Management

Protection

Management

Security &
Compliance

SW Usage

& Analysis automation Datacenters
6

Find and Fix problems in minutes across all enterprise computers and mobile devices

© 2015 IBM Corporation
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IBM Security

MaaS360°

by Fiberlink, an IBM company

* 10 Anos en la gestion de la movilidad empresarial
* 5,000 Clientes

* 450 Empleados

* 97% de renovacion de contratos

LA MAYOR base instalada de EMM en cloud

« Millones de dispositivos en la plataforma MaaS360

Diciembre 2013 > IBM adquiere Fiberlink
Junio 2014 > MaaS360 on-premises en PPA
Noviembre 2014 > MaaS360 SaaS en PPA

Febrero 2015 > Transfer of business

7 © 2015 IBM Corporation



I
|
[
) /!
.
&
Y

IBM Security
; Qué es MaaS3607?

Facil de desplegar y escalar

Plataforma de gestion y seguridad de
dispositivos moviles, aplicaciones,
y contenidos

Para organizaciones ...

... desplegando dispositivos iOS, Android, Windows mobile, ...
... permitiendo a sus empleados usar sus propios dispositivos (BYOD)
... desarrollando y desplegando aplicaciones moviles
... que quieren permitir contenido corporativo en sus dispositivos de
forma segura
... YMAS

8 © 2015 IBM Corporation
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MaaS360 proporciona un acercamiento integrado

Contenedor Contenido de

Seguro colaboracion

seguro
Acceso a la Gestion integral de
empresa dispositivos méviles
fransparente

Una plataforma para todos los activos moviles

9 © 2015 IBM Corporation
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MaaS360: Arquitectura SaaS

IBM MobileFirst
Protect Cloud
/ Extender
{ Integrate with Existing
'-" .... Enterprise Systems

8 Windows Phone ! M 3353 60.'

B.'.ackBerryl \ \
SR . IBM MobileFirst
=] N, Protect Mobile

' — \ Enterprise
OS X Gateway

Mobilize Apps & Content

- on Corporate Networks

os gll_]
|i]

K
aN330I12 f

10

~ 0
b

}

|ii
—~ 1]
o

r

| 1l
fwaReg

I

W

-
L
=
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Exchange
ActiveSync

Active
Directory/LDAP

Lotus Traveler

Office 365
Certificates

Box

Google
Drive

SharePoint

IBM
Connections

CMIS

File
Systems

Web
Services

Network/Intranet

© 2015 IBM Corporation
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MaaS360: Arquitectura On-Premises

| 1 1 1
1 1 1]
TTT IBM MaaS360 Corporate Network
Internet Virtual
Apps / Docs . SCEP servers
Data / Actions Corpnppany Hub - Appllan Coud
ou
Extenders ‘
4_
- - - < %
> % fope — e e — | Active Directory
— Notifications

Apple data center

— - P [T 1]
% Android TR "' -
o [T T
[T T ]

Notifications Google data center

vy

—> —
> Microsoft TR
_& Notifications .-

Microsoft data center

Services & CDN MaaS360 Portal '-'

XMPP
Internet Sites

1 1 1]
|

11 1 1]
||

1 1 1]

1 1 1

[ 1 1]

11

I Lotus Traveller
e’
<+— Oracle Database ﬂ
Enterprise or
Standard Edition U
ActiveSync
Standalone
Batch Jobs
Internal Sites
Mobile Enterprise Gateway ‘. g O @

Browsers

© 2015 IBM Corporation
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Potente gestion de dispositivos moviles

Gestion basica

Registro por SMS, email, URL
Perfiles de Email, calendario y
contactos

Configuraciones de VPN y Wi-Fi
Configuracion de caracteristicas de
dispositivos

Actualizaciones y cambios de
politicas

Gestion de inventario

Informes de cumplimiento

[
ey
MB35 | b v

This device enrollment peocess wil
configure your device for corporate accews.

Envollment steps include:

lllllllllll

St 1 vemiagd & Inatsll Profe

Hep & Wilall Agp « Mah 360 for 0%

Registro de
dispositivos,

[ p—

Jr
by
[y
i i
)
ERE £

..........

OTA

12

Gestion avanzada

Gestidn de aplicaciones moviles
Comparticion de documentos
Politicas basadas en eventos
Controles de gastos proactivos
Configuracion de privacidad para
BYOD

Soporte de dispositivos compartidos
Portal auto-servicio

Enterprise App
Catalog

e
Politicas basadas en
localizacion

© 2015 IBM Corpo?ﬁion
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Robusta seguridad de entornos moviles

[ Dispositivo

Cifrado y claves

Deteccidn de Jailbreak/Root
Localizacién, bloqueo, borrado

g/n\: Aplicaciones

Listas blancas y negras de
aplicaciones moéviles
Wrapping y reglas de

cumplimiento
Borrado remoto de aplicaciones

Web

Filtros y categorias de URLs
Control de acceso a sitios Intranet
Inhibicién nativa de navegadores

de terceros

13

< Correo

Aprobacidn para acceso
Auto-cuarentena
Contenido de correos y ficheros
adheridos
Borrado remoto de correo profes.

—| Documentos

Autenticacién con clave
Restricciones de copia, pegado y
comparticion
Borrado remoto de ficheros

@ Redes

Perfiles de Wi-Fiy VPN
Envio y autenticacion de certificados
Politicas dindmicas basadas en SSID

© 2015 IBM Corporation
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IBM Security
MaaS360 Secure Productivity Suite

Contenedor para separar datos de uso personal del profesional

Correo seguro

- Aplicaciones securizadas Maa$360°
« Comparticion de Documentos segura
.-'{5":'-. = =
« Navegador seguro E"‘I C! n .
bl | L e 3 iz | I

a = m | Mms36
Docs

Messages Data Use |

- Cavin  Coamis

B ® & 5 omm

Device Browser Settings

L

14 © 2015 IBM Corporation
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Correo seguro

Aplicacion con correo, calendarios y contactos

15

Contiene la informacion de
correos y ficheros adheridos para
prevenir pérdidas de datos

Cumple FIPS 140-2 y cifrado de
256 bits AES-256 para los datos — f % grs s w
Restriccion de reenvios, traspasos [l —— e e
y capturas de pantalla e ]
Chequeos de cumplimiento on-
line y off-line antes de acceder al
Correo

Refuerza la autenticacion,
restricciones de copiado/pegado y
con el modo sélo visualizacion

Maa$360

LS FW: Secure Emall Contalner Attachment Demo P

Six ;r- ]
16 ) b
r - ! i maaslBl mds ovidview.pdl
n Evenit Aort dor cis.
Email Calendns Contaels

3 Learn More: www.maas30.com

= & MaaS380 # MRG0 Boow AT 160, Hat T | www mobiswongoongigs com
ﬂ D () MasS B Naw Ay Fescomenendation
Seitings Divice B

@ MaaB380 #
MaaS3E0: Mew App Recommendation

@ Maa3360 #
MaaS380: New App Recommendation

@ Maa5360 #
MaaS 0 New App Fecommendation

® Maa5360 #

MaaSd: Mo App Recommendation

& MaaB360 &

ManB380; New App Recomemendation

© 2015 IBM Corporation
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Aplicaciones securizadas

Un contenedor de aplicaciones con gestién operacional y de seguridad para
protegerse contra pérdidas de informacion no deseadas

Enterprise App for i0S

Available for=

App Source S

Description
Upto 1000 characters

Category

Screenshot(s)

Remove App on

Security Policies

Define app policies and behavior

Will require you to provide the Code
Signing Certificate Supported only on
i0S 4.0+

All i

| Upload .ipa file Browse... Provide URL

| Browse... Attach More

hd MDM Removal & Selective Wipe L Stopping Distribution

V') Signout from Shared Device

V') Restrict Data Backup to iTunes b Enforce Authentication

(V') Restrict Cut/Copy/Paste (V') Enforce Compliance

Provisioning Profile | Upload .mobileprovision File Browse...
Code Signing Certificate* | Upload .p12 File Browse... |
Distribute to Group v | ipads v
|4 Instant Install || Send Email
Cancel Add
16

Autenticacidon de usuarios

Acceso no permitido en
dispositivos comprometidos

Alerta a los administradores
acerca de violaciones

Acciones automaticas
Restricciones de cortado/
copiado/pegado

Limitacion de backup de datos
aiTunes

© 2015 IBM Corporation
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Comparticion de Documentos segura

Un contenedor de documentos securizado con soporte de usuarios

extendido

— Distribucion segura de documentos

directa al contenedor

— Autenticacion de usuarios forzada
— Permite a los usuarios editar y compartir

ficheros adheridos

— Anadir, sincronizar y borrar documentos
— Proteger documentos sensibles con

controles de DLP

— Integraciéon con SharePoint y otros

repositorios de ficheros

— Trabaja con el correo seguro para
facilitar la visualizacion y seguridad de

los ficheros adheridos

17

||||||

Awallable for

Passwiord Protected

© 2015 IBM Corporation
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Navegador seguro

Un navegador web completamente funcional para reforzar el cumplimiento de
politicas y el control de acceso a contenidos

— Permite definir filitros de URLs y politicas de

e ; seguridad basadas en categorias de
—EE e contenidos
= — Bloquea sitios web conocidos como maliciosos
newee i — Permite establecer excepciones a listas
i blancas de direcciones para sitios especificos
| i — Permite acceso a sitios de la intranet
e corporativa

— Permite restringir cookies, descargas, copiado,
pegado e impresion para prevenir fugas de
datos

— Permite deshabilitar navegadores web nativos
o de terceros

— Alertas e informes personalizables

i Maa5360 in 3 Minutes E
= Does Mobile Device Management (MDM B

18 © 2015 IBM Corporation
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Pagina inicial — Centro de Alertas

Portal para una experiencia
elegante y eficiente

Centro de Alertas para
disponer de un cuadro de
mandos interactivo y
personalizable

Centro de Actividades para
disponer de las anotaciones
de las acciones realizadas

Perspectiva de dispositivos,
usuarios, aplicaciones y
documentos

Barra de busqueday
acciones

19

Mgéb #  DEVICES

My Alert Center

Last Analyzed: 05/10/2013 21:56 UTC

r_-' Data Sharing Apps

EPORTS ETUP T B MY GROUPS Jimmy (V]
115 ¢°203 %71 %38
Devices @R Users %\: Apps Docs

My Activity Feed Show Al

Last Updated On: 5/10/2013 07:27 UTC

i Policy Published: JN i0S Policy - Do Not Delete
L Wew User: mdm_d_jryamond

L Wew User: mdm_d_jraymond

o New App: Facebook

oy New App: MaaS360 for 105

[ mew Device: IPhone

[£] New Document: BPM_Case_Study.pof

o_Study.p
|_-‘i New Document: DSFCU_Case_Study.pdf

rrrrrrrrrrrrr

© 2015 IBM Corporation
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Gestion de Configuracion OTA

€ | I] Default Android Policy# cancel 2 Actions »
' Last Successful Publish: 04/12/2013 16:37 UTC [Version:5)
. e -| Security Settin
» Configuracion de claves — o
Enforce Device Encryption )
. s (V) Android 3.0+ || SAFE 2.0+ || Motorola
( ) - Device Encryption policy will only be enforced on devices that
[ ] o rre o CO r O rat I VO = Device Settings support hardware encryption.
] - On SAFE devices, if device encryption Is enforced, passcode
palicy configured will be automatically made stricter and the user
" will be required to set a 6 digit alphanumeric passcode.
calendario y contactos § P At 82k scepigen
« | Default i0S MDM Policy#
. . .
[ Pe rfl |eS WI - FI y V P N ecurity Last Successful Publish: 04/09/2013 12:02 UTC [Version:27]
. .
Restricti Configure Device Restrictions
hd I {e St rl CCI o n e S d e | S Workplace Settings Unencrypted backups are restricted for all APNS managed devices,
Sele to configure restrictions on use of device features,
applic content.
dispositivo: R
| Device Functionali
p L] = Device Settings mvice Tunclionay.
7 = Netive App Compliance alling of Applications
m optio ff, users cannot Install or update their apps il
b C a a ra w Passcode s
kg ActiveSync Allow Use of Camera
f i V]
b FaceT” I Ie - . A Allow Use of FaceTime
= Wi-F
] ] il Allow Screen Capture
S
Irl ) VPN 1.)5 Application Cempliance Allow Syn While |
h J
H Allow Sirl
e iCloud = TP mpetnd eny an dovices with 108 5 andbighar V]
Allow Sirl While Locked
V]
» Capturas de pantalla £ oevee vemgemen 2 wn T— o
Allow In-App Purchase
° b VPN L
e L]  Advanced settings Allow Multiplayer Gaming V]
L] L] u Setti Allow adding Game Center friends [V]
« Cumplimiento de e —
I I n Enforce [Tunes Password Entry
When enabled, user will ba forcaed to enter their (Tunes password |L__J
| . . Username: mdm_jtsang | Account I for each transaction EGAL
Allow of " " to Apple
aplicaciones 3 Appie connigurator hapeopnsgdlony ot V]
Allow untrusted TLS Prompt
. . 7 .
 Configuracion de Roamin
I I I
. s . g
» Agrupacion de dispositivos
I on I ItV
Username: mdm_jtsang | Account ID: 1006875 | Last Login: 05/09/2013 20:03 UTC | What's New

20 © 2015 IBM Corporation
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Gestién de Eventos Contextual Edit Address based Location

Address® 1787 Senty Park West B Bell A ] | searen

Range (in miles)* |p.5

Perfiles basados en localizacion
» Localizacion fisica
» Conexién de red (p.e. SSID)
Asignacion dinamica de politicas
« Cambiar politica mediante la

entrada o salida de una
localizacion especifica

Reglas de perimetro geografico
« Tomar acciones si:

» El dispositivo deja una
localizacion

« Eldispositivo entraenuna | e

1787 Sentry Park West

Location Name® MaaS36
Save this specific location

Range (in miles): 0.5

A

eid

Ve
i iy 3 ,‘P‘
)

Locations

1. In order to use location based functionality, devices must be enrolled and have the respective agent or application installed.
2. Add a location by specifying a physical address or by identifying Wi-Fi network detalls.

Location Name Location Info Palicy Rules Last Updated By Last Updated On Actions.

. .’ MaaS360 - Blue Bell Address: 1787 Sentry Park West Blue Be... - mdm_jnielsen 01/26/2013 23:19 U... | ====Select Action== |4 |
localizacién
MaaS360 - San Mateo Address: 1510 Fashion Island Bivd,, Suit.. - mdm_jnielsen 01/26/2013 23:20 U... | - Select Actlon-- 4|

Range (in miles): 0.25

Maas360 - Philadelp.. Address: 1601 Cherry Street 20th Floor .. - mdm_jnielsen 01/26/2013 23:20 U... | == Select Action-- .3'
Range (in miles): 0.25

Naval Air Station Oc.. Address: 1750 Tomcat Blvd. Virginia Bea... i0S : CB - devices : i0S Disable Camera mdm_chrown 04/30/2013 12:01 U... | === Select Action-- |4 |
Range (in miles): 4.5

VH 158 Address: 158 s eagle rd, havertown, pa = vhetrick 04/09/2013 15:32 U... | - Select Action-- .:'
Range (in miles): 0.5

Fiberlink Visitor Met..  Wi-Fi SSID: fVisitoR 108 : jnielsen Devices : IN I0S Policy - Do Not Delete mdm_jnielsen 05/09/2013 13:17 U... | === Select Action-- .:f
MAC Address: -
First Previous Next Last Showing 1 to 7 of 7 entries

21
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Opciones de privacidad para BYOD

Informacidén de inventario de aplicaciones
Informacion de localizacién

Direccién IP y SSID

Privacy Settings

» Restrict Location Information

Deshabilitan la recogida de informacion personal de un dispositivo,
grupos o todos los dispositivos

Restrict administrators from collecting location indicators such as Physical Address, Geographical
Coordinates & History, IP Address and SSID.
Select Applicable Ownership Types

i
Corporate owned
V' po
Unknown
st
Select Applicable Device Group

% Restrict App Inventory Information

| ANl Devices

Restrict administrators from collecting personal App information. Apps distributed via the enterprise appw
catalog or part of corporate security policy will continue to be tracked.
Select Applicable Ownership Types

Corporate owned
- po
Select Applicable Device Group

Unki
m nknown

| Al Devices

o

View Change History Save

Employee owned
V| ploy!

Employee owned
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Gestion de aplicaciones moviles  EX

| Search

Catalogo de aplicaciones
corporativas

Gestion de seguridad y
cumplimiento

Distribucién y actualizacion
de aplicaciones

Borrado selectivo de
aplicaciones gestionadas

Gestion de programas de
compras por volumen

Almacenamiento en la nube
para hosting y distribucion

23

Fitter by:

} | Public: Business
& LogMeln
*hkk

alme | ® ConferenceApp

Private: Productivity -
ml
I
d 28-Jan2013
Public: Busingss
@ @ Citrix Receiver
*hk

i
REQUEST

- ¥ ko

n

| Public: Business

' Cisco WebEx Meetings

Public: Business
QE @ Documents To Go® ...
b8 8

Publc: Business

@ Cisco WebEx Meetings

*hk
App Catalog o Add Show Deleted Apps
App Name Type Category VPP Codes Installs § Distributions Last Updated
EI Confenmnosien Othy 9 Yes 03/13/2013 21:05 UTC
ers 3
View | Distribute | Delete | More...
S Maas i0S App -
- 1= Others 9 Yes 03/12/2013 18:34 UTC
View | Distribute | Delete | More...
Corp Web Site Fe=a
View | Distribute | Delete | More = LR 5 Yes 01/09/2013 21:04 UTC
MaaS360 Secure Browser
View | Distribute | Deicbe | More Business Yes 02/06/2013 19:33 UTC
+ MaaS360 Secure Browser
View | Distribute | Delete | More Business 3 Yes 01/28/2013 22:40 UTC
Cisco WebEx Meetings
o A Business 3 Yes 01/27/2013 16:34 UTC
Keynote v
View | Distribute | Delete | More Productivity 0 Available 3 Yes 03/15/2012 18:39 UTC
Cisco WebEx Meetings
View | Distribute | Delete | More Blsingse £ Yes 03/09/2013 05:37 UTC
,p iCorpPassLite - Windows Domain Passwor...
& View | Distribute | Deleta | More Business 2 Yes 02/18/2013 15:03 UTC
© I
Social Networking 2 Yes 07/05/2012 18:43 UTC

View | Distribute | Delete | More...

2 b | | Displaying 1 - 10 of 71 Records

Total Space Available: 25 GB | Free Space Remaining: 24.75 GB

Customize Columns | Excel v || Export

© 2015 IBM Corporation
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Gestidon de Documentos

Search Results: Content Library: All Docs

Document Available for
MaaS360 Datasheets

Edit | Distribute | Delete

Sample MOV File

Edit | Distribute | Delete
Brokerage Accounts

Edit | Distribute | Delete

iPAD Background Image

Edit | Distribute | Delete
MaaS360_Mac_MDM_Data_Sheet
Edit | Distribute | Delete

All

Mobile Policies

Edit | Distribute | Delete

Type File Size

[

@
O
x]
@
‘ﬂ

(]

389.59 KB

OOOOOO

Others

Others

OOOOOO

24

 Aplicacion de catalogo de documentos
para iOS y Android

» Gestidon centralizada de la distribucion

 Autenticacion basada en usuarios para
el acceso

* Notificacion a los usuarios de contenido
nuevo o actualizado

 Restricciones de cortado/copiado/
pegado y modo de solo visualizaciéon

 Versionados y expiraciones por tiempo
* Integracion con SharePoint

« Almacenamiento en la nube para
hosting y distribucion

© 2015 IBM Corporation
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Ayudas a soporte remoto

Location Details

* Inicializacion de claves por olvido

 Localizaciéon de dispositivos

perdidos S |
ocation Details (as of 05/10/2013 19:48
AZpN uTC ).
* Alarma en diSpOSitiVO perdido @Rt (amp, San Mateo, CA 94404
¢ Borrado SeleC“VO s k . ,j Refresh Device Information 4
: . : : ) \ €, Last Known Location
» Borrado completo Kot RO W ) send Hessage

i S () Buzz Device

* Envio de mensajes message
« Cambio de politicas

* Quitar el control del dispositivo

| Distribute App

e g Remove i0S Control

g Hide Device Record

# Change Rule Set

25 # Change Secure Browser Policy

oration
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Portal de autoservicio de usuarios

« URL especifica para portal de
auto-servicio

. s . . Hi John Smith, Welcome to MaaS360 User Self Service Portal Last login time: 05/08/2013 02:52 PM GMT | Logout
 Autenticacion via AD 0 usuarios |\ &
Username jomith Email Address jsmith@mycompany.com
| O C a. | e S a Domain mycompany.com Employee ID 3541

I jsmith Windows Phone Action - Show Action History
| Action

« Toma de acciones sobre los ——
dispositivos: U P —

. . £ Lock Device smith iPhane 45 Last Reported 05/09/2013 O7:02 P
» Bloquear dispositivo PI—
. . . e | 5 Wipe Device (MDM Action) 056 Custom Asset #
* Inicializacion de clave e
. ., Manuracturer Apple Model Phone 45
e Local
OC a I Z aC I 0 n Current Carrier Not Available Ownership Corporate Owned

Borrado —

Histérico de acciones A o S

» Vista de dispositivos personales -
y corporativos

« Vista de informacidén de
hardware y redes

 Vista de estado de seguridad y
cumplimiento

26 © 2015 IBM Corporation
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Informes y cuadros de mando

-
-

Cuadros de mando en tiempo real e interactivos para mostrar vistas
graficas del entorno movil y sus estados de seguridad y cumplimiento

27

Davices

£
.- ‘otal Devices Il Not Compliant B Mot Enabled Ml Passcode Policy Mot Configured Bl Mo Encryption
B Hot Supported I Out of Compliance
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Sobre Trusteer

Cientos de
Clientes

-

140,000,000
Endpoints

Prevencion
Cybercrime
para
Clientes y

Empleados

Inteligencia

AEiA

Tecnologia
Leader

Experiencia
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Organizaciones Global Punteras
CONFIAN en Nosotros

7/10

Top US Banks

£

-

~——

4/5

Top Canadian Banks

)

9/10

Top UK Banks

&
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IBM Security Trusteer tiene 2 Areas de Soluciones

Trusteer hace foco en los vectores de ataque prevalentes en el
CyberCrimen actual — fraude online, robo de credenciales y datos

Fraude Web Seguridad Enterprise

Credential
Theft
Mobile Malware
Account : b Infection: Endpoint
Takeover UL Phishing: Remote Control
vare Credential
Automated e Theft :
Malware- - / € n
driven \ /

Fraud C
ustomer Employee

Fraud from Targeted attacks and
Customer or Advanced Persistent
Criminal Device

Threats
m
)

king and E-Commerce Applications ) Enterpriss Applications. & Data

El primer objetivo es el cliente. Malware instalado en su Un nuevo objetivo en alza son los empleados. Los
PC y dispositivo mévil puede generar criminaes usan spear-phishing email para atacar a
transacciones fraudulentas. empleados y desplegar malware en sus endpoints.
Ademas, malware y phishing ayudan a los atacantes a Los atacantes usan este malware para acceder a los
robar credenciales y otros datos personales sistemas y extraer datos de la empresa

29 © 2015 IBM Corporation



|0 |
]
1
n
il
L
>
.
VS
Y

IBM Security
MaaS360 Mobile Threat Management Incorpora tecnologia Trusteer

Cybercrime

e lomrcs Clientless Fraud Prevention
* Trusteer Pinpoint Criminal Detection
from hundreds of millions of endpoints . . P
Conclusive detection of criminals and
account takeover attempts

Customer Protection

A éﬁ  Trusteer Pinpoint Malware Detection
Trus oint Trusteer Pinpoint Trusteer Accuratef rea/—tlme malware deteCtlon

Criminal Malware Mobile Risk
Detection Detection Engine

Clientless Fraud Prevention

* Trusteer Mobile Risk Engine
Conclusive detection of mobile-fraud risks from
compromised end user and criminal-owned devices

Trusteer Trusteer Trusteer

Rapport i pnﬂot)i:rgte)léurityMobile Browser > E n d po i nt Sec u rity
é éﬂD « Trusteer Rapport
Retail Consumer Commercial Prevents and removes financial malware

and detects phishing attacks

 Trusteer Mobile SDK
MaaS360 utiliza el Cloud Service de Trusteer ‘ Embedded security library for native apps

para proporcionar Deteccion de Malware, that detects compromised / vulnerable devices

Jailbreak & Root » Trusteer Mobile Browser

. Incorporadol en el MaaS360 Mobile App / Container Secure, risk-based mobile web access

. Aprovecha deteccién de malware para configuraciéon de

o o » Trusteer Apex
cumplimiento y remediacién

Advanced threat detection and mitigation / Corporate
credential protection
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Caso de Uso #1 — Proteccion Integrada

Valor:

— Impedir el despliegue de contenedores en un dispositivo
jailoroken or rooteado

i-' .
— Restringir la comparticion de contenido entre apps enterprise en MaaS36(0’

en dispositivos infectados por malware

Customer

31
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by Fiberlink, an IBM company
1. Integrate Libraries

within app code

2. Code the ability to
collect data

|
il
]

Trusteer

3. Analyze risk Data

4. Send Data to Server

O

Trusteer Mobile SDK

Ph
ar,,’

- Jailbroken/Rooted - Persistent Device ID
 Jailbreak Hiders < Geo-location

« Malware Infection + Unpatched OS

» Suspicious Apps * Unsecure Wi-Fi
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IBM Security EIERL ®
Caso de Uso #2 — Implementar Politicas Granulares
Valor:
— Reduce el riesgo de que malware capture datos sensibles
— Restringir acceso a (algunos) recursos enterprise via Maas360 browser
— Automaticamente eliminar malware en dispositivos Android especificos
L e
B workplace
a1 0020202 mem
ﬁs.‘ ty 105 || Android
IBM MaaS360 Console 3‘5
, Administrato®
Policy
l Definitions Risk Policy
, Mgmt. &
c fPO“Cy t Control
nforcemen
Device Risk 6
Data g A
N~
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IBM Security

IBM Deploys MaaS360

Users migrated
70, 000 + in one mlgnth
IBM enabled MaaS360 for internal

use 5 days after acquisition close 16, 000+ gjehrg*urggiﬁefed within
Users registered
48, 000 =4 in15 days

Devices enrolled per
20 0 + minute*
290

MaaSS6.0® < 500 Help Desk calls — less

by Fiberlink, an IBM company than 1/2 Of 1 o/0

*at high point
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7.800

. Employees
A client-focused, high performance team suppo rted

~About Infrastructure |n SPGI

Together with the IGA
organisation we do manage :

K Workstation provisioning and support
Y

10.300 Workstati
Voice services (fixed, mobile, BYOD) : FOTRSIEtONS

Legacy applications maintenance and support

End user support  1.200 monthly tickets per country
5.000 weekly chats in Europe

200 Local legacy applications

5.400 Corporate mobile phones

Al ¥

11.700 fixed phone lines

More than 50 Mobile Applications (increasing

number) are available at the IBM MaaS360
App Catalog 0‘
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Diverse Customer Base
Manufacturing  Healthcare Consumer Financial Public Others
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IBM Security

Licenciamiento y comercializacion

IBM MAAS360 MOBILE DEVICE MANAGEMENT
IBM MAAS360 MOBILE APPLICATION MANAGEMENT
IBM MAAS360 MOBILE EXPENSE MANAGEMENT

IBM MAAS360 MOBILE APPLICATION SECURITY
IBM MAAS360 SECURE MAIL
IBM MAAS360 SECURE BROWSER

IBM MAAS360 MOBILE CONTENT MANAGEMENT
IBM MAAS360 SECURE DOCUMENT SYNC
IBM MAAS360 SECURE EDITOR

IBM MAAS360 MOBILE ENTERPRISE GATEWAY FOR APPS
IBM MAAS360 MOBILE ENTERPRISE GATEWAY FOR SECURE BROWSER
IBM MAAS360 MOBILE ENTERPRISE GATEWAY FOR DOCUMENTS

IBM MAAS360 ENTERPRISE SERVER MANAGEMENT FOR BLACKBERRY
IBM MAAS360 MOBILE THREAT MANAGEMENT
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;,Como empezar?

Al instante Facil Moviles

1 Acceso a una licencia 2 Configuracion del Gestion y securizacion
de prueba de 30 dias servicio en minutos de los dispositivos,
gratis y plenamente correos, aplicacionesy
funcional documentos

@ Start Your 30-day Trial Now L
MaaS360' #f DEVICES  USERS  SECURITY |
by Filbarlisk

*All fields required for free trial.

Email:

+ Default i0S MM Policy #

Passord: Last Successful Publish: 04/09/2013 12:02 UTC [Version:27,

Workplace Settings Configure Passcade Policy

Confirm Password:

Company:

Full Name:
- Passcode
Phone:

ﬂ Device Settings Enforce Passcode on Mol

[Tt have read and accept the terms of agreement.

Allow Simple Passcode
Fasscode values that are &1
character sequences (e.g. |

p— _

maas360.com

Require Alphanumeric in

37 © 2015 IBM Corporation



|0 |
[H[F
il
n
il
1
s
.
VS
Y

IBM Security
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