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Gestión y Desarrollo de Safety Critical Systems

Esquema resumen

Certificación/Normativa/Política Negocio (CMMI…)

Metodología y procesos

Plataforma de desarrollo integrada

Guías definidas:

-Arquitectura 
documentación y 
gesión de 
requisitos.

-Plan de pruebas y 
validación

-Gestión del cambio 
empresarial

-Guías de análisis

-Guías de diseño 
HW y SW

-Guías de 
codificación SW

-Política calidad SW

…

Hardware Software
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Gestión y Desarrollo de Safety Critical Systems

Ejemplos de guías

Arquitectura documental y regulaciones

Definición de Workflows

Gestión de Configuración SW

Ingeniería de Sistemas y Software Embebido
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Ejemplo de guías: 
Arquitectura Documental y 
Regulaciones
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Arquitectura y gestión documental y requisitos (I)

Pliego de 
Prescripciones

Documento de 
Requisitos

Requisitos de
Diseño

Diseño SW

Pruebas de 
Aceptación

Pruebas de 
Integración

Órdenes de 
implementación

Órdenes de 
implementación

Ficheros 
(Versiones)

Ficheros 
(Versiones)

Tareas
Tareas

PTR

Matriz de 
Aceptación
Completa

Satisface

Satisface

Satisface

Verifica

Verifica

Verifica

Diseño HW

Planos
Planos
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Arquitectura y gestión documental y requisitos(II)

1. 820.30(b) Design and Development Planning

Each manufacturer shall establish and maintain plans that describe or reference the design and development

activities and define responsibility for implementation.

The plans shall identify and describe the interfaces with different groups or activities that provide, or result

in, input to the design and development process.

The plans shall be reviewed as design and development evolves.

The plans shall be updated as design and development evolves.

The plans shall be approved as design and development evolves.

2. 820.30(c) Design Input

2.1. Each manufacturer shall establish procedures to ensure that the design requirements relating to a

device are appropriate and address the intended use of the device, including the needs of the user

and patient.

2.2. Each manufacturer shall maintain procedures to ensure that the design requirements relating to a

device are appropriate and address the intended use of the device, including the needs of the user

and patient.

2.3. The procedures shall include a mechanism for addressing incomplete requirements.

2.4. The procedures shall include a mechanism for addressing ambiguous requirements.

2.5. The procedures shall include a mechanism for addressing conflicting requirements.

2.6. The design input requirements shall be documented by a designated individual(s).

2.7. The design input requirements shall be reviewed by a designated individual(s).

2.8. The design input requirements shall be approved by a designated individual(s).

2.9. The approval, including the date and signature of the individual(s) approving the requirements,

shall be documented.

2.10. Questions.

2.10.1. Summarize the manufacturer's written procedure(s) for identification and control of

design input.

2.10.2. From what sources are design inputs sought?

2.10.3. Do design input procedures cover the relevant aspects, such as: (Mark all that apply and

list additional aspects.)

2.10.3.1. intended use

2.10.3.2. user/patient/clinical

2.10.3.3. performance characteristics

2.10.3.4. safety

2.10.3.5. limits and tolerances

2.10.3.6. risk analysis

2.10.3.7. toxicity and biocompatibility

2.10.3.8. electromagnetic compatibility (EMC)

2.10.3.9. compatibility with accessories/auxiliary devices

2.10.3.10. compatibility with the environment of intended use

2.10.3.11. human factors

2.10.3.12. physical/chemical characteristics

2.10.3.13. labeling/packaging

2.10.3.14. reliability

2.10.3.15. statutory and regulatory requirements

2.10.3.16. voluntary standards

2.10.3.17. manufacturing processes

2.10.3.18. sterility

2.10.3.19. MDRs/complaints/failures and other historical data

2.10.3.20. design history files (DHFs)

2.10.4. For the specific design covered, how were the design input requirements identified?

2.10.5. For the specific design covered, how were the design input requirements reviewed for

adequacy?

Comply with FDA Design Control Guidance GMP Regulation

1. Capture design and related information

1.1. Input electronically formatted data

1.2. Reference external information sources

1.3. Reference external documentation

2. Store design and related information

2.1. Identify and tag design information as unique “design elements”

2.2. Organize design elements

2.2.1. Organize by Design Control Guidance Element

2.2.2. Organize by inter-relationships

2.3. Ensure all design elements are available

2.3.1. Store design elements by Design Control Guidance Element

2.3.2. Store design elements and their historical values

3. Manage all user needs

3.1. Identify the source of the user need

3.2. Identify all user types (groups)

3.3. Identify the customer (s)

3.4. Profile the expected patients

3.5. State the intended use of the product (family)

3.6. Capture the acceptance criteria for each user need

4. Manage design input requirements

4.1. Identify the source of the requirement

4.2. Identify the associated user need

4.3. Capture requirement description and attributes

4.4. Capture acceptance criteria

4.5. Assign responsibility for each requirement

4.6. Manage incomplete requirements

4.7. Manage ambiguous requirements

4.8. Manage conflicting requirements

4.9. Approve all requirements

5. Manage acceptance

5.1. Ensure the acceptance of every user need

5.2. Ensure the acceptance of every design input requirement

5.3. Document the results of every user need acceptance test

5.4. Document the results of every design input requirements test

5.5. Make acceptance results available

6. Manage change

6.1. Maintain history of design element changes

6.1.1. Make complete change history available

6.1.2. Maintain history within and  across any organizational procedure

6.1.3. Maintain history within and  across any project milestone

6.1.4. Maintain history within and  across any Design Control Guidance Elements

6.2. Capture frequency and nature of element changes

6.2.1. Provide rationale for change

6.2.2. Describe decisions made

6.2.3. Identify approval authority for the change

6.2.4. Capture date, time, and signature of approving authority

6.3. Identify impacted elements due to a change in another element

6.3.1. Create backward traces to design elements within and  across any organizational procedure

6.3.2. Create backward traces to design elements within and  across any project milestone

1.1. Identify impacted elements due to a change in another element

• Traceability Reports: consistency with driving design elements

• Impact Reports: other design elements affected

• Links to impacted design elements

1.1.1. Create backward traces to design elements within and  across any organizational

procedure

• Traceability Reports: Procedure Attribute

1.1.2. Create backward traces to design elements within and  across any project milestone

• Traceability Reports: Milestone Attribute

1.1.3. Create backward traces to design elements within and  across Design Control

Guidance Elements

• Traceability Reports: Linked design elements

1.1.4. Create forward impacts to design elements within and across any organizational

procedure

• Impact Reports: Procedure Attribute

1.1.5. Create forward impacts to design elements within and across any project milestone

• Impact Reports: Milestone Attribute

1.1.6. Create forward impacts to design elements within and across Design Control

Guidance Elements

• Impact Reports: Linked design elements

1.2. Associate changed design elements with related elements

• Link Change Design Object with affected design element(s)

• Traceability Links and Reports from affected design element(s)

• Impact Links and Reports from affected design element(s)

1.2.1. Associate design element changes with decisions, rationale, and approval authority

information

• Change Decision Objects with following Attributes:

• Disposition Attribute

• Decision Attribute

• Rationale Attribute

• Owner Attribute

• Management Approval Attribute

1.2.2. Provide associations within and  across any organizational procedure

• Change Design Object Traceability Link on Procedure Attribute

• Change Design Object Impacts Link on Procedure Attribute

1.2.3. Provide associations within and  across any project milestone

• Change Design Object Traceability Link on Milestone Attribute

• Change Design Object Impacts Link on Milestone Attribute

1.2.4. Provide associations within and  across Design Control Guidance Elements

• Change Design Object Traceability Link to traced design elements

• Change Design Object Impacts Link to linked design elements

1.3. Mange the change process

• Design Change Module

• Design Change Reports

• Object History

• Object History Reports

• Versions

• Baselines

1. 820.30(b) Design and Development Planning

Each manufacturer shall establish and maintain plans that describe or reference the design and development

activities and define responsibility for implementation.

The plans shall identify and describe the interfaces with different groups or activities that provide, or result

in, input to the design and development process.

The plans shall be reviewed as design and development evolves.

The plans shall be updated as design and development evolves.

The plans shall be approved as design and development evolves.

2. 820.30(c) Design Input

2.1. Each manufacturer shall establish procedures to ensure that the design requirements relating to a

device are appropriate and address the intended use of the device, including the needs of the user

and patient.

2.2. Each manufacturer shall maintain procedures to ensure that the design requirements relating to a

device are appropriate and address the intended use of the device, including the needs of the user

and patient.

2.3. The procedures shall include a mechanism for addressing incomplete requirements.

2.4. The procedures shall include a mechanism for addressing ambiguous requirements.

2.5. The procedures shall include a mechanism for addressing conflicting requirements.

2.6. The design input requirements shall be documented by a designated individual(s).

2.7. The design input requirements shall be reviewed by a designated individual(s).

2.8. The design input requirements shall be approved by a designated individual(s).

2.9. The approval, including the date and signature of the individual(s) approving the requirements,

shall be documented.

2.10. Questions.

2.10.1. Summarize the manufacturer's written procedure(s) for identification and control of

design input.

2.10.2. From what sources are design inputs sought?

2.10.3. Do design input procedures cover the relevant aspects, such as: (Mark all that apply and

list additional aspects.)

2.10.3.1. intended use

2.10.3.2. user/patient/clinical

2.10.3.3. performance characteristics

2.10.3.4. safety

2.10.3.5. limits and tolerances

2.10.3.6. risk analysis

2.10.3.7. toxicity and biocompatibility

2.10.3.8. electromagnetic compatibility (EMC)

2.10.3.9. compatibility with accessories/auxiliary devices

2.10.3.10. compatibility with the environment of intended use

2.10.3.11. human factors

2.10.3.12. physical/chemical characteristics

2.10.3.13. labeling/packaging

2.10.3.14. reliability

2.10.3.15. statutory and regulatory requirements

2.10.3.16. voluntary standards

2.10.3.17. manufacturing processes

2.10.3.18. sterility

2.10.3.19. MDRs/complaints/failures and other historical data

2.10.3.20. design history files (DHFs)

2.10.4. For the specific design covered, how were the design input requirements identified?

2.10.5. For the specific design covered, how were the design input requirements reviewed for

adequacy?

Comply with FDA Design Control Guidance GMP Regulation

1. Capture design and related information

1.1. Input electronically formatted data

1.2. Reference external information sources

1.3. Reference external documentation

2. Store design and related information

2.1. Identify and tag design information as unique “design elements”

2.2. Organize design elements

2.2.1. Organize by Design Control Guidance Element

2.2.2. Organize by inter-relationships

2.3. Ensure all design elements are available

2.3.1. Store design elements by Design Control Guidance Element

2.3.2. Store design elements and their historical values

3. Manage all user needs

3.1. Identify the source of the user need

3.2. Identify all user types (groups)

3.3. Identify the customer (s)

3.4. Profile the expected patients

3.5. State the intended use of the product (family)

3.6. Capture the acceptance criteria for each user need

4. Manage design input requirements

4.1. Identify the source of the requirement

4.2. Identify the associated user need

4.3. Capture requirement description and attributes

4.4. Capture acceptance criteria

4.5. Assign responsibility for each requirement

4.6. Manage incomplete requirements

4.7. Manage ambiguous requirements

4.8. Manage conflicting requirements

4.9. Approve all requirements

5. Manage acceptance

5.1. Ensure the acceptance of every user need

5.2. Ensure the acceptance of every design input requirement

5.3. Document the results of every user need acceptance test

5.4. Document the results of every design input requirements test

5.5. Make acceptance results available

6. Manage change

6.1. Maintain history of design element changes

6.1.1. Make complete change history available

6.1.2. Maintain history within and  across any organizational procedure

6.1.3. Maintain history within and  across any project milestone

6.1.4. Maintain history within and  across any Design Control Guidance Elements

6.2. Capture frequency and nature of element changes

6.2.1. Provide rationale for change

6.2.2. Describe decisions made

6.2.3. Identify approval authority for the change

6.2.4. Capture date, time, and signature of approving authority

6.3. Identify impacted elements due to a change in another element

6.3.1. Create backward traces to design elements within and  across any organizational procedure

6.3.2. Create backward traces to design elements within and  across any project milestone

1.1. Identify impacted elements due to a change in another element

• Traceability Reports: consistency with driving design elements

• Impact Reports: other design elements affected

• Links to impacted design elements

1.1.1. Create backward traces to design elements within and  across any organizational

procedure

• Traceability Reports: Procedure Attribute

1.1.2. Create backward traces to design elements within and  across any project milestone

• Traceability Reports: Milestone Attribute

1.1.3. Create backward traces to design elements within and  across Design Control

Guidance Elements

• Traceability Reports: Linked design elements

1.1.4. Create forward impacts to design elements within and across any organizational

procedure

• Impact Reports: Procedure Attribute

1.1.5. Create forward impacts to design elements within and across any project milestone

• Impact Reports: Milestone Attribute

1.1.6. Create forward impacts to design elements within and across Design Control

Guidance Elements

• Impact Reports: Linked design elements

1.2. Associate changed design elements with related elements

• Link Change Design Object with affected design element(s)

• Traceability Links and Reports from affected design element(s)

• Impact Links and Reports from affected design element(s)

1.2.1. Associate design element changes with decisions, rationale, and approval authority

information

• Change Decision Objects with following Attributes:

• Disposition Attribute

• Decision Attribute

• Rationale Attribute

• Owner Attribute

• Management Approval Attribute

1.2.2. Provide associations within and  across any organizational procedure

• Change Design Object Traceability Link on Procedure Attribute

• Change Design Object Impacts Link on Procedure Attribute

1.2.3. Provide associations within and  across any project milestone

• Change Design Object Traceability Link on Milestone Attribute

• Change Design Object Impacts Link on Milestone Attribute

1.2.4. Provide associations within and  across Design Control Guidance Elements

• Change Design Object Traceability Link to traced design elements

• Change Design Object Impacts Link to linked design elements

1.3. Mange the change process

• Design Change Module

• Design Change Reports

• Object History

• Object History Reports

• Versions

• Baselines

User Reqs System Reqs TestsSubsystem Reqs
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Arquitectura y gestión documental y requisitos(III)

� Definir relaciones correctas entre 
los documentos

User Reqs. Technical Reqs. Design  Test  

����

����

� Controlar/prevenir relaciones no 
permitidas

� Proceso de desarrollo controlado y 
consistente

� Conformidad con normativas y 
estándares
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Gestión y Desarrollo de Safety Critical Systems

Enlace con regulaciones y negocio (I)

Regulaciones

Definiciones
Procesos de 

Negocio

Trazado básico de los pasos

de los procesos con 

las regulaciones
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Enlace con regulaciones y negocio (II)

Enunciados de
cumplimiento

Definiciones
Proceso de 

NegocioRegulaciones

Trazabilidad

enriquecida

El enunciado de cumplimiento:

� Documentos que presentan el argumento de cumplimiento

� Recoge y organiza las razones y base para cumplimiento

� Punto central para documentación y cumplimiento de normativa



© 2010 IBM Corporation

Gestión y Desarrollo de Safety Critical Systems

Enlace con regulaciones y negocio (III)

Enunciados de
cumplimiento

Definiciones
Procesos de 

NegocioRegulaciones

CMMI
Enunciados de
cumplimiento
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Enlace con regulaciones y negocio (IV)

Enunciados de
cumplimiento

Definición
Procesos de 

NegocioRegulaciones

CMMI
Enunciados de
cumplimiento

Objetivos de
Negocio

Estrategia de
Negocio
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Enlace con regulaciones y negocio (V)

Enunciados de
cumplimiento

Definiciones
Proceso de 

NegocioRegulaciones

CMMI
Enunciados de
cumplimiento

Objetivos de
Negocio

Estrategia de
Negocio

Impacto
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Enlace con regulaciones y negocio (VI)

Enunciados de
cumplimiento

Definiciones
Proceso de 

NegocioRegulaciones

CMMI
Enunciados de
cumplimiento

Objetivo de 
Negocio

Estrategia de
Negocio

WhyWhy HowHowWhatWhat
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Ejemplo de guías: 
Definición de Workflows
(cambios, incidencias…)
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Gestión de cambio de Sistemas y Software
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Gestión de cambio empresarial integrada

Assign

Complete Task (IR)

Created Assigned Resolved Concluded

Task
(Work on IR)

Resolve ConcludeIR

Set "Default" IR

Assigned Validated Concluded

Validate Conclude

Created Assigned Reviewed Approved Applied

AssignRCR Send to Review Approved Apply (In DOORS)

Work on 
RCR

Complete RCRSet "Default" RCR
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Ejemplo de guías: 
Gestión de configuración SW
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Objetivos Gestión Configuración

� Planificación de la Evolución del Sistema, Gestión de Releases

� Control y Definición de los Procesos de Desarrollo de SW

� Procesos de Gestión de Configuración basados en Funcionalidades: 
– Tareas, Peticiones de Cambio, Nuevos Requisitos,...

� Histórico de Cambios
– Quien, que, para qué,…

� Comunicación y Colaboración entre los equipos de proyecto: desarrollo, integración, 
pruebas, mantenimiento,…

� Soporte al Desarrollo en Paralelo

� Soporte a Desarrollos Geográficamente Distribuidos

� Gestión de Subcontratistas

� Reutilización
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Procesos, releases, desarrollo en paralelo

Release Proyecto/2.0

Development

Development

Test ProdIntegration

Release Projecto/1.0

Release 
Proyecto/1.0_sp1

Development Test Prod

Development

Development

Test ProdIntegration
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Control Proceso de Desarrollo

Tareas de 
Desarrollo

Peticiones de 
Implementación

Objetos bajo 
control de 

configuración

Requisitos 
Aprobados
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Ejemplo de guías: 
Ingeniería de Sistemas y 
Software Embebido
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Ingeniería de Sistemas

System Requirements 

Use Case Scenarios (Black-Box)

Executable Use Case Model(s)

System Requirements 

HW/SW Design

System Architecture Model (Baseline)

Architectural Analysis Model(s)

UC Activity Diagram(s) (Black-Box)

Use Case Scenarios (Black-Box)

Stakeholder Requirements

Stakeholder Requirements

System Requirements 

Use Case Model 

M
o

d
e
l 
/ 
R

e
q

u
ir

e
m

e
n

ts
 R

e
p

o
s
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o
ry

Scenarios (White-Box)

System Operations (Black-Box)

System Use Cases

Links providing traceability 

to original requirements 

System Functional Analysis
(Use Case-Based)

Requirements Analysis

Design Synthesis

Detailed 
Architectural Design

Architectural Analysis
(Trade Study)

Architectural Design

Architectural Concept

Allocated 
System Operations

Repeated for each Level of 
System Architecture Decomposition 

SRS
(Baseline)

SRS
(Draft)

HW/SW Req Specs  
incl. Test Scenarios

Logical ICDs

System Requirements 

Use Case Scenarios (Black-Box)

Executable Use Case Model(s)

System Requirements 

System Requirements System Requirements 

Use Case Scenarios (Black-Box)Use Case Scenarios (Black-Box)

Executable Use Case Model(s)Executable Use Case Model(s)

System Requirements System Requirements 

HW/SW Design

System Architecture Model (Baseline)

Architectural Analysis Model(s)

UC Activity Diagram(s) (Black-Box)

Use Case Scenarios (Black-Box)

Stakeholder Requirements

Stakeholder Requirements

System Requirements 

Use Case Model 

M
o

d
e
l 
/ 
R

e
q

u
ir

e
m

e
n

ts
 R

e
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o
s
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o
ry

Scenarios (White-Box)

System Operations (Black-Box)

System Use Cases

Links providing traceability 

to original requirements 

System Functional Analysis
(Use Case-Based)

Requirements Analysis

Design Synthesis

Detailed 
Architectural Design

Architectural Analysis
(Trade Study)

Architectural Design

Architectural Concept

Allocated 
System Operations

Repeated for each Level of 
System Architecture Decomposition 

SRS
(Baseline)

SRS
(Draft)

HW/SW Req Specs  
incl. Test Scenarios

Logical ICDs

HW/SW Req Specs  
incl. Test Scenarios

Logical ICDs

� Análisis de requisitos 

� Análisis funcional

� Diseño de la arquitectura 
(HW/SW)

� Validación y verificación 
temprana: usando lenguajes 
de modelado (SysML)
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Ingeniería de Software

� Pasos de diseño, testing y 
análisis.

� Definición mejores 
prácticas.

� Prototipos y evolución 
planificada

� Planificación ante el error

� Restricciones para 
cumplimiento con la 
normativa

� Validación y verificación 
temprana: usando lenguajes 
de modelado (UML)
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Integración de Sistemas y Software

Design SynthesisDesign Synthesis

� Transición entre sistemas y 
software.

� Evitar el GAP entre ambos 
mundos

� Definión de subsistemas y 
las interfaces

� Generación de ICDs
(Documentos de Control de 
Interfaces)

� Generación de código 
según la Guía y Reglas de 
Codificación

� Tests de validación de 
software y sistema integrado

� Repositorio único de 
modelos preconfigurados
para cumplimiento con 
restricciones Safety
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Modelos y Códigos Certificables

Aplicación de 
Reglas de 
CodificaciónModelos 

Certificables

Reglas de 
Desarrollo 
Definidas

Código
Certificable

Profiles SIL,

Checker

Compositor 
de Reglas

� Formalización de modelos 
según las reglas definidas

� Profiles Safety

� Checkers de modelos

� Armonización de la 
generación de código según 
las reglas definidas

� Adaptación al target
siguiendo las reglas y 
restricciones Safety

� Generación de artefactos, 
documentos y evidencias 
para auditorías y 
certificaciones
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