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Problematica en el Negocio / Necesidad del Cliente

Aumento de ataques y robos internos y externos de datos
Aumento del fraude por el robo de datos personales
Multas y sanciones por no cumplir normativa: SOX, PCI, LOPD, DP

A\

Insiders
(DBAs, developers,
outsourcers, etc.)

s

! Outsourcing Stolen

Credentials
_ (Leus, etc.)
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Employee Self-Service,
Partners & Suppliers
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Proposicion de valor de IBM Infosphere Guardium

N

® ¢ ¢« ¢

Prevenir peligros Internos

— ldentificar accesos y cambios no
autorizados

— Prevenir fuga de informacion

Prevenir peligros Externos
— Prevenir robo
— Bloqueo de acceso a datos confidenciales

Monitorizacion
— Usuarios privilegiados
— Bases de datos y tablas criticas

Cumplimiento Regulaciones

— Simplificar y automatizar el proceso de auditoria
— Reduccion de costes

Analisis de Vulnerabilidades y gestion de incidencias

© 2011 IBM Corporation
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La Solucion IBM Insfosphere Guardium

Application Servers

Database Servers
. §ﬁ§rePoint|
m IBM InfoSphere :
. \ | Guardium &3 Postgresal |
o /

TERADATA ' N N NETezzni
' MysQoL

Guardium Host Based Probes Guardium Collectors

(S-TAP)
& Arquitectura no-invasiva iy Refuerza segregacion de funciones
Fuera de la Base de Datos No depende de los logs nativos del DBMS

Impacto minimo en rendimiento @ Granular, politicas y auditoria en tiempo

(2-3%) real: Quién, dénde, cuando, cdémo
Sin cambios al DBMS o W Informes automatizados de cumplimiento
aplicativos P ’

., . trazabilidad y escalado (SOX, PCI, ....)
@ Solucién multi-plataforma

. 100% visibilidad: accesos locales
4 y remotos © 2011 IBM Corporation
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Arquitectura IBM Infosphere Guardium

European s ;/OS
Data Centers Mainframe
Collector Guardium for Z
f
1 Collector
- , ‘;. =g
B 3 | qll S-GATE o
q I‘ o I S'TAP ' Web,;.:::feljzation < \
| Americas ~ \
S-TAP Data Centers ~
Internet
q Y ] _ Collector .-
° ; -
E o
L S-TAP ) o . |
. \ S-GATE -
Remote Locations . iy b i ;
. e Integration with LDAP,
& Qutsourcers . Asia Pacific ' IAM, IBM Tivoli, IBM TSM,
Data Centers / Remedy, ...
/
Firewall
o?. A
S-TAP Collector

Guardium

SAFEGUARDING DATABASES™
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Modulos Funcionales

« Prevent SQL injection attacks
» Monitor & block privileged users
« Detect application-layer fraud Monitor

+ Automated & centralized controls
+ Cross-DBMS audit repository
+ Preconfigured policies/reports

» Enforce change controls & . Sign-off management
* Real-time alerts . g -

_ N EnfOrC - Long-term retention
» Forensics data mining - No database changes or
+ SIEM integration . performance impact
L Critical |

Data

- Infrastructure '\

+ Assess database

» Discover & classify | bilit
vulnerabilities

sensitive data Assess . ) ”
« Continuously update « Configuration auditing
security policies & + Behavioral vulnerabilities
» Discover embedded s 1o 21 - Preconfigured tests based
malware & logic bombs ¥ onbest practices standards
(STIG, CIS)

© 2011 IBM Corporation
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Monitorizacion y Fortalecimiento de las Bases de datos
. Monitorizar tréfico local y remoto

' Loggins y conexiones

ﬂ Database Client

[192.168.20.143 |

‘ Monitorizacién de la actividad
(DDLs, DMLs, DCLs)

IBM® InfoSphere™ Guardium” 14:13 | Edit Account: poc | Customize | Logout | About | B & @

G2000 - Standalone Unit
Standard Reports || My New Reports | Discover | AssessiHarden = Comply || Protect &® || Quick Start | Sarbanes-Oxley Accelerator | PCl Accelerator | Data Privacy Accelerator

Security Policies || Correlation Alerts || Incident Management <*

Policy Violations / Incident Management 2@ 1 - 3 x
Start Date: 2010-09-09 12:13:27 End Date: 2010-09-10 14:13:27 @
N

sssss -

[of 4 Access Rule
Name Description

Severity i Count of Policy
Description Number Rule Violations

Client IP DB User Name Full SQL String

1P

Q Qrecords 1 w2020 D X o HS A or

Log Id L

This message was sent with High importance,
From: GuardumAlert@quardium. com Sent: Wed 4/15/20098:12 AM
To: Marc Gamache

Politicas para la Gestién de
E::mert: (cl) SQLGUARD ALERT I n C i d e n C i aS

Subject: (c1) SQLGUARD ALERT Alert based on rule IIILogin Failures to Production Database Servexl
Category: security Classification: Breach Severity HIGH
Rule # 20266 [Login Failures to Production Database Server |
Request Info: [ Session start: 2009-04-15 07:11:07 Server Type: ORACL berverlP:
172.16.2.152 Client PORT: 11071 Server Port: 0 Net Protocd DB Protocol: TNS DB Protocol
Version: 3.13 DB User: APPUSER

Application User Name

Source Program: SQLPLUS Authorization Code: | Request Type: LOGIN_FAILED Last Emor: ora-01017 & ‘ R e p 0 rt e S d e G e St | é n d e | n C | d e n C | aS

' Envio de Alertas y Bloqueos

Category Hame Access Bule Description Client IP Server IP DB User Hame
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Auditoria y Cumplimiento

o’

Automatiza el proceso de
Cumplimiento — Advanced
Workflow

Informes Predefinidos para el
cumplimiento con politicas
regulaciones tales como PCI
DSS, SOX, y directivas sobre
Privacidad de Datos

Capacidad de generar nuevos
informes

-

Evidencias para demostrar el
cumplimiento con normativas

Sign-offs & escaladas

i

¢

Compliance Automation

Audit Process Definition
Description |Daily PCIDSS Incident Review

Active There iz no schedule agsociated with thiz process
Archive Results [

Keep for a minimum of |85 | days or |U | rung
CSVICEF File Label Dair:J_F'CI_DSS_Incident_| Zip CSV for mail

Email Subject: Daity PCIDSS Incidents for Remediation and Sign-off

Fun Cnce MNow Modify Schedule

Receiver Tahle

Action Req.
O Review ® Sign

To-Do List Email Notif. Cont. Appv. if Empty
O No @ Link a

Receiver
()Payment Card DB Admin

[@/(Emnst Potherfeldt) O Full Results
 (3)Retail InfoSec O Review @ Sign O No @ Link 0
@ © (Max Dufresne) O Full Results

Add Receiver

‘l][ Search users ]

Receiver name |
Action Required (& Review O Sign
To-Do List [#] Add
Email Notification &) Mone O Link Only O Full Results
Continuous
Approve if Empty D Yes

Add
Audit Tasks
) ]h Report: Daily PCI DSS Incident Report [Policy Violations Details] {NOW -1 DAY to NOW}
[ Add Audit Task |

Automatizacion de proceso completo de auditoria
evitando tareas manuales (proclives a errores)

© 2011 IBM Corporation
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Analisis de Vulnerabilidad

Descubrir vulnerabilidades en BD
mediante test predefinidos o
customizables, basados en Best
Practices de la Industria (STIG, CIS,
CVE...)

@ Actualizaciones cuatrimestrales para
evitar amenazas

Realizar chequeos regularmente de la
vulnerabilidad

|dentificar riesgos: Parches no
aplicados y criticos, mis-configured
privileges, passwords deébiles,
cuentas por defectos.

Results for Security Assessment: Guardium Oracle
Assessment executed 2009-09-29 21:38:18.0

From: 2009-09-01 00:00:00.0
To: 2009-09-25 00:00:00.0

100%

Tests passing: 45%

_ 80%
Based on the tests performed under this assessment,
data access of the defined database environments H
requires improvement. Refer to the recommendations of g 60%
the individual tests to learn how you can address :
problems within your environment and what you should E 40%
focus upon first. Once you have begun addressing these =
problems you should also consider scheduling this 20%
assessment as an audit task to continuously assess these
environments and track improvement. o
View log ‘09
ump to Datasource list %1“50

Result Summary Showing 104 of 104 results (0 filtered)

Critical Major Minor Caution Info
Privilege 8p 16F — 1p 4f — — 1f — — — — — — —
Authentication 1p 5f — — 1f — — 2fF — — — - — — —
Configuration 4p - -- 6p 4f J4e 1p 3f 4e - 6f Ie - — -
Nessian] — | — |—| = (28 = | == === -
Other 2p -- — 6p 4f — 4p 2f 1le - — - 8Bp - 3e
A t Test R It: Compare with Previcus Results
Cat. Test Name Datasource
Auth. Default Accounts Password Changed ORACLE:
Oracle
Local

Priv. No Access To 'Users' Catalog Tables ORACLE:
Oracle
Local

Client IP or IP subnet: Any
Server IP or IP subnet: Any

| -- Select another result —| 7

& Download PDF

Assessment Result History

| o? o o? o?
q‘lé 91‘\‘1"" q\'la" qfﬂ \ XQ‘l 8

Current filtering applied:
Severities: - Show All -
Scores: - Show All -
Types: - Show All -

Eilter / Sort
Reset Filtering K Filter | So
Controls

Showing 104 of 104 results {0 filtered)
Reason

Critical 5 active pre-defined users have default
passwords.

P/F
Fail

Sev.

Recommendation: Some predefined Oracle user
accounts are still enabled and still have the Oracle
default password. These predefined Oracle users and
passwords are well-known to anyone familiar with
QOracle, and represent one of the easiest entry points for
attacks and data theft/damage. We recommend that
your remove any predefined Oracle user accounts that
are not absolutely required, and we strongly recommend
that you change the passwords for any of these users
who are required.

Fail Critical Some users or roles without
'SELECT_CATALOG_ROLE' authority have
access to 'DBA_USERS' or 'ALL_USERS":
CTXSYS, PUBLIC.

Recommendation: Access to the DBA USERS or

ALL USERS tables has been iranred to users other than

Los Auditores quieren ver la evidencia de controles,
9 procesos y procedimientos adecuados.

© 2011 IBM Corporation
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Descubrimiento y Clasificacion de Informacion Sensible

Auto-descubrimiento de
Bases de Datos

SQL Count

Session Count

Logged Threshold Alerts
Logged R/T Aleris
Exception Count
Dropped Reguests

TCP Exceptions

Admin User Loging
Databases by Type
Databazes Discovered
Retrospective Report Reguests

Values Changed
L} u

Administration Con saleUAmess HanagementUTmls U Daily Hnnitnr[z] U SQL Guard HonitanTap Monitor | | Inci

Databases Discovered
Start Date: 2008-06-25 14:48:45% End Date: 2008-05-25 15:48:4%

Time Probed Server IP Server Host Hame DB Type Port PortType #
2008-08-258 15:31:00 10.10.9.253  10.10.9.253 Oracle 1521 fcp 1
2008-06-26 15:30:58 10.10.9253  10.10.9.253 MSSQL 1433  tcp 1
2008-06-26 15:30:15 10.10.9.55 osprey Oracle 1821  tcp 1
2008-06-26 15:30:15 10.10.9.55 osprey Sybase 4200 tcp 1
2008-06-26 15:30:32 10.10.9.56 10.10.9.56 Oracle 1521 tcp 1
2008-06-26 15:30:58 10.10.9.56 10.10.9.56 DB2 50001 tep 1

' Descubrimiento y Clasificacion de la Informacion Sensible

Catalog Schema Table Name

BANKAPP CREDITCARD

* https://10.10.9.242:84435 fviewClsProcessResult.do? method=view&viewerTy pe—assessmentResults&viewe - Internet Explorer provided by
# | https://10. 10.9. 242:8443 fviewClsProcessResult. do ?me thod =view BwiewerType —assessmentResultsBviewedTaskld =-1&noButtons =false &selectedProcessId =200 16

Rule
Description

Colummn
Hame

CARDMUMBER Send Alert

=l

~ || %% certificate €
C Data Source
gory Des=scription

ClassiTication

Comments Ma

Date: Monday, July 21, 2008 §:30:07 PM EDT
Datasource: ORACLE 10.10.9.58:1521 xe

Object: TABLE BANKAPP.CREDITCARD WaARCHARZ
(20 CARDNUMBER

Category: "PCI Classification: "Cardholder Data”
Rule: Search For Data: Send Alert
TABLE_TYPE=TABLEWIEVW, DWATA_TYPE=TEXT,
SEARCH_WALUE_PATTERN=TO-SHA0-9H4}0-SKa}- 0 o bol
[0-SH4y

Action: Send Alert: Send Alert

Urgent Flag="false", Receiver="SSLOGI

Action: Log Policy Wiclation: Send Policy Wiclation
Sewverity="10"

Action: Add To Group Of Objects: add to group
Object Group="PCI| Cardholder Sensitive objects”,

10-56-system

© 2011 IBM Corporation
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Novedades de la V.8 de Infosphere Guardium

Solucion en Appliance y/o
Software

¥ Nuevos Entitlement Reports

‘ Monitorizar repositorios

Automatizacion del flujo de trabajo de SharePoint

cumplimiento
Nuevas plataformas soportadas:

Mejora bloqueos: Cuarentena / Netezza & PostreSQL

Fire-1D
'_ ,q_._.v.-._
E §ﬁ"mPo|nt' ! 1

I1BM InfoSpher

Informzx
Guardium B} Posic oSOl

— Nuevas capacidades para el
\ 'T_J n B=—==)  iEMSystemz DB2 Z/OS (Mainframe)

Integration with Tivoli SIEM

Mejoras en el Vulnerability
assessment — 500 nuevos tests

@< e 9

© 2011 IBM Corporation
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Beneficios de la solucién IBM Infosphere Guardium

Proteccion, monitorizacion y
auditoria en tiempo real

' Solucion escalable y de gestion
centralizada

& Con mas de 150 politicas e informes

pre-configurados: SOX, PCI, DP Seguridad proactiva, en tiempo

Automatizacion del flujo de real

trabajo de cumplimiento ‘ Rastreo y solucion de incidentes

y Dep6sito de auditorias no de seguridad

modificable Evaluacion de comportamientos,

configuracion y Vulnerabilidad

Ubica, clasifica y protege datos
confidenciales automaticamente

12 © 2011 IBM Corporation
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Lideres en el sector Financiero

JPMORGAN CHASE & CO.

GE Money Bank

BankofAmerica //‘\/

HSBC X»

CItlI

% BARCLAYS Prosenberg 7 UniCredit B compass
@ Prudential SOCIETE GENERALE j— :ﬂ{lﬁa .‘
ﬁ E E Corporate & Investment Banking : #E un AV 'I VA
EE ®QBE §!Garanti BT
PRUDENTIAL 'J‘
ﬁ & . "
AKBANK ING 20 3&RBS
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Lideres en el sector Telco

Yelefonica

\—

verizon

>

n TTC’ammun."c-aﬁons
\"“--_

S

———TELECOM

™ — (T4 LA

vodafone

& . B Yt
SoftBank &= VimpelCom 3 cuma o Sprint
@ TURKCELL P vir <> PLDT vivo g!

Tem:’?“) ) WIND o %CBH_%

= Un mcnde nouveou vol

us appelle -

Piil vicini.
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Lideres en el sector Seguros

Mﬁnsenberg

An AXA Investment Managers Compamy

——— A
SCOTTISH WIDOWS [\ Ao
o — J

@ Prudential
RS

S/ Ve

SHER

PING AN

T ®QBE EIEEE s
procressive Metlife FEFE AON ... TheZenith

GREATAMERICAN
INSURANCE GROUP

UNIPOL

@' GRUPPO
FINANZIARIO

Willis

*4:*4*‘

£ OLD REPUBLIC

oo ®

INSURAMCE

Nationwide”

Western & Southern
Financial Group

CONSECO

Step up. N,
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