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Information Management

= Data Discovery Challenges

» Data Value Based Discovery
— Complete Business Object Discovery
—Archive Use Case

—Data Privacy Use Case

= Application MetaData Discovery for Oracle Packaged Applications
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Information Management

You can’'t manage what you don’t understand

-

Distributed Data Landscape

» Increasingly distributed

= Complex, poorly documented
data & relationships within &
across sources

= Data not understood because:
— Corporate memory is poor
— Documentation is poor or
nonexistent
— Logical relationships (enforced
through application logic or
business rules) are hidden

© 2011 IBM Corporation
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InfoSphere Discovery: An Invaluable Data Analysis Tool

= Automated analysis of data
and relationships for complete
understanding of data assets:

—Characterizes data elements
within a Source

—ldentifies relationships that
link data elements into
“business entities” within a
source

« Customer, counterparty,
invoice

—ldentifies complex logic that
relates multiple sources
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Poor Understanding =
Unpredictable Project Deployment

discovery isthe first phase of
information centric projects

' ) Consolidate
]

discovery Phase

Privacy
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IBM InfoSphere Discovery:.
Automation that accelerates time to value:

Data Growth Management:
Automates discovery of referential integrity and business objects

Data Consolidation, Integration & Migration :

Discovers transformation and
business logic between data sources

Prototypes empty targets from the
combination of many data sources

. Discover
Data Privacy:

Discovers hidden sensitive data

Data Landscape Rationalization:
Connecting business to unfamiliar assets.

What is unique?

« Analyzes data values and patterns and produces actionable results
» Discovers complex relationships within and between data sources
» Patented approach with greatest level of automation in the industry

Data
Growth

Consolidate

Privacy
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Discovery Deep Dive
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—Perform Complete Business Object Discovery For
Archiving

—Discover Sensitive Data for Test Data
Management and Data Privacy

© 2011 IBM Corporation



i Arrow Mode:  Column Match

- | 1| Show Al | [1§] Skip Columns | Display mode
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Unclassified

ALL_ORGANIZATION_UNITS

ORGANIZATION_ID
BUSINEEE_GROUP_ID
COST_ALLOCATION_KEYFLEX_ID

Unclassified

MASS_SALARY_ID
NAME
PA_REQUEST_ID

Unclassified

CUSTOMER_TRX_ID
LAST_UFDATE_DATE

Unclassified

CORDER_ID
ALL_POSITIONS _F CUST_ID
POSITION_ID ORDER_DATE

Unclassified

CASH_RECEIFT_ID
LAST_UPDATED_BY

LAST UPDATE_DATE

Unclassified

EFFECTIVE_ETART_DATE
EFFECTIVE_EMD_DATE

Unclassified

MK_SHOU_APPS_ALL

RECEIVABLE_AFPLICATION_ID
LAST_UPDATED_BY
LAST_UFDATE_DATE

Unclassified

BENEFIT_CONTRIB

BENEFIT_CONTRIBUTION_ID
EFFECTIVE_START_DATE
EFFECTIVE_END_DATE

ITEM_ID
ITEM_DESCRIFTION
CATEGORY

Unclassified

SHIP_INSTR
SHIF_ID

SHIP_INSTR_ID
ORDER_SHIF_INSTR

21 il ]

Unclassified
peppe CUST_ID
CUSTNAME SHIFID
- ' ADDRESS
ADDRESS
Unclassified Unclassified
PAY ALL_PAYROLLS F
PAYROLL_ID JE_BATCH_ID
EFFECTIVE_START_DATE LAST _UFDATE_DATE Unclassified

EFFECTIVE_END_DATE

LAST_UFDATED_BY

Unclassified

JE_HEADER_ID

NK_CD_COMB

CODE_COMBINATION_ID
LAST_UPDATE_DATE
LAST_UFDATED_BY

e e LAST_UPDATE_DATE

LAST_UPDATED_BY

SALESMAN_ID
SALESMAN_NAME
AGE

Unclassified

. ORDER_ID
Unclassified TEM_ID
ITEM_QUANTITY
PAYMENT_SCHEDULE_ID
LAST UPDATE_DATE
LAST_UFDATED_BY
Unclassified

Unclassified

SET_OF_BOOKS_ID

ADJUESTMENT_ID LAST_UPDATE_DATE

LAST_UFDATED_BY

LAST_UFDATED_BY

LAST UPDATE_DATE

How many tables to archive for Orders,

where are they?
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i Arrow Mode:  Column Match

+ | 4+ show All | [1§] Skip Columns | Display mode  View Al

Zoom: 80%

9 SALESMAN_|D
SALESMAN_NAME

AGE

§ CUSTOMER_TRX_ID
LAST_UPDATE_DATE
LAST_UPDATED_BY

< ADJUSTMENT_ID
LAST_UPDATED_BY

LAST_UFDATE_DATE

BENEFIT_CONTRIB

BENEFIT_GONTRIBUTION_ID
EFFECTIVE_START_DATE
EFFECTIVE_END_DATE

Child Entity

ALL_POSITIONS F

POSITION_ID
EFFECTIVE_START_DATE
EFFECTIVE_END_DATE

MK_SHOU_APPS_ALL
RECEIVAELE APFLICATION_ID

LAST UFDATED_BY
LAST UFDATE_DATE

Root Entity

O RS

§ ITEM_ID

ITEM_DESCRIFTION
CATEGORY

iy cusT_ID
CUSTNAME

i FAYMENT_SCHEDULE_ID
LAST_UPDATE_DATE

DROER_ID
§ cusT_ID
CRDER_DATE

4 ITEM_ID
ITEM_QUANTITY

JE_HEADER_ID

LAST_UFDATED_BY

> ADDRESE

ALL ORGANIZATION_UNITS

Lgeped’y ORGANIZATION_ID

BUSINESS GROUF_ID

COST_ALLOCATION_KEYFLEX_IO

T2

Root Emnti

\j JE_BATCH_ID

LAST UPDATE_DATE
LAST_UFDATED_BY

Child Entity

§ MASS_SALARY_ID
NAME
PA_REQUEST_ID

CASH_RECEIFT_ID
LAST_UFDATED_EY
LAST UPDATE_DATE

Cross Reference

LAST_UPDATE_DATE
LAST_UFDATED_BY

PAY_ALL_PAYROLLS_F
FAYROLL_ID
EFFECTIVE_START_DATE
EFFECTIVE_END_DATE

NK_CD_COMB
CODE_COMBINATION_ID
LAST_UPDATE. DATE
LAST_UPDATED_BY

4 SET_OF_BOCKE D

S LAST_UPDATE_DATE
LAST_UPDATED_BY

After PFkey discovery..still a lot to work with. Use zoom-and-focus features
to review and confirm relationships around Orders table
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Zoam: 80%; -

DO ORDERS

¥ ORDER_ID
@ CUST_ID

ORDER_DATE

¥ ORDER_ID

@ ITEM_ID
ITEM_QUANTITY

CUSTOMERS

4§ CUST_ID
CUSTNAME
i ITEM_ID ADDRESS
TEM_DESCRIFTION [ e — d
CATEGORY

SALESMAN_ID
SALEEMAN_NAME
AGE

Export this object to Optim.

Once confirmed all relevant keys, use Data Object Discovery to produce business object.
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Discover Complete Business Object for Optim Projects:
Archiving, Test Data, Application Retirement
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InfoSphere projects
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IBM InfoSphere Discovery Finds Sensitive Data (Even if Hidden)

iew  Tools Map  Help

R o potesers o Cotumn Analvsls @ P Kers @ et Oblects o Taret Matches G Hars
~

B piscovery Studio - LOCALHOST - HR MDM 2

Maps: HQ EMP and EMPERS to WEMPLG

HR MDM 2% | No Activity

Maps Sl ¥ = Joins = Bindings Q Where Clause = Transformations O Reverse Pivots _
& % <Tvpekeyword> ~ E] —
E‘ _ gngugm Loc and H Dept Map oA HET® [HG EMP and EMPERS to "WEMPLG Notes: | [
S WEMPLE Show Map 0L |
i -UEQHOEMP
Bl [T WSALOL
T[] [E5 HO EMP-EMPPERS-CMP map tof [ SUery
Join Condition: HQ_EMP JOIN HQ_EMPPERS ON (HQ_EMP.EMPLOYEE_ID = HQ_EMPPERS,EMPID)
Binding Condition: {HC_EMP.FRAME = WEMPLS EFH) AND (HG_EMP.LMAME = WEMPLG,ELN)
Group By: <Mot Applicable =
Where Clause: =Mat Specified =
|=] Transformations:
EID datarule{DR_EID_0, HQ_EMP,EMPLOYEE_ID}
SALUTATION HQ_EMP, TITLE_OF _COLRTESY
EFN HQ_EMP, FINAME.
ELN HQ_EMP LMAME
SN substr(HG_EMPPERS.S5M, 1,3) || substr{HC EMPRERS.SSN, 5, 2) || substr{HQ_EMPPERS.5SH, 5, 4}
BEGIN_DATE HQ_EMPPERS DOH
ENEIDATE CASE WHEN HG_EMP,STATUS in { 'Current’, 'Fired’, 'Resigned’) or HQ_EMP,STATUS is aull THEN HQ_EMP, TERMINATION DATE
i ELSE HO_EMP.RETURN_DATE EMD
DATE_OF BIRTH HQ_EMPPERS.DOE
CURR_STAT substr(HG_EMPLSTATLS, 1, 13

)

Maps: HQ EMP and EMPERS to WEMPLG

Run Mext Steps...

| 7

= Automates discovery of
sensitive data in both basic as
well as complex business
rules

— Finds sensitive data
based on basic patterns
contained within a column

— Finds sensitive data
hidden within longer fields
(e.g. SSN hidden in a 46
digit routing number)

— Finds sensitive data that
has been divided up
across multiple columns
(e.g. SSN divided into
three separate columns)

— Finds sensitive data that
has been transformed (i.e.
items converted into
codes)
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*How do we find custom sensitive data?
— User defined algorithm -- Once deployed, behave the same as “built-

IN
 Algorithm is run as part of profiling

» Hit/miss metrics and data view will be available on custom sensitive.
— data similarity — exact value matching
— data similarity -- fuzzy value matching
— metadata similarity including known classification
— data relationships

© 2011 IBM Corporation
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* Discover “critical data elements”(CDEs) and map them to
Business Glossary
— Data driven term mapping

* Once we find these CDEs, explore its surroundings to identify
other data relevant to the business of interest.

© 2011 IBM Corporation
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Sensitive/Critical Data Discovery Values

Business Glossary

Optim

Connect business to IT . , .
Masking privacy data in

test data extract
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And there is still more ... Transformation Discovery

i RECORD_ID

null

Misses

J0000000C0000000000000O0

S5_MUM
NAME

ADDR 1

ADDR2

cITY

STATE

zIP

ZIP_FOUR

GEMDER.
MARITAL_STATUS
PROFESSION
NBR_YEARS_CLI
SAVINGS_ACCOUNT
OMLINE_ACCESS
JOIMED_ACCOUNTS
BAMKCARD
BAMK_BALANCE
ACCOUNT_ID
ACCOUNT_TYPE
BRANCH_ID
BRANCH ADDRESS

INVESTMEMNTS.55_MUM
INVESTMEMNTS.MAME
INVESTMEMTS.ADDR 1
rull

IMVESTMEMTS.CITY
DEMOGRAFPHICS.STATE
INVESTMEMTS.ZIP
INVESTMEMTS.ZIP_FOUR
DEMOGRAPHICS.GEMDER
DEMOGRAPHICS.MARTTAL _STATUS

CASE WHEN DEMOGRAPHICS . STATE in ('FL', 'GA', ‘LA, 'SC, T, WA T...

DEMOGRAPHICS.MNER _YEARS_CLI

rull

DEMOGRAPHICS. JOINT_ACCOUNT _HOLDER
DEMOGRAPHICS. JOINT_ACCOUNT _HOLDER
DEMOGRAPHICS. JOINT_ACCOUNT _HOLDER
null

CASE WHEN INVESTMENTS.APR | = , 92 THEM substr(DEMOGRAPHICS.AGE, ...

100.00 % (285/285)
96.45 3% (275/285)

95,79 3% (273/285)

100.00 % (285/285)
100.00 % (285/285)
97.19 % (277/285)

100.00 % {285/285)
100.00 % {285/285)
100.00 % {285/285)
100.00 % (285/285)
23.16 % (237/285)

100.00 % (285/285)
100.00 %% (285/285)
100.00 % (285/285)
100.00 % (285/285)
100.00 % (285/285)

23.51 %% (67/285)
100.00 % (285/235)

0.00 %% (0/285)
3.51 %% (10,/285)
4.21 % (12/285)
0.00 % (0/285)
0.00 % (0/285)
2.81 % (8/285)
0.00 % (0/285)
0.00 % (0/285)
0.00 % (0/285)
0.00 %% (0/285)
16.84 %6 (48/285)
0.00 %% (0/285)
0.00 %% (0/285)
0.00 % (0/285)
0.00 % (0/285)
0.00 % (0/285)

75,49 % (218/285)
0.00 %% (0f285)
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InfoSphere Discovery - Unified Schema Builder

» Unified Schema Builder:
—Data analyst workbench for data

consolidation projects
*Profile data sources
*Perform overlap analysis
*Unified data models
*Unified data profiles
*Analyze Matching keys
*Propose conflict resolution

lew Application
Data Warehouse

precedence
MDM Hub — Cross source trouble-shooting
workbench
What is unique?
Prototypes empty targets from existing = Applicability
source data (MDM — Master Data — Application/Data Consolidation,
Management, EDW — Enterprise Data Migration & Retirement

Warehouse, data migration)

© 2011 IBM Corporation
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Archive Volume Projection in Discovery
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izuum: B80% * | Print vl

Archive Volume. ..

Add Child Table...

Create Related Sample Set

SALESMAN_ID § CUsT_ID
SALEEMAN_NAME COMPANY_NAME
AGE FIRET_MAME

ITEM_QUANTITY

g ITEM_ID
ITEM_DESCRIPTION
CATEGORY

Volume projections for a filter entered in any table in the Object diagram.

Here | will enter a filter on the ORDERS table.
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Information Management o m m - -

4§ ORDER_ID
9 CUST.ID
ORDER_DATE

CRDERS.ORDER_DATE = "10-10-1938'

CUSTOMERS

¥ CusT_ID
COMPANY_NAME
FIRST_NAME

ITEMS

§ ITEM_ID
ITEM_DESCRIFTION
CATEGORY

Type in the filter and select OK.
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 Zoom: 80%

;| print_~ ]

ORDERS

§ ORDER_ID ;f
[] | ]
CUSTID i
ORDER_DATE :

SALEEMAN_ID
SALESMAN_NAME
AGE

§ CUSTID
COMPANY_MAME
FIRST_MAME ITEM_CUANTITY

'

Filter: ORDERS.ORDER_DATE = ‘10-10-1998'

b =R )

Projected Reduction

]

Realized Reduction

o:

Record 10f6 ¢ |

[l ITEMS

¥ | CUSTOMERS

W  |DETALS
ORDERS.ORDER_DATE »'10-10-1998' | w | CRDERS

¥ Al Tables

0.05
0.85

1,04
111

0.00
0.27
0.35
0.35]
0.98

0
32

34

32
32

0.00
0.27
0.35|
0.35)
0.98

32
34
32
32

4

Close

if that table is removed or kept on source.

A tabular display showing the volumes. You can check/uncheck the “Include” flag to calculate the volume

ZOTT OV CUTg
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Application Metadata Discovery for Oracle Packaged Applications
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Supporting the Lifecycle for the Oracle ERP/CRM packaged
applications

Oracle application owners need to understand the data structures

— Including customizations — to support these lifecycle activities

Manage the data growth of enterprise applications
— Identify the complete_ datg structure (_)f a b_usm_ess object ((_a.g. =
purchase orders) to intelligently archive historical transaction data

Deploy new functionality and manage application upg rades
— Understand what needs to be tested, create secure and right-sized
test/development environments to ensure smooth deployment
— Ensure customizations & integrations are not impacted by upgrades
and changes

PeopleSoft.

Rationalization of application portfolios
— Understand and capture the related custom tables and metadata of a
retired application to support data retention and retrieval needs

Enterprise Application Integration
— Understand integration points for Master Data Management, Business
Intelligence/Data Warehousing and interfacing with other applications

© 2011 IBM Corporation
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Pain Points for Owners Supporting Oracle packaged applications

» Understanding the customized application data models and complex data
relationships

— Database schemas consist of thousands of tables with complex relationships

—Proprietary ERP metadata only holds ‘Logical View' of data

= How to determine the data model for application modules not yet provided “out-of-

the-box” by InfoSphere Optim

» How to understand and compare existing data models to new data models for
perform impact analysis during an application upgrade

= How to easily define the complete business object to
support archiving, subsetting and application retirement

» Dependence on application specific Subject Matter
Experts, manual scripts & analysis techniques,
reverse engineering ...etc
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Understanding Oracle Application Business Modules

Business Object
(e.g. Purchase Order)

- Custom objects

= Are you implementing a new or heavily customized module?
= Are the custom objects & relationships documented?

= Are you able to define a complete business object?

© 2011 IBM Corporation



Information Management

InfoSphere Optim Application Repository Analyzer 5 ::';g

Analyze application metadata to
identify relationships &

customizations within the Oracle
ERP/CRM packaged applications

PeopleSoft,| smEBEL. |JDEdwards

L

=
-
—=
=
=
=
-
=
=
=
-5
=
-3
3
-=

ﬁ

@ ROW_ID [PK] I o &= ROW_ID [PK] —— !—— od @ ROW_ID [PK] @ ROW_ID [PK]

rc-l-s
- = ACT_TMPL_ID [F = SR_ID [ = = :
" ﬁ: & APPT__REPT__AP[PT]_ID ™ ‘.‘ e AC?IVI[W_]ID [F€] MhleRElatg=hins =10]
= bl e aconT_IsSUE_ D[R] R T
7= o o= pr_sk D[R] | | ¥ Related Tables to 5_SR¥_REQ
I el EoPaR_EWT ID[FK] T T T )
¥ hobd @ PREY_ACT _ID [FK] - -t =
kot &= SRA_SR_ID [FK] o : Es:i EEEEK[JFK] 15 R ?"f,
w2 R ESTODOAPRTIDIRK] - B =0 o op 1 [rg) Thl Mame Shart Desc -
O €= QUOTE_ID [FK] b S_ASSET Praduct Instance _‘
T2 =5t & TEMPLATE 1D [FK] 5_EU Business Lnit |
5_CASE Case |

= 5_SRY_REQ

S_COMMUNICAT Cormunicakion
@ ROW_ID [PK] B = S_COMTACT _|Person

&= PR_SURNYEY_ID [FK] fidd All ko Subject Area Optim Expart
E=ACT_ID[FK] = BEFF======% - ]

)
ke
Fote
[OH o= BASED_ON_SR_ID [FK]
Lot
Ce

Table Details

@ PAR_SR_ID [FK]
@ PR_PAR_SR_ID [FK]

Thl Mame |Sh0rt Desc -
|S_SRY_REQ  Service Request |
5_SRY_REQ1_FhExtension for Service Request Ext
5_SRV_REQ1_Fh Service Request 1:M Extension
S_SRW_REQ2_ FMExtension for Service Regquest Ext

= 5_DOC_QUOTE | S_SR_DEFECT

&= ROW 1D [PK] i |- - &= ROW _ID [PK]
X &= SR_ID [FK]

5 ACTIVITY_ID [FK]
S_SR_ATT

@ PaR_SD_ID [FK]
5 5RY_REQ_ID [FK]

Requirements

» Analyze applic;aﬁion metadata
to identify data models,
relationships & customizations

» Compare data model
structures across application
versions & releases

» Integrate with InfoSphere
Optim solutions

Benefits
it

= Quickly identify application
customizations to speed data
lifecycle projects

» Reduce time and improve
guality of application updates

» Easily export the complete
business object for archive,
subsetting & masking projects
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Strategy for Complete Data Discovery & Analysis across the
Enterprise

Application
Repository Analyzer

nshipg for cu
pplica
) Ildentify customizations, relationships,

and data models within Oracle
ERP/CRM packaged applications

Custom/Legacy
Application Owne

Oracle Packaged
Application owners

= For custom/legacy enterprise applications

= Analyzes data samples and data values to = For Oracle E-Business Suite, Siebel CRM,
infer relationships PeopleSoft Enterprise, JD Edwards applications
= Provides for analysis across multiple = Analyzes the application metadata to extract
applications & databases defined relationships and customizations and
= Only way to find relationships for custom understand application business objects
and legacy apps that do not have a = Compare models between application versions
published metadata repository = Quick, accurate & easiest way for finding

relationships in Oracle ERP/CRM applications

28 © 2011 IBM Corporation
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Al
| |
= Extracts the relevant metadata from  Extract ]Identify B e
the application, allows metadata B | Bvow |Bocacmes] Uoons || | meemem—m -
browsing & subsetting ables b: S - sshatisisiiadlil
Table Name Shart Description Subject Area ID ASSET ';Lzld:::slzitltante i
= |dentifies parent-child table E [T - \>
relationships to define the complete o e — jam ——
business object (e.g. Purchase CBESR R i 2
Ol‘del‘) QU|Ck|y S:CF\SE_LD_SRVRQ Service Requests for ¢ ERAREl LR ) e [Shart Desc ;I
5 SR_REQ1 FHsM Seryice Request 1iME A SE‘ECtEd Tables to Iy, emfatepnd s '

= Compares data models to quickly
identify changes associated with
application upgrades & consolidation

= Exports data model information for
business objects in several formats,
compatible with:
— IBM InfoSphere Optim Designer
— IBM InfoSphere Data Architect
— CA ERwin Data Modeler
— ER Diagrams

Export

B

Flease select where o export the subject areas an

€ CAERwiIn
" Compaison File

" OptimARA ER Diagrammer

File Name

[i1Pragram Filesiiem optim D

ORACLE
;-businesssuit g

Compare \/_1

& Model: [C\Documents and Settings|SADMINDesktopiHodel ks

Plew Model: |ciDocuments and Settings|SADMINDeskbapiMadelz mta
d define the export settings
™ compare only objects existing in both models
i CsWFile " I %
& I8M InfoSphere Data Architect ~ _VHCL SRV / ittributce: TOTAL AMT missing in Dei
_VHCL_SEV / Avtribute: VHCL ID mizsing in Ref
_UHCL_SEV / Attribute: WENTY_FLG missing in Ref
Test Entities ...
Ertiry: CXK_ACT_ARCHSUM missing in Ref
Entity: CX_ORD_ARCHSUM missing in Ref
il CX_SRO_ARCHSUM n Det
plim Prajects -] il 3_ACCNT_TSSUR e =
il 8_ACC_TSSUE n Def
Envity: S_ADDE_PER et
Evivy: §_ASSESS mi. ke
Entity: §_ASSET missing in Ref 1
<Back Next = Cancel < | ]
PeopleSoft@ S IEBEL lli’l:-d“m'fls
Enterpr
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InfoSphere Optim Application Repository Analyzer
How do you use it

Analyze Metadata Repository | Export ‘
Business Objects

SEARCH/ IDENTIFY COMPARE
SUBSET RELS MODELS

ORACLE
C-businesssuite

>

ARA
Application 0
Repositories E’ . .
E— =InfoSphere Optim Designer

PeopleSoft. ﬁ =InfoSphere Data Architect

*CA ERWin

=ER Diagrams
A i&

Application Lifecycle
Projects

etadata
Extract

=Archive, Subset, Privatize
InfoSphere Optim Application Repository Analyzer =Upgrade, Consolidate, Retire

=|Integration, MDM, BI
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