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The pain chain

Application 
Managers

Could you verify if John 
Doe is appropriately 

profiled?

Could you verify if John 
Doe is appropriately 

profiled?

2

IT Security 

Could you prove that John 
Doe has “appropriate”

permissions as defined by 
the “books”?

Could you prove that John 
Doe has “appropriate”

permissions as defined by 
the “books”?

1

I can just tell you what 
John has – I can’t tell 
about appropriateness 

I can just tell you what 
John has – I can’t tell 
about appropriateness 

3

Business Manager 

Could you verify if John 
Doe is correctly profiled?
Could you verify if John 

Doe is correctly profiled?

4

I could… If I was techy 
enough to understand all 
these tech details……..

I could… If I was techy 
enough to understand all 
these tech details……..

5

CFO, CRO

Are we compliant under 
xyz regulation?  How do 
we manage and mitigate 

risks?

Are we compliant under 
xyz regulation?  How do 
we manage and mitigate 

risks?

0

Auditors
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Typical Audit findings
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About CrossIdeas

CrossIdeas is a leading player of Identity Governance 
Solutions, enabling organizations to achieve their Compliance, 
Audit and Access Risk Management objectives

• Founded in 2011, product originates in 2005

• HQ in Italy (Rome)

• Rated as “visionaire” in the Gartner IAG MQ 2011/2012 and IGA 
2013

• Fortune 500 companies run CrossIdeas

• Acquired by IBM on July 31st 2014
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Now part of IBM Security Division…

IBM Security
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Access Request

Access Self  
Service

Access Self  
Service

Access Request 
workflow 

Access Request 
workflow 

Access Governance

Segregation of 
Duties

Segregation of 
Duties

Access ReviewAccess Review

Compliance 
Control for SAP

Compliance 
Control for SAP

Access Intelligence

Risk Analysis Risk Analysis 

Role MiningRole Mining

IDEAS Core

IDEAS Warehouse
Users, Permissions, Organizations, 

Policies

Rule Engine
Event Processing

Authorization Manager
Entitlement Server
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Other IDM IBM SIM
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The ‘ISIM-CrossIdeas’ integration:
- Provides bidirectional integration between IBM SIM and CrossIdeas’

IDEAS

- Adds strong Identity Governance capabilities, SAP specific controls,
innovative Access/Role Intelligence to SIM

� ISIM customers can rapidly introduce Access Governance capabilities
with no changes in their existing ISIM environment

� Non-ISIM customers can introduce Governance capabilities and then
either a) expand into Provisioning, or b) replace their existing Identity
management system (Sun, NetIQ, …)
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Screenshot here
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IGA Maturity Model: where are you now?
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The pain chain

Application 
Managers

Could you verify if John 
Doe is appropriately 

profiled?

Could you verify if John 
Doe is appropriately 

profiled?

2

IT Security 

Could you prove that John 
Doe has “appropriate”

permissions as defined by 
the “books”?

Could you prove that John 
Doe has “appropriate”

permissions as defined by 
the “books”?

1

I can just tell you what 
John has – I can’t tell 
about appropriateness 

I can just tell you what 
John has – I can’t tell 
about appropriateness 

3

Business Manager 

Could you verify if John 
Doe is correctly profiled?
Could you verify if John 

Doe is correctly profiled?

4

I could… If I was techy 
enough to understand all 
these tech details……..

I could… If I was techy 
enough to understand all 
these tech details……..

5

CFO, CRO

Are we compliant under 
xyz regulation?  How do 
we manage and mitigate 

risks?

Are we compliant under 
xyz regulation?  How do 
we manage and mitigate 

risks?

0

Auditors

Lesson learned

• Do not neglect the ‘Translation & Readability’ 
requirements

• When the Audit pressure is high, stars align 
between IT and Business

• Plan for multiple, short phases
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www.ibm.com/security

© Copyright IBM Corporation 2014.  All rights reserved. The information contained in these materials is provided for informational purposes 
only, and is provided AS IS without warranty of any kind, express or implied.  IBM shall not be responsible for any damages arising out of the use 
of, or otherwise related to, these materials.  Nothing contained in these materials is intended to, nor shall have the effect of, creating any 
warranties or representations from IBM or its suppliers or licensors, or altering the terms and conditions of the applicable license agreement  
governing the use of IBM software. References in these materials to IBM products, programs, or services do not imply that they will be available in 
all countries in which IBM operates.  Product release dates and/or capabilities referenced in these materials may change at any time at IBM’s sole 
discretion based on market opportunities or other factors, and are not intended to be a commitment to future product or feature availability in any 
way.  IBM, the IBM logo, and other IBM products and services are trademarks of the International Business Machines Corporation, in the United 
States, other countries or both. Other company, product, or service names may be trademarks or service marks of others.

Statement of Good Security Practices: IT system security involves protecting systems and information through prevention, detection and response 
to improper access from within and outside your enterprise. Improper access can result in information being altered, destroyed or misappropriated 
or can result in damage to or misuse of your systems, including to attack others. No IT system or product should be considered completely secure 
and no single product or security measure can be completely effective in preventing improper access. IBM systems and products are designed to 
be part of a comprehensive security approach, which will necessarily involve additional operational procedures, and may require other systems, 
products or services to be most effective.  IBM DOES NOT WARRANT THAT SYSTEMS AND PRODUCTS ARE IMMUNE FROM THE 
MALICIOUS OR ILLEGAL CONDUCT OF ANY PARTY.


