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Agenda

= IT Service Management

= Management Touch Points in an
SOA Reference Architecture

= Managing SOA by Managing the
Layers of Abstraction in an SOA
IT Architecture

= Mapping to the IBM Products
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Current State of IT Management

More than 70% of
IT budgets are
currently devoted to
the maintenance
and operations of
existing applications
and systems.

The Yankee Group,
3/05
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Managing Cost and Responsiveness Across IT Silos
Composite Applications Introduce Management Challenges
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IBM IT Service Management
Built on the SOA Foundation

IBM IT Service Management gugﬁll\gsi geel?\;lecg( Service Information Business
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The SOA Lifecycle

: Discover " Integrate people
Construct & Test " Integrate processes
* Compose

* Manage and integrate
information

» Gather requirements
" Model & Simulate
" Design

. . * Manage applications &
* Financial transparency e

" Business/IT alignment = Manage identity & compliance
" Process control * Monitor business metrics
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SOA Exposes New Management Pains in Application Lifecycle

Model Assemble Deploy Manage
“l need a service, does it “Some of our services are
exist?” used by our partners? How

can | be sure they are

1 H 7”
“How can | debug my meeting their SLAs"

production application

without reproducing the “Before | deploy it in _——
problem?” production, how can | be Which part of the SOA

sure that the service flow infrastructure is causing
matches the design?” this service problem? The

app server or the

. = H ?”
“| now have to write a messaging connections?

service — how do | make
sure it works securely

ith oth . X “Does my new SOA “What’s the root-cause of
wi d° el;jse:wce’zﬁ, S application meet it this service problem — the
ependent on: performance goals?” BPEL service flow or the

application?”
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The SOA Management Challenge:

Treat Services as Managed Resources

= Services should be treated as a manageable resources within the
context of systems management

* Traditional disciplines apply so that each service:
— Has a Service Level or Quality of Service associated with it
— Can be secured and audited
— Can be deployed and configured
— Can be monitored and optimized
— Can be versioned and deprecated

= Services are subject to ITIL processes for Service Delivery and
Service Support
— Change, Configuration, Availability, Release, etc.
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Why Is SOA Different?

Service Provider

Quality of
Service

“ What differentiates a
service-oriented Service
approach are the Requestor
service characteristics

Security

adueuwLiojiad

Capacity

= A service not only has a set of calls and responses, it has many other
characteristics: performance, availability, capacity, quality of service and security

= SOA is not only about exposing how you can call a service but also defining a
set of characteristics for how these calls will be serviced:
— how fast they should respond
— when will they be available
— who may make various calls
— how many calls you can make in a certain period of time
— what calls need to be logged
— how should calls be routed
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SOA Reference Architecture
Supporting The SOA Lifecycle

IT Service
Management

l Manage
and secure

services,
applications

resources
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SOA Reference Architecture
Supporting The SOA Lifecycle

Business Innovation & Optimization Services

Facilitates better decision-making
with real-time business information
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SOA Reference Architecture
Supporting The SOA Lifecycle

environment '—E
for design
and creation

of solution
assets

Development
Services
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Requirements for SOA Management

Channel B2B

Consumers ‘ Q Q

Business Process
Composition; choreography;
business state machines
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Services
atomic and composite
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Operational Systems

O Atomic Service

- Composite Service J Registry
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Requirements for SOA Management

“Business Process Monitoring: Monitor state of
business processes

- \
Business Process
Composition; choreography;
business state machines -
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Business Process Monitoring

Report on business performance
measured against targets (scorecard)
— Share growth and new product revenue

Track business process flow
— Status of particular insurance claim
— Bottlenecks due to human tasks

Monitor business process metrics
— Duration, cost, branch ratios

Business Analysis through aggregation
and multidimensional reporting

— Total monthly revenue by customer

SOA on your terms and our expertise

fle  Edt View Favorites  Tool

< Back ~ @ D @  © Search [E] ravorites 2 Media

;;;;;;;;;;;;;;;;;;

Reports /alerts

nnnnnnnnnnnn

nnnnnnnn

rrrrr

DEEEEED)
56690

)_EN DEMAND BUSINESS'




IBM SOA Architect Summit

Requirements for SOA Management

“Services Management: Discover, monitor, secure
and manage services to meet SLAs

O Atomic Service

- Composite Service J Registry

SOA on your terms and our expertise
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Services Management
Lifecycle Support for Web Services

“To ensure service levels

conform to agreed upon g IT Operations
== 0 2 ‘“ ’ =
specifications, you need: — % aggz);g'c‘fn':;e,,

— Views and analysis of Web service
interactions for IT Operations to
quickly identify source of errors,
and take corrective action through
situations, workflow and mediations

— Detailed views of operational
SOAP/XML message content, flow
patterns and topology for Web "
services experts and support teams Web Services Expert

) ) ) “Show me the
— Highly performing and flexible service details!”

enforcement points
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Enterprise Service Bus and SOA Management

Management tools naturally
target ESBs as enforcement
endpoints:

“ To perform Routing of
messages based on system
capacity, Quality of Service,
and SLAs

“ Leverage Conversion and
Transformation
capabilities to comply with
policy

" Centralize Handling of IT
events related to Services

SOA on your terms and our expertise
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A Continuation of IBM’'s Commitment to SOA and Simplicity

{) DATAPOWER

3 [ B o
b

An SOA Appliance...

= Simplifies SOA with specialized devices
= Accelerates SOA with faster XML throughput
* Helps protect SOA XML implementations

IBM is re-defining the boundaries of middleware extending the
SOA Foundation with specialized, consumable, dedicated
SOA appliances that combine superior performance and

hardened security for SOA implementations
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IBM SOA Architect Summit

Logical Elements of an SOA Management Solution

“ ;
w Web

SeWicesl Application Server

CiCs/

Integration N |5/
PEP

Web
Serwces

»
v

DB2

Container Container
PEP PEP

Service
Requestor

Services
Management

Services

Registry &

Reposito Enterprise

Identity and Access Identity
Management sams Directory

Enterprise Auditing and Data Warehousing

Systems Management Portal and Service Level Reporting
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Requirements for SOA Management

“Manage Transaction Performance: Measure transaction
response times to discover bottlenecks, isolate infrastructure
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Manage Transaction Performance
Provide Key Response Time Metrics Across Platforms

= Customers find it very difficult to n i s
identify and isolate performance °s
bottlenecks in composite
applications that span technology
and platform boundaries

= Need to provide performance
instrumentation that is lightweight
and can be dynamically configured
to identify problems before
customers call

= ARM-based instrumentation is the .

industry standard that can be
leveraged to isolate the problem
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Requirements for SOA Management

“Manage the Infrastructure: Deep dives into specific
resources

O Atomic Service

- Composite Service J Registry

SOA on your terms and our expertise
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Manage Supporting Middleware

Comprehensive Deep-dive Monitoring

= |dentify and quickly correct applications
that are down or performing slowly

* Need to provide comprehensive
in-flight transaction display that includes
the name of the hung class/method

‘ IT Operations

interval | Process  Times | Objects | Objects | Koytes Total [ Keytes | Keutes | Kintes | Real Time | Real Time | o€ Rate
(see) | 10| Run | Freed | Moved | Freed by GC| Used | Used Detta| Free | (ms) @) __| (permin)
123 0|0 0 0 86112 86112 68159 |0 00 0.000

[& ServerAvaiabie throuan i T EEE

* Introspect messaging and brokering
subsystem for real-time metrics and

. . . Subject Matter Expert
historical data analysis

= This can significantly improve
the performance and availability
of J2EE applications by reducing
problem identification and "
resolution time J2EE Applications
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Manage Service Levels
Enterprise-wide Reporting on Service Level Compliance

u N eed to defi ne re po rtS On a <3 - - & 0 G [ hitp:fftesmint2 tivlab.aeighdm.com: 9080{5LMReportreport sprfsd=r7d Tl 0w [E ‘ -8 x

|| 1M Tivoli Service Level Advisor |_| IBM Tivoli Service Level Advisor Rep... B

customer basis

Tivoli. Service Level Advisor

[ Repat Definitions

= Report on compliance to service
levels and service level ETE— ool [N-oy RN W

[~ Show All Rows

agreements -

SLA Status hy Customers
10/21/05 12:00:00 AM EDT to 1072705 7:39:43 AW EDT Mairnurn rows to display: |20 +| | Go

Click on a cell to view more details

= Represent all aspects of service | |

10/21/05 10/22/05 10/23/05 10/24/05 10/25/05 1V2E0s | 102ros

level performance, from business |22 e T
. MewDB2 - Average Round Trip Time _— | |
process layer to IT infrastructure

Displayed: 1-2 of 2 rows

Legend

* Perform trending analysis to T ST

The first nurmber shown indicates trends. The second number indicates the number of violations. For example,
280 indicates 28 trends and 0 violations.

p red i Ct O u tag eS & Indicates that data exist from an Intermediate Evaluation. L

Configure Status Association
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A Comprehensive View of SOA Resources

Integrated Console
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Requirements for SOA Management

“Integrated Security & Compliance: Identity, Authentication,
Authorization, Auditing and Compliance

Consumers

Business Process
Composition; choreography;
business state machines
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28 SOA on your terms and our expertise /ON DEMAND BUSINESS



IBM SOA Architect Summit

SOA Security
What is “Federated Identity Management”?

= Definition
— An “identity federation” is a federation in which identity
management (authentication, access control, auditing, and
provisioning) is distributed between the partners based on
their role within the federation

— An Identity Federation can allow users from one federation
partner to seamlessly access resources from another
partner in a secure and trustworthy manner

* Roles
— End user
— ldentity Provider (IdP)
— Service Provider (SP)

* Functions
— Single Sign-On/Sign-Off (including “global” sign-off)
— Provisioning/De-provisioning
— Account Linking/De-linking

SOA on your terms and our expertise
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SOA Security — Trust Model

1. Get Token -

3. Validate Token

2. Send

Message
(including token)

* |dentity Federation and Web Services requires trust
= This trust is based on agreements between partners & expressed as policies

*Trust can be enabled by technology
= Trust requirements expressed as infrastructure policies and requirements
= Security tokens include identity information; Cryptographic keys used to sign Security Tokens

“Technology needs to be standards based
= Standard ways to express and exchange policies that reflect trust relationships
= Agreed token format, information content, signing and encryption methods

SOA on your terms and our expertise [EN DEMAND BUSINESS
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Managing ldentities and Access to Cross-company Resources

Third-Party

Access
[ )

User
Direct Access

<

€

v VY

SOA on your terms and our expertise

Company A

Employee

Company B

* Enable companies to

manage “users” or “identities”
that are now under their control,
reducing high identity
management costs

Enable users to easily
navigate between Web sites
while maintaining a single
login identity, improving user
experience

Provide companies with a
common way to network
identities between different
companies or between
applications, simplifying
service integration
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Logical Elements of SOA Security

“ ;
w Web

SeWicesl Application Server
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Integration N |5/
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Web
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Service

Requestor Ws-trust

ws-trust Trust
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(FIM)

Line of Business

Security .
Risk Assurance > Identity and Access

Network Operations Management

Enterprise
Directory

Enterprise Auditing and Data Warehousing

Systems Management Portal and Service Level Reporting
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Addressing the ldentity Integration Issue
Capabilities of a Complete Federated Identity Solution

Federated User Experience

Federated User
Lifecycle Management

Web Services Security
Management

Trust Management
Platform

SOA on your terms and our expertise

Federation Introduction/Termination

Federated Single Sign On, Single Sign Off
Session Management

Integration with Identity and Access Management
Integration with middleware platforms

Partner enroliment/De-enroliment
Partner Provisioning/De-Provisioning of identity accounts
Partner User Registration

Authentication for service access
Service access control
Seamless integration of disparate applications

Partner Key Management
Trust Service, Security Token Service
Identity and Authorization Services
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Mapping to the IBM Products

WebSphere Business Tivoli ITSM Process Managers Vol ecerated

. Identity Manager
Monitor y g
Business Innovation & Optimization Bervices |
Faciltates better decision-making wih . . .
realime business hformation Tivoli Service Level
m Advisor

t Interaction Services Process Services Information Services ot

[7)) o []

ES Enabl i SE

3] les collaboration Orchestrate and .

ig"E between people, automate bushess I\/ﬁnaage 'sﬁ'dye' ngg g:rb qa; %

) processes & information processes (2] c

3® ) - - J Es

[L I Tivoli Composite
environment secure
for design services,
and credion X X . X applications
of solution Partner Services Business App Services Access Services a &
assets Gonnect wihltradi Buid on arobust, Facilitates interactions ZE i
e ng scaleable, and seaure with existing information 20
2 services envionment and application assets £

S 5 . o S

Tivoli OMEGAMON
XE for Messaging

Infrastructure Services

Ortimizes throughput, avalabiity
and performance

WebSphere DataPower
SOA Appliance

SOA on your terms and our expertise [EN DEMAND BUSINESS




IBM SOA Architect Summit

TS, VOUR
Cnacunbo gliﬁj Gracias

i && Thank You 0Prigado

Grazie Danke

% iﬁj‘ o Mezxci
[h6oT M 7

/ |-}\I.c:|-|__| EI.

HlYhéES 2 ét\i L,7‘-

SOA on your terms and our expertise \ON DEMAND BUSINESS




IBM SOA Architect Summit

SOA on your terms and our expertise




